
The authors argue that penalties for non-compliance with regulations such as those related to anti-bribery and corrup-
tion, competition law and third-party due diligence are much more substantial for a company than the cost to maintain 
compliance via operational processes and risk control frameworks. Highlights of actions companies can take to manage 
the costs are also included. 
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INTRODUCTION

Whether a company operates in the EU, the US or glob-
ally, in today’s business world, the risk of non-compli-
ance with existing and recently adopted regulations has 
become too costly to ignore. Companies in all industries 
must take preventive measures that assess and mitigate 
the key risks to address this (e.g., sanctions breach, cor-
ruption, money laundering, product compliance, export 
control violations). Depending on the risk exposure and 
the size of the company, ensuring the right measures 
are in place, including compliance framework, target 
operating model (TOM), internal controls and support-
ive technology. However, the effort and cost required 
to maintain compliance remain the smarter and more 
cost-effective investment compared to the potential 
penalties of non-compliance. 

This article starts with an overview of various recent 
regulatory changes which will, or already do, impact 
organizations operating within different sectors glob-
ally. Furthermore, this article outlines the potential 
risks of non-compliance with regulatory requirements, 
citing examples from enforcement actions in the US 
and the EU in recent years. Finally, it is argued that 
investing in and prioritizing proactive approaches to 
compliance can help companies avoid potential finan-
cial and reputational penalties, while also fostering 
a strong ethical risk culture and supporting business 
growth.

INCREASING REGULATORY DEMANDS

The legal landscape of business conduct requirements 
has expanded rapidly in recent years. A decade ago, 
companies with a global footprint focused their 
regulatory compliance efforts on complying with 
Anti-Bribery and Corruption laws with extraterrito-
rial reach – such as the US Foreign Corrupt Practices 
Act (FCPA), the UK Bribery Act (UKBA) – as well as 
on accounting compliance to address corporate fraud 
(Sarbanes-Oxley Act), privacy (EU General Data Pro-
tection Regulation, [Huij23]) and international and 
market laws for fair competition and consumer pro-
tection ([Spiv24]). In the meantime, the public debates 
around companies’ responsibilities for personal data 
collection and processing, protection of consumers in 
the online environment, environmental impact and 
sustainable business practices have also changed the 
expectations of investors and customers. The require-
ment to operate with transparent and accountable 
governance has become a key component of respon-
sible business conduct. When this is not adhered to, 
it increases the risk of negative media coverage and 
damages a company’s reputation.

In recent years, many of these previously considered 
“good-to-have” requirements materialized into new laws 
and regulations. Below are a few recent (non-exhaustive) 
examples of the new and upcoming regulations in the 
Netherlands, EU and the US that establish new obliga-
tions for a wide range of companies operating within 
various industries. 

One regulation driving the vast change in the Dutch 
compliance landscape is the introduction of the Ver­
klaring Omtrent Risicobeheersing (VOR) (statement on risk 
management [ed.]). This amendment to the Dutch Corpo-
rate Governance Code in March 2025 (effective from  
1 January 2025) requires management boards to pro-
vide a formal statement on their organization’s overall 
risk management, internal control and compliance via 
demonstrable evidence (e.g., control execution, corrective 
actions, etc.). The VOR is also aligned with other regula-
tory developments in the EU ([KPMG25b]).

The EU has adopted several new acts and directives:1   
	• the Corporate Sustainability Reporting Direc-

tive (CSRD), which introduces requirements for large 
companies as well as listed small and medium-sized 
enterprises to report on a wide range of sustainability 
topics, and to collect information from their supply 
chain to analyze the risks associated with their busi-
ness relationships (entered into force on 5 January 
2023) ([EuCo]);

	• the Digital Services Act (DSA), which introduces 
obligations for companies and member states aimed 
at safeguarding consumer protection online (entered 
into force on 16 November 2022) ([EuCo24]; see also 
[Riet24] and the article about DSA in this edition);

	• the Digital Markets Act (DMA), which requires 
very large online platforms to act as gatekeepers for 
safeguarding online market competition (entered 
into force on 1 November 2022) ([EuCo23]).

Additionally, a few other regulations that have the poten-
tial to shape new industry requirements are currently 
undergoing the EU Digital Omnibus process:
	• the Corporate Sustainability Due Diligence 

Directive (CSDDD), which sets new obligations for 
large companies in terms of protection of the envi-
ronment and human rights in the EU and globally, 
for instance by means of mandatory due diligence 
procedures (approved by the EU Parliament on 
24 April 2024 and 16 December 2025 (Omnibus) 
and will now become effective on 26 July 2029) 
([Vuch24]);

1  These regulations are often also applicable to non-EU 
companies that have presence in the EU (e.g., parent compa-
nies registered or listed in the EU, subsidiaries registered and 
operating in the EU).
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	• the EU Artificial Intelligence Act (AI Act), which 
creates safeguards and requirements for companies 
to make inventory of the AI systems used and be 
prepared to adopt applicable governance structures 
(approved by the EU Parliament on 13 March 2024 
and entered into force on 1 August 2024) ([EuPa24]). 

Finally, the US authorities have clarified and expanded 
existing laws and regulations (non-exhaustive) on busi-
ness conduct, with impact for the companies that have a 
US nexus.2

	• the US Foreign Extortion Prevention Act (Decem-
ber 2023), which expands the definition of public 
official / person acting on behalf of government, thus 
expanding FCPA reach ([Gonz23]);

	• the DoJ and FTC Merger Guidelines (December 
2023), which expands and strengthens the US anti-
trust enforcement ([Suns23]);

	• the FTC Non-Compete Clause Rule (April 2024), 
which establishes significant restrictions for the 
non-compete clauses ([Suns23]).

These and other regulations set the bar high for business 
conduct requirements expected of companies to operate 
in the Netherlands, EU or US jurisdiction(s). Depend-
ing on the geography and nature of the company’s 
operations, different obligations may apply. To comply, 
companies need to ensure that the right internal con-
trols, policies and procedures are effectively and timely 
incorporated into their compliance framework. More-
over, in some cases they also need to undergo external 
compliance assurance audits to demonstrate that they 
are in control of their compliance processes. Later in this 
article, we will provide insights into the actions compa-
nies can take to ensure legal compliance. However, it is 
important to first outline the potential risks and costs 
associated with failing to comply with business conduct 
regulations.

THE COST OF NON-COMPLIANCE

Although meeting stakeholders’ expectations and build-
ing trust are important reasons for companies to enhance 
their corporate governance, they are not the only ones. 
When it comes to non-compliance with regulations, 
most law enforcement bodies take a punitive approach. 
The laws and regulations, and subsequently the enforce-
ment practices, demonstrate to companies that a failure 

to address the risks may also bring significant financial 
consequences. To illustrate this point, it is useful to 
investigate the recent enforcement actions of the US 
Securities and Exchange Commission (US SEC) and the 
approach on non-compliance taken by the EU when 
creating the abovementioned recent acts and directives.

Being one of the key US agencies regulating the securi-
ties industry and enforcing fairness and transparency 
in the financial markets, the US SEC has the power to 
investigate and prosecute individuals and companies 
for violating anti-corruption laws (inc. the FCPA), as 
well as insider trading, market manipulation and other 
types of fraud. On a yearly basis, the US SEC publishes 
an overview of enforcement actions in the past year, 
highlighting the main trends in terms of the types of 
violations investigated and penalties resulting from the 
cases. In 2023, the SEC settled a total amount of USD 
4.9 billion in financial remedies for violations of various 
market regulations ([SEC23]), marking the second highest 
amount in SEC history, after 2022. The SEC also reported 
an 8% increase in stand-alone actions over the previous 
year. Apart from actions directed at companies, 133 indi-
viduals were barred from serving as officers and directors 
of public companies due to wrongdoing identified during 
the investigation, which was also the highest number of 
bars obtained in a decade ([SEC23]). 

Almost USD 5 billion in financial remedies obtained by 
the SEC resulted from civil penalties, disgorgements, 
and prejudgment interest imposed due to market 
violations by publicly traded companies ([SEC23]). The 
784 enforcement actions were directed at companies 
headquartered both in the US and other countries 
(incl. the EU) and related to a wide range of violations 
([SEC23]): from bribery and corruption, cybersecurity 
and investment frauds to the increasingly important 
issues of ESG-related misstatements and crypto fraud. 
To name a few examples, a failure to establish or follow 
the existing policies, procedures and internal controls 
resulted in a USD 100 million settlement with a global 
chemicals company for allegedly using agents to pay 
bribes to obtain contracts in Vietnam, India, and Indo-
nesia ([SEC23]). Another company, a medical equipment 
supplier, settled to pay more than USD 62 million for 
allegedly influencing government officials to draft 
favorable tender calls in China ([SEC23]). These exam-
ples illustrate that when it comes to non-compliance, 
the US enforcement practice stipulates considerable 
financial consequences for the companies in question, 
which should encourage them to proactively foster 
compliance culture instead. 

Like the US, the EU also takes punishment for failing 
to comply with laws and regulations seriously. As such, 
a gatekeeper company that failed to comply with the 

2  Nexus refers to operating within US territory, including 
nationality of persons involved in a (business) transaction, 
geographic location of the (business) transaction or entities 
within the (business) transaction and currency of the (busi-
ness) transaction. For information about federal US regulatory 
developments, see [Crew25].
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DMA obligations could be sentenced to a fine of up to 
10% of its total worldwide turnover (or up to 20%, in 
case of repeated infringement) ([EuCo23]). For violations 
of the DSA obligations, companies with more than 
45 million active users may get fines of up to 6% of their 
global turnover ([EC24]). For some regulations (e.g., 
CSRD) the implications will depend on how the specific 
member state country has enforced the EU law, which 
can also reach significant amounts in fines, as well as 
imprisonment for the responsible individuals. 

Apart from the direct fines, settlement fees, disgorge-
ments and other types of penalties that may result 
from violating business conduct laws and regulations, 
companies must also keep other risks in mind– such 
as loss of shareholder and client trust, bad publicity 
and overall reputational damage. To minimize the 
risks of non-compliance, companies therefore should 
proactively improve their compliance frameworks and 
practices. 

INVESTING IN COMPLIANCE

Despite the established and growing penalties for 
non-compliance, many companies continue to inade-
quately invest in (regulatory) compliance. This may stem 
from the traditional perception that compliance pro-
grams are cost centers in a policing role. This perception 
and level of investment also differ per sector. The finan-
cial sector was effectively forced to invest in compliance 
across the board after the 2008 financial crisis resulted 
in swift and high-pressure regulatory changes. This has, 
on average, resulted in an estimated cost of USD 10,000 
per employee to maintain compliance in large financial 
institutions ([Crew25]). The corporate sector was once 
freer to decide how robust or involved their compliance 
programs were, as regulatory oversight was largely based 
on operational jurisdictions and where the entities were 
stock listed. This is beginning to change with the rise of 
regulations mentioned in the previous section. 

Irrespective of the sector, historical investment in 
compliance was often limited to the minimum actions 
required to meet regulatory obligations, typically with 
a short-term strategic focus. This approach was fre-
quently adopted without a comprehensive understand-
ing of the company’s regulatory or operational risk 
landscape, or a clear objective to foster a preventative 
compliance culture.

The result is under-resourced compliance functions 
– both in terms of funding and expertise – leading to 
transparency gaps for management or supervisory 
boards, and an immature risk culture that enables 
non-compliance with laws and regulations, potentially 

so severe that it materially impacts the company, as 
demonstrated above.

Luckily, a shift has begun across global markets over 
the last decades. More and more companies choose to 
proactively invest in a robust compliance program that 
is positioned with adequate authority to drive regula-
tory compliance, while also fostering a resilient and 
dynamic risk culture. The cost to maintain compliance, 
regardless of the size, regulatory landscape or maturity 
of a company generally includes the following (non-ex-
haustive): 
	• establishing a compliance function, including 

employees, a TOM, and a compliance framework. 
	• executing the compliance framework and compli-

ance plan, including oversight of regulatory obliga-
tions, establishing a third-party risk management 
framework and overseeing third party compliance 
with the company’s obligations/expectations, 
performing ad-hoc or event-driven activities (e.g., 
due diligence screening and reviews), and seeking 
independent external reviews of the program and 
framework; 

	• establishing and maintaining regulatory change 
management, including monitoring regulatory 
trends and changes, seeking external advice and 
costs related to implementation of regulation; and

	• reviewing developed processes and procedures to 
consider implementation of technology (e.g., compli-
ance management systems, regulatory compliance 
software) to further optimize and support compli-
ance activities.

What’s more, these companies have proven that the cost 
to maintain regulatory compliance far outweighs the 
potential financial, operational and reputational pen-
alties of non-compliance. The Ponemon Institute in the 
US conducted a study of over 46 multinational organi-
zations, finding the results shown in Figure 1 ([Pone11]).

The actual cost to maintain compliance will vary per 
sector and company. Nonetheless, the global regulatory 
landscape has steadily grown. In 2023, 87% of Chief 
Ethics and Compliance Officers surveyed globally by 
KPMG expect to face increasing regulatory expectations 
and scrutiny over the next two years, and 43% cited new 
regulatory requirements as the greatest challenge to 
compliance in this timeframe ([KPMG23]). In the Neth-
erlands specifically, 2025 Chief Ethics and Compliance 
Officers continue to feel this pressure, with 87% expect-
ing to face increasing regulatory expectations into 2026, 
and 38% citing regulatory requirements as the biggest 
compliance challenge moving forward ([KPMG25a]). 
This further supports the notion that investing in and 
maintaining sound compliance programs is no longer 
an option for most companies.
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MANAGING COMPLIANCE COSTS 
THROUGH SOUND COMPLIANCE 
PROGRAMS

Investing in compliance is not a small feat. It requires 
a holistic approach supported by a comprehensive 
overview of risks and regulations. Companies seeking 
to (re)invest in compliance should take the following 
steps. 
1.	 Perform a review of the existing compliance pro-

gram and/or approach. 
2.	 Perform a regulatory scan and develop and inven-

tory of material compliance regulations, including 
associated risks (consider the applicability of obli-
gations to the company based on (new) regulations, 
see the examples earlier in the article).

3.	 Consider a revision of the TOM is required to better 
support regulatory and operational compliance in 
design and effectiveness across the company.

4.	 Develop a roadmap to address the identified gaps 
within the existing approach and regulatory 
obligations.

5.	 Develop and implement an integrated and risk-
based control framework. 

6.	 Reinforce the TOM and governance structure to 
execute ongoing monitoring, testing and day-to-
day support of the company. 

Companies should ultimately determine the approach 
and steps that align best with their organization, 
industry, budget and regulatory landscape. For exam-
ple, applying a risk-based approach by focusing on 
material regulations and key risks, assessing the most 
appropriate TOM, using technology, and considering 
outsourcing to fill expertise gaps and maintain inde-
pendence.

SHORT-TERM DISRUPTION FOR LONG-
TERM SUCCESS

Companies with global presence have experienced a 
steady increase in regulatory scrutiny and complexity 
across sectors. This has resulted in increased costs to 
maintain compliance and remediate incidents. How-
ever, companies that choose to invest in compliance 
– such as through the actions outlined in the previous 
part of this article – see their regulatory and operational 
burdens lessen in the long-term. Such companies are 
also better equipped to manage emerging trends and see 
their second line functions more dynamically collabo-
rating with the business to achieve goals collectively. 

Maintaining an effective and resilient compliance 
program requires a long-term vision that can adjust 
to both internal and external (un)foreseen factors. A 
sound compliance program goes beyond compliance 
with regulations and seeks to foster a strong ethical risk 
culture in every layer of the company. Achieving this 
requires a holistic assessment of the current and desired 
states of the compliance program and company, from a 
regulatory and operational compliance perspective. 

Companies should act in a preventative manner to 
accommodate emerging compliance trends and upcom-
ing regulations. This includes maintaining a compre-
hensive regulatory change management approach and 
prioritizing compliance. Compliance failings can occur 
in some instances, especially where new requirements 
are introduced (e.g., artificial intelligence) or where 
obligations impose additional administrative burdens 
(e.g., recordkeeping and retention). The penalties and 
costs to remediate failings also widely vary depending 
on the punitive nature of the jurisdiction and overall 

Figure 1. Cost of (non-)compliance according to the Ponemon Institute.
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situation. Therefore, companies must remain vigilant 
of regulations that may have a material impact, irre-
spective of the size of the regulation or the topic. They 
must additionally take measures to maintain adequate 
resources – including expertise, staffing and supportive 
tools – to meet regulatory obligations.

The starting point for most companies is reviewing the 
existing ways of working and obtaining an overview 
of their regulatory risk landscape. More mature com-
panies may consider technology and external parties 
to collaborate and further optimize their compliance 
programs. Regardless of the maturity of your company, 
investing in compliance has become a necessity. Dedi-
cating time and resources appropriately will ultimately 

result in a compliance framework and program that 
grows with the business and supports it, rather than 
working against it. 
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