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This article focuses on smart contracts and explores one central question: which types of smart contracts must be distin-
guished?

This study posits the existence of four 
distinct variations within smart contract 
technology and proposes a taxonomy to 
organize and categorize these types. We 
will exemplify three practical applications 
of this technology, showcasing how these 
examples effectively illustrate the 
categories outlined within the proposed 
taxonomy. This taxonomy can serve as the 
foundational basis for constructing a risk 
analysis framework.
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INTRODUCTION

This contribution will focus on smart contracts and 
explores one central question: which types of smart 
contracts must be distinguished? While the views 
presented here are based on academic research done 
in a legal context ([Vers23]), the definition of ‘smart 
contracts’ that this contribution maintains is purely 
technical: smart contracts are immutable computer 
programs that run deterministically in the contract of 
a blockchain platform (see [Anto19]). The legal aspects 
of such technology are relevant nonetheless, as smart 
contracts might be used in a manner that creates a con-
siderable legal impact. Proposed practical applications 
of this technology concern transactions, transfers, or 
administrations of rights, interests, or entitlements that 
users rely on. Creating an environment in which such 
reliance is justified and protected, potential users of 
this technology ought to evaluate whether blockchain 
and smart contract technology can indeed produce the 
legal effect essential for their specific business case. 
Even for those business cases in which the technology 
might not perform a legal function, there might still be 
a legal risk. If the technology is used by an organization, 
it replaces software applications that might fulfill the 
same function but operate in a fundamentally different 
manner. This could, as is often touted, be cheaper, faster, 
or more reliable, but might also expose the organization 
to novel legal risks. An understanding of how block-
chain and smart contract technology functions, how 
it is used in a specific organization, how it differs from 
the more traditional solutions that it replaces, and any 
interactions it may have with the relevant organiza-
tional context, will help mitigate any such future risks. 
A framework that outlines the effects, impact, and risks 
of this technology provides the guidance necessary for 
this: a smart contract taxonomy could form the basis of 
such a framework.

One important preliminary observation must be made: 
smart contracts are, despite their rather unfortunate 
name, not legal concepts. They are technological 
concepts. Therefore, any analysis of such concept must, 
at the very least, have due attention for their technolog-
ical underpinnings and practical applications. Consid-
ering the above, this contribution will take four steps. 
First, a general overview of blockchains and smart 
contracts will be given. Secondly, the different types 
of smart contracts will be outlined. In this section, 
we will pay attention to types of smart contracts that 
might enjoy legal relevance. This is pivotal for those 
wishing to use this technology in a context where 
transactions are made in a manner that is enforcea-
ble and provides legal certainty for themselves, their 
partners, or their clients. Subsequently, in the third 
part, the practical impact of this taxonomy will be 

illustrated. This illustration will provide insights in 
the extent to which this technology is sufficiently 
mature and provides sufficient added value for organi-
zations. Lastly, in the final paragraph, we will present 
evolutions, and applications of this technology in the 
context of which this taxonomy might be used. The 
overarching purpose of this contribution is to provide 
an overview of types and uses of smart contracts and 
provide guidance on how a taxonomy based on those 
types of smart contracts could be used by those consid-
ering using this technology. 

BACKGROUND AND TECHNOLOGY

Smart contract technology is rooted in a rather radical 
context. The initial proposal for smart contracts was 
published in Extropy, a journal that describes itself as 
a ‘Journal for Transhumanist Thought’ ([Szab96]). The 
decision to publish in this journal suggests a particular 
ideology, that of transhumanism. Central values of this 
ideology are ‘boundless expansion, self-transforma-
tion, dynamic optimism, intelligent technology, and 
spontaneous order’ ([More93]). These values suggest 
that the underlying ideology is effectively a rather 
extreme variation of techno-liberalism. Especially the 
principle of ‘spontaneous order’ makes this clear. Some 
have described this as ‘[an idea] distilled from the work 
of Friedrich Hayek and Ayn Rand, that an anarchis-
tic market creates free and dynamic order whilst the 
state and its life-stealing authoritarianism is entropic’ 
([Thwe20]). Such concepts were popular in the com-
munity that laid the groundwork for the technology 
that is in focus here. Known also as ‘crypto-anarchists’ 
or ‘cypherpunks’, the goal of this community was to 
develop technology that would enable economic and 
social conduct in a privacy-conscious manner and out-
side the reach of governmental authorities ([Ande22]). 
The efforts of this community have played a pivotal 
role in the technological developments that have ulti-
mately culminated in blockchain-based smart contract 
platforms. As a result of this, the principles adhered to 
by this community are ingrained in the technology to 
this very day.

The extent to which this is the case becomes clear 
when blockchain-based smart contract platforms are 
compared to more classic technological solutions that 
might be supplanted or supplemented by this tech-
nology. Such technology might include, for example, 
online marketplaces, supply chain management tools, 
and payment solutions (see [Thol19] and [Reve19]). 
Blockchain and smart contract technology distin-
guishes itself from these classic solutions through 
five key aspects: the first three of which are a result of 
blockchain technology, whilst the last two are a result 
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of the smart contracts capability that some platforms 
might have.

First, blockchain platforms are, in principle and up 
to a certain extent, immutable. This means that not 
one single party or group of parties can alter the state 
of information on the platform. This immutability 
applies on both a transaction and recordation level. The 
former of which is a result of the public-key encryption 
that is foundational to the platform, whilst the latter is 
a result of the way distributed consensus regarding the 
state of information is reached among the parties on 
the platform ([Anto17]). Secondly, the platform is trans-
parent. A certain degree of transparency is necessary as 
the state of information on the platform is maintained 
by the parties collectively. This means that, rather 
than relying on a single centralized party charged with 
maintaining the state of information, the parties do 
so collectively. To perform the task necessary for this, 
certain information contained within the transaction 
and certain information regarding the transactions 
need to be available to the parties. A certain degree of 
transparency is therefore inherent to the system. This 
transparency, however, is not absolute. These platforms 
are built on a system based on public-key cryptography. 
This means that parties operate on these platforms 
using their public key. This public key therefore func-
tions as a pseudonym. Examining the transparent 
platform can yield a wealth of information regarding 
transactions, including details such as the sender, 
recipient, value, and time. However, the cryptographic 
foundations of the platform do shield the identity of 
the natural persons behind the public key. Therefore, 
the third key aspect is pseudonymity.

Some blockchain platforms provide features that go 
beyond merely maintaining a record of past transac-
tions. Such platforms provide the option for persons 
to program on the platform. If the programing that 
such a platform enables is sufficiently flexible and 
allows for sufficient complexity, it becomes possible to 
create entire software applications on that platform. 
Compare, for example, the Bitcoin blockchain with the 
Ethereum blockchain: where the Bitcoin blockchain 
is designed to transact with a cryptocurrency and, in 
light of this purpose, enjoys very limited program-
ming capabilities on the platform itself, the Ethereum 
platform is designed from the ground up to enable the 
creation of decentralized applications. The Ethereum 
platform therefore incorporates a Turing-complete 
programming language that enables the creation of 
full software applications ([Bute13]). The term ‘smart 
contracts’ precisely denotes these software applica-
tions. This illustrates why smart contracts are techni-
cal concepts and not legal concepts (see on technology 
also [Weer19]). 

Smart contracts are, in other words, code that exists on a 
blockchain platform: if the platform allows for sufficient 
complexity and flexibility, it becomes possible to pro-
gram that smart contract code into software applications, 
also referred to as smart contracts (see Figure 1). Smart 
contracts are therefore pieces of software rather than 
legal agreements. As a result of their software-character, 
the conditions contained within their code are executed 
automatically and independently of any human action. 
Moreover, smart contracts exist on the same platform as 
the assets that are being transacted with, and the records 
being modified through, the smart contract. This means 
that the smart contract can interact directly and imme-
diately with those assets or records. No (third) party is 
required to give effect to the predefined consequences 
stipulated in the smart contract. Consequences as stipu-
lated in the smart contract are, in other words, automat-
ically enforced when the conditions are fulfilled. Hence, 
automatic execution and automatic enforcement are the 
final two characteristics introduced by smart contract 
technology.

A SMART CONTRACT TAXONOMY 

The purpose of a smart contract taxonomy is to organize 
the different variations of the technology that are cur-
rently being developed. Doing so provides a structure 
that can be used as the foundation of a more elaborate 
framework on the basis of which the legal risks created 
by this technology can be mapped out. The taxonomy 
distinguishes four types of smart contracts. It should be 
noted that a very similar taxonomy has been adopted by 
the European Law Institute as well ([ELI23]).

Blockchain platforms

Smart contract code

Software
applications

Figure 1. Technology overview.
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Type-1 smart contracts: software as a self-
executory agreement

The first variation of smart contracts describes a piece 
of software in which the offer and acceptance coalesce. 
The relationship between the parties who transact by 
way of the smart contract is therefore governed by the 
smart contract ([Werb21]). It has been suggested that, in 
such a situation, the code might effectively ‘be’ the legal 
agreement as it constitutes the externalization of the 
parties’ consensus and proof of the content of the rights 
and obligations between the parties ([Tjon22]). Situa-
tions where this might be the case could, for example, 
be found in the context of decentralized finance (or 
‘DeFi’). Think of, for example, platforms that enable 
parties to provide digital assets as security for a loan. 
Such platforms require smart contracts that stipulate 
and enforce the rights and obligations that the loans 
and securities require. If that smart contract is the sole 
instantiation of the agreement between the parties, 
that smart contract must be treated as defining the legal 
relationship. In such a case, the smart contract could be 
equated to the legal agreement. 

Type-2 smart contracts: mere code

At their very core, smart contracts are nothing more 
than software. They are technological concepts rather 
than legal concepts. The great majority of smart con-
tracts are just that; mere code. If such smart contracts 
do not fulfill any function that has a legal relevance, 
they are just software. This could be the case, for exam-
ple, when a smart contract determines when a container 
leaves a ship that has entered a certain port. Such smart 
contracts might fulfill a pivotal function in a software 
suite but are of no legal relevance. These smart con-
tracts are referred to as the second type of smart con-
tract. Most smart contracts fall in this category.

Type-3 smart contracts: executory tools

The third variation in the taxonomy describes a situa-
tion in which a smart contract is distinct from a legal 
agreement, yet remains potentially legally relevant. In 
these situations, the smart contracts exist on-chain and 
parallel to a legal agreement that exists off-chain. In 
this case, the smart contract is used to give effect to the 
rights and obligations outlined in the legal agreement. 
Such a smart contract is therefore a tool that executes 
(part of the) legal agreements. Allen shows that smart 
contracts are ideally suited to be used as such executory 
tools ([Alle22]). If, for example, a soda machine, by way 
of a smart contract, orders a new batch of soda cans 
from the manufacturer, this smart contract is used to 
execute part of the overarching framework agreement 

that exists between the operator of the soda machine 
and the manufacturer of the soda cans ([Nave18]).

The smart contract is in hierarchical relationship with 
the legal agreement in which the smart contract is 
subservient to the legal agreement. However, the fact 
that the smart contract is subservient does not mean 
it is irrelevant or unimportant. After all, determining 
the content and validity of a legal agreement is done 
by assessing all relevant facts and circumstances, and 
the meaning that the parties to the agreement could 
reasonable have attributed to the agreement in light of 
those relevant facts and circumstances ([Kran20]). The 
technology is designed for contexts where parties trans-
act remotely with minimal knowledge of each other’s 
identity. Consequently, reliance on factors beyond the 
smart contract executing the legal agreement is likely 
limited in determining the content and validity of such 
agreements. Therefore, as parties increasingly utilize 
this technology in a pseudonymous environment and 
lean on the smart contract as the executory mechanism, 
there is a diminishing pool of relevant facts and cir-
cumstances available for determining the meaning and 
validity of the underlying legal agreement. It follows 
from this that the more the parties apply this technol-
ogy in a pseudonymous environment, and the more 
the parties rely on the smart contract as an executory 
mechanism, the less relevant facts and circumstances 
are available that can be used to determine the meaning 
and validity of the underlying legal agreement. In other 
words, the more parties rely on the smart contract as a 
tool to execute the separate legal agreement, the more 
important the smart contract will be in giving meaning 
to the legal agreement and determining the validity of 
that legal agreement. 

Type-4 smart contracts: merger agreements

Lastly, there are smart contracts that exist in a form that 
makes them both machine-readable and human-read-
able. In the context of the taxonomy, this is the type-4 
smart contract. An example of this is the Ricardian 
contract ([Grig22]). The feature of creating one single 
entity that is both machine-readable and human-read-
able at the same time, creates the option of creating a 
legal agreement and transforming it into a type-4 smart 
contract. Such a smart contract exists simultaneously 
on a blockchain platform in code, and therefore enjoys 
the benefits offered by the platform, while remaining 
susceptible to human comprehension. This fourth vari-
ation of smart contracts therefore describes an amalga-
mation that consists of two parts but exists as a single 
entity and, provided it meets the legal requirements, 
might be capable of producing legal effect. It must be 
noted that this final variation of smart contract technol-
ogy is, at least to this day, largely theoretical.
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PRACTICAL APPLICATION

The preceding sections of this contribution have 
detailed the differentiating elements of the technol-
ogy and how such technology might be categorized 
in a taxonomy that could be used to clarify the legal 
risks caused by implementation of smart contracting 
technology. See Table 1 for an overview of the taxonomy 
and an overview of examples of potential legal risks 
that might surface in the context of the different types 
of smart contracts. This final section aims to showcase 
three groundbreaking applications of the technology – 
currently being explored, tested, or even deployed – and 
to apply the taxonomic framework to these examples. 
Applying the taxonomy to these real-world examples 
will provide a general overview of the legal risks that 
exist and insights into the severity of such risks. Three 
such applications will be considered. 

Applications of smart contracting technology 
and use of the taxonomy

Blockchain technology has been used as a foundation 
upon which different applications have been developed. 
The most well-known and most successful of such appli-
cations are the cryptocurrencies. Revolutionary as they 
might have been, in their core these cryptocurrencies 
offer relatively limited application. Cryptocurrencies 
use the underlying technology to enable the exchange 
of value in a distributed environment. This means that 
transactions between persons are now possible without 
any centralized party charged with tasks that would 
commonly be performed by a centralized party. Such 
tasks include, for example, whether a party has the right 

Description Potential legal risks
Type-1 The smart contract is an 

actual agreement.
•  The smart contract has been designed in a manner not recognised by the law and 

therefore does not result in a legally binding agreement.
•  The smart contract was not (sufficiently) clear to one of the parties, preventing 

the formation of a valid legal agreement.

Type-2 The smart contract is mere 
code.

Type-3 The smart contract is used to 
execute an agreement.

•  There is a descrepency between the legal agreement and the programming of the 
smart contract.

•  The legal agreement is retroactively avoided by legal intervention, creating a 
descrepancy between the state of information on the blockchain platform and the 
effects prescribed by the law.

•  The code of the smart contract succesfully executes the agreement, but does so 
in a manner that is in breach of mandatory regulatory frameworks (eg. frameworks 
on containing financial regulations or rules on consumer protection).

Type-4 The smart contract is merged 
with the legal agreement, 
creating a ‘merger-
agreement’.

•  A clause within the legal agreement imposes obligations that cannot be executed 
by the smart contract as they are off-chain, placing them out of reach of the 
merger-agreement.

Table 1. Overview of taxonomy including potential legal risks.

to make a transaction, determining whether the party 
is who they claim to be, or whether the units that the 
party is attempting to transfer have not be transferred 
previously. Solutions based on this technology are 
gradually being adopted by more established finan-
cial institutions. The Hong Kong Stock Exchange, for 
example, has been testing this technology since 2016 to 
enable a more seamless trade between Hong Kong and 
Mainland China ([HKMA17]). Launched in October of 
2023, the final product is built through smart contracts, 
optionally available to users, and is presented as provid-
ing a more connected and more transparent settlement 
platform ([HKEX23]). The smart contracts used in the 
context of this example are predominantly type-2 smart 
contracts, meaning that they are mere code and have no 
legal relevance. It might be that the smart contracts that 
are employed in the context of settlement might have 
some legal relevance, but since the code is unavailable it 
is impossible to determine whether and to what extent 
this is the case. 

Additionally, an application of this technology that 
relies on smart contracts other than the type-2 smart 
contracts can be found within supply chain operations 
([Thol19]). According to an IBM survey, there is exten-
sive experimentation with this technology in the realm 
of supply chains, especially concerning operational and 
supply chain management ([IBM20]). In such contexts, it 
becomes crucial to accord due consideration to the legal 
risks involved. Smart contracts might be used in the 
context of a supply chain to confirm receipt of goods, 
record performance, and trigger payments. Such aspects 
are not only relevant from an operational perspective, 
but they might also be pivotal from a legal point of view 
in case a disagreement arises between parties regarding 
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events that happened in the context of the services pro-
vided. Some of the smart contracts used in the context 
of the supply chains are likely to be qualified as a type-3 
smart contract. They are executory tools that are used 
to give effect to the legal agreement or part thereof. As 
such, there are considerable legal risks that must be 
taken into account. Consider a scenario where goods 
are lost in transit, yet the smart contract records the 
arrival of the container carrying the goods in the har-
bor, subsequently triggering a payment. Designers and 
operators should take such eventualities into account. 
Important questions in this context concern striking a 
balance between the relatively immutable nature of the 
platform and the automatic enforcement of the smart 
contracts. From a legal point of view, such question 
could emerge in the context of, for example, mistake, 
fraud, or disagreements about the content of the legal 
agreement. 

Finally, one particularly interesting application of this 
technology is the creation and transfers of tokens on 
blockchain-based tokenization platforms. Such tokens 
function as units on a platform that represent an asset 
([Kona20]). Especially the trade of non-fungible tokens 
has garnered a great deal of attention over the last few 
years. Whilst for some it might be very exciting to 
hold a token that represents a cute picture of a cat or a 
monkey, the technology allows for much more relevant 
applications. It is, for example, technically possible to 
have a token represent a claim or a classic financial 
instrument (see for example [ABN23]). 

ABN AMRO was the first bank in Europe to 
register a digital bond for a Midcorp client on the 
public blockchain ([ABN23])

‘The entire process of preparing, placing and 
documenting the bond was digital. Ownership 
was recorded on the blockchain in the form of 
tokens that the investors acquired after they had 
paid for the bond. To ensure custody and secu-
rity of the investors’ unique keys, ABN AMRO 
uses a wallet for accessing the digital bond.’

This final example of the implementation of the tech-
nology in question potentially introduces type-1 smart 
contracts in addition to type-2 and type-3 smart con-
tracts. If a platform creates the option to effectively 
securitize claims or traditional financial instruments 
by way of a token, and any acquisition or trade of such 
tokens is limited to the platform alone, it is likely that the 
smart contract is the sole instantiation of the agreement 
between the parties. As such, the smart contract should 
be equated to the legal agreement. This means that all 
classic legal risks regarding formation, interpretation, 
and potential vitiation exist on-chain. 

CONCLUSION

Smart contracts have been central to several hypes over 
the last few years. Those hypes have come and gone, but 
the development of smart contract technology and the 
potential applications of this technology has continued. 
Such developments are slowly giving rise to credible 
applications that are generating actual business oppor-
tunities. The nature of the technology that is at the root 
of such applications is fundamentally different than 
the technology it might supplant, and as such it will 
generate novel risks. Considering the way in which the 
technology is being applied, the legal risks should not be 
underestimated. Due to the highly technological nature 
of these risks, their integration with the organization, 
and their potential severity, businesses should prioritize 
preventing these risks proactively rather than mitigat-
ing them reactively after they have materialized. The 
taxonomy presented here provides a clear overview of 
the different types of smart contracts that exist. Such an 
overview could help an advisory practice doing exactly 
that: the taxonomy can be used to leverage technologi-
cal know-how and risk management expertise to assist 
businesses in navigating the novel risks that designing 
and implementing products based on this technology 
might create.

The legal risks of smart 
contracts should not be 

underestimated 
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