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This article discussed risks and opportunities of quantum computing with a focus on cryptography. It provides practical 
recommendations for leaders and decision-makers on how to make their organizations “quantum ready”.
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The advance of quantum computing brings new 
risks and opportunities that decision-makers 
need to consider to make their organizations 
“quantum ready”. Traditional cybersecurity 
measures such as cryptographic keys or 
encryption of sensitive information need to be 
re-evaluated to identify potential weaknesses. 
In addition to taking practical steps today, it is 
important to build the right strategy for the long 
term, bringing together today’s actions with 
tomorrow’s risk landscape.
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INTRODUCTION

Quantum computing is an upcoming technology that 
will have major implications for society and organiza-
tions of any sector and size. It brings new opportunities 
that can be leveraged as well as new risks that need to be 
managed. One area that is expected to be especially 
affected by quantum computers is cryptography, i.e. the 
encryption of information through algorithms. The 
recent steep development of quantum computing 
capabilities in lab environments is only a “warming-up” 
phase before the technology will hit the market at a 
larger scale. This means that decision makers should 
start taking the right steps now to prepare their organi-
zation for the future. 

Organizations should future-proof their cryptographic 
data protection controls ([Baum22]) and strengthen their 
security of access control measures in both the IT and 
Operational Technology (OT) domain. They should also 
re-think how they can leverage quantum technology to 
improve their service offering. To provide practical 
advice, this article elaborates on the key trends and 
implications of quantum computing in the cybersecu-
rity area of cryptography, both on the risk and opportu-
nity side, equipping decision makers with the right 
context and next steps to take.

QUANTUM COMPUTING SIGNIFICANTLY 
IMPROVES CALCULATION SPEED

Quantum computers are computers based on quantum 
technology. They make use of the mechanics of particles 
at a sub-atomic level and have the potential to outper-
form traditional computers by miles. Although a quan-
tum computer has outperformed a traditional (albeit 

very powerful) computer for the first time only recently, 
in 2019 ([Oliv19]), the race for ever better quantum 
computers is picking up fast. Tech giants such as IBM 
([IBM23]), Microsoft ([Micr23]), Honeywell ([Hone23]), 
Google ([Goog23]) and Intel ([Inte23]) are heavily invest-
ing in quantum technology, working on ever more 
efficient and scalable solutions. For example, IBM’s first 
quantum computing system produced in 1998 had 
2-qubits (quantum-bits ([IBMQ23])). In 2022, IBM intro-
duced their 433-qubit quantum computer Osprey. For 
reference: the break-through in 2019 was achieved by a 
quantum computer with only 53 qubits ([Arut19]).

While the number of qubits in itself is not sufficient as a 
performance indicator ([Smit22]), the exponential 
growth in complexity demonstrates the potential 
computing power that quantum computers may hold in 
the future ([Feld19]). Proof of concepts from the lab give a 
promising outlook towards the potential capabilities of 
mature quantum technology. Once mature, quantum 
technology will significantly speed up calculations, 
yielding advantages in e.g. data lake analysis, modelling 
of industrial processes or optimization of network traffic 
flows. Additionally, its computing power will signifi-
cantly reduce the time required to break a cryptographic 
key based on large number factorization – a tough 
problem today that will become relatively easy to crack 
in the future. With their advanced computing power, 
quantum computers will pose a threat to widely used 
cryptographic solutions like RSA ([MIT19]).

ADDRESSING THE RISKS AND 
OPPORTUNITIES OF QUANTUM 
COMPUTING

Understanding how to work today to be 
prepared for tomorrow

With the advance ment of the Internet of Things (IoT), 
i.e. internet-connected devices in both domestic and 
industrial settings, the world is increasingly inter-
connected. This implies two things: an exponentially 
growing pool of data, and increasing dependencies 
between digital and traditional/non-digital technology. 
While an exponentially growing pool of data can add 
true value to organizations and individuals, it also 
increases the exposure to security risks. Sensitive 
personal data, business critical knowledge stored in a 
digital format and digital systems in general, contain a 
pool of information that needs to be protected. Similarly, 
access to digital systems that are used to manage 
non-digital technology (e.g. an electricity grid) needs to 
be controlled in a way that prevents malicious actors 
from abusing those systems, with potentially drastic 
consequences.

Although a quantum 
computer may be 

necessary for breaking an 
encryption in the future, 

that same computer is not 
needed for acquiring the 

encrypted data today
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Traditional IT security measures have matured to a level 
where they can reliably act against traditional cyberse-
curity threats – for example by encrypting data with 
long and complex digital keys that would take a tradi-
tional computer many years to decrypt. A prominent 
capability of quantum computing is to eventually be 
able to decrypt – by today’s standards – securely 
encrypted information. Hence, a sufficiently advanced 
quantum computer could easily break traditional 
security measures (within seconds to minutes and hours 
– compared to the millions or even billions of years it 
would take a traditional computer).

Although a quantum computer may be necessary for 
breaking an encryption in the future, that same com-
puter is not needed for acquiring the encrypted data 
today. Malicious actors can intercept a data flow (data 
harvesting), store it, and keep the data until quantum 
technology is ready to break the encryption (a problem 
also known as “harvest now – decrypt later”).

Data loss can happen through a variety of reasons, such 
as human mistakes and social engineering. Therefore, 
implementing security measures to prevent data loss 
today are an important step in becoming post-quantum 
secure in the future.

Identifying key risk areas 

What we should consider today is what kind of data is 
valuable to an adversary. The data should have long-term 
value in order to retain its benefit for the hacker in the 
future when quantum computers are available. Think 
about data to protect confidentiality, availability or 
integrity for a period of time to prevent significant 
consequences if decrypted or otherwise compromised 
down the line.

For a post-quantum risk assessment, it is therefore 
necessary to identify types of electronic data that con-
tain sensitive or critical information for an organization 
and require special protection. As a next step, security 
measures should be identified and implemented to 
prevent that the data in question is stolen or leaked – 
through raising awareness within the organization and 
ensuring that data is shared only on a need-to-know 
basis. 

Additionally, organizations should consider the risks 
quantum computers pose to security, not only of tradi-
tional IT, but also internet-connected Operational 
Technology (OT) or the so-called Internet of Things 
(IoT). In case access to the control of OT is compromised, 
attackers may take over devices and control them for 
their purposes. At a small scale, this can mean intrusion 
of privacy through e.g. home cameras connected to the 

internet. On a larger scale, it can mean the disruption of 
critical infrastructure networks (electricity grids, 
nuclear facilities, water management and many more). 
Individuals as well as governments and businesses need 
to prepare for these eventualities. 

Building the right strategy and mitigating 
(future) risks

Implementing new security measures – e.g. security 
awareness campaigns on how to handle sensitive data – 
takes effort and time. So in addition to taking practical 
steps today, it is important to build the right strategy for 
the long term, bringing together today’s actions with 
tomorrow’s risk landscape. Any good security strategy 
does not wait until an issue arises, but prepares for the 
future to provide long-term value. It is important to 
understand today’s risks (e.g. data leakage), how they 
relate to future risks (e.g. the decryption of leaked data 
through quantum computers), and what can be done 
today to reduce the overall risk profile in the future. The 
Dutch Ministry of Defense has included quantum 
computing in their 5-year research and technology 
agenda (2021-2025) to start understanding its impact on 
society ([MinD20]). Organizations should do the same to 
stay ahead of malicious actors. 

Apart from traditional security actions, such as aware-
ness measures or limitation of data access on the need-
to-know principle, it is equally important to identify and 
consider embedding future-proof security measures. For 
example, there are cryptographic solutions available 
today that are likely to withstand even the most power-
ful quantum computers ([NIST22]). Migrating from 
current encryption standards to quantum resistant 
schemes should therefore be on the priority list of a 
post-quantum security strategy. With this in mind, it is 
not surprising that the US government, for example, is 
trying to pass laws that will mandate government 

Any good security 
strategy does not wait 
until an issue arises, but 
prepares for the future to 
provide long-term value
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agencies to use Post Quantum Cryptography (PQC) 
algorithms for public keys. The execution of these plans 
can differ in implementation strategies (e.g. hybrid use of 
PQC and standard encryption), and, as is the case with 
every cyber implementation strategy, these choices will 
be dependent on a trade-off between security, perfor-
mance (especially reach) and costs. 

The Dutch National Security Agency AIVD has recently 
published the Post Quantum Crypto Migration Hand-
book, established in collaboration with TNO and CWI 
and edited by various representatives from industry, 
including KPMG ([MBZK23]), which provides guidance 
on such a strategy. Building on the directions of the 
Handbook, we recommend a four-step approach (see 
Figure 1): (1) identify which security measures are 
currently implemented at your organization, (2) assess to 
what extent those are quantum ready, (3) perform a risk 
assessment by identifying if today’s measures are suffi-
cient to protect what is important for your organization 
(crown jewels, critical data, etc.) against quantum 
computing threats (incl. the “harvesting” of data by 
malicious actors today), and (4) plan and execute the 
modification of security measures to post-quantum 
proof solutions. 

OPPORTUNITIES

While organizations should definitely think about the 
risks that quantum computing poses, it is important to 
note that accelerated technological advancement in 
quantum computing also offers a lot of opportunities for 
business and research. For example, quantum comput-
ing as a service is already gaining traction in the form of 
cloud services ([Paut21]). A traditional computer sends a 
command to a quantum computer hosted on the cloud, 
where it performs the necessary computations on high 
speeds and sends the processed data back in “classical” 
binary form. These advances make quantum computing 
power accessible to a broader range of organizations and 
can speed up processes, without the need for a quantum 
computer.

These opportunities might be very valuable to organiza-
tions that need high computational capabilities. It is 
important, however, to take the envisioned commercial 
applicability with a grain of salt. Even though the 
quantum promises are that they will help businesses to 
solve computational problems that they cannot solve 
themselves with traditional computers, most use cases 
are highly hypothetical and experimental ([McKi21]). 
On top of that, there are still sizable margins of error 
that have to be applied to calculations made by quantum 
computing. Fluctuations in temperature, electromag-
netic fields, or mechanical vibrations can alter the 
process within quantum computers and impact the 
reliability of their calculations ([Broo19]). 

CONCLUSION: PROVIDE LONG-TERM 
SECURITY TO YOUR ORGANIZATION AND 
CLIENTS

Naturally, it will depend on the resources, nature and 
needs of your organization how you decide to adopt 
practical and viable countermeasures to threats posed 
by quantum computing. A risk-based, tailor-made 
approach to an organization’s specific use-case seems to 
be the most viable option at this point. Large-scale 
deployment of solutions such as Quantum Key Distribu-
tion (QKD) might be cost effective in the short term, but 
will not be proven effective if it doesn’t offer long-term 
and high-level solutions. Short-term risk reduction and 
long-term post-quantum security is the preferred two-
tiered strategy to provide proper long-lasting security to 
your organization and its clients.

Figure 1. A four-step approach to becoming post-quantum 
ready.
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Source: KPMG: Security Risks of Quantum Computing, 2020.
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