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Compliance Assurance:
How do you stay in controff
your compliance processes?.,

In current society, organizations increasingly need commitment to comply with relevant laws,
regulatory requirements, industry codes and organizational standards, as well as standards for
good governance, generally accepted best practices, ethics and community expectations.
Organizations that aim to be successful in the long term have to establish and maintain a culture
of compliance, considering the needs, requirements and expectations of different stakeholders.
A structured compliance management approach enables an organization to create such a culture
of compliance.

This raises several questions such as: What raises awareness of compliance topics? How is
compliance currently anchored in your organization? How can you become familiar with relevant
and new requirements? And how do you move your company to the next level of compliance and
provide your stakeholders with independent assurance over your compliance function? In this
article, we would like to show how you can move your compliance processes to the next level.
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INTRODUCTION

To establish a successful compliance organization,
people with the right mindset and skills throughout the
whole organization are needed to drive the highest pos-
sible efficiency to compete in the market. We will first
introduce the importance of compliance, including the
key drivers in the market, after which we will focus on
the insights from KPMG’s Chief Ethics and Compliance
officers (CCO) survey, published in March 2022. After
that, we will elaborate on KPMG’s Global Compliance
Framework and explain how it can help your internal
organization and externally demonstrate the effective-
ness of your compliance management system (CMS).
We would like to close with a description of how the
ISO 37301 framework can help you to achieve a higher
maturity level on compliance.

IMPORTANCE OF COMPLIANCE

Compliance has become increasingly important in
various areas in recent years. Continuously meeting
legal requirements is an organizational challenge as
overseeing and acting on all requirements is complex
and costly. However, an approach to show internal and
external parties that your organization is in control of
compliance requirements is more important than ever,
given the external challenges from society to be com-
pliant and the competitive advantage that an organiza-
tion can achieve with a good compliance system. Also,
the need to provide a solid foundation which enables
prevention, detection and monitoring prevention of
non-compliance is more important than ever.

Several compliance incidents during the last years

showed that compliance is too important to ignore.

Therefore, a stronger focus on this topic is advisable.

The following aspects are the key drivers to increase

focus on compliance and demonstrate its importance:

¢ Global public attention and demand for compli-
ance. A public attention and demand for conducting
business in an ethical way is present globally. This
triggers a search for independent assurance and cer-
tification on CMSs and environmental, social and
governance (hereinafter: ESG) aspects. New regula-
tions driving focus on human rights and adherence
to social standards as well as the global sustainable
development goals that include compliance con-
cepts have the public’s attention.

® Concentration on compliance effectiveness.
Regulatory focus has expanded to maturity of com-
pliance programs (e.g. De Nederlandsche Bank /
Autoriteit Financiéle Markten / Department of Jus-
tice) to improve on robustness of e.g. the monetary
system.
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¢ Legal requirements for companies. Corporate
criminal liabilities, legislation requirements (e.g.
Money Laundering and Terrorism Financing Act,
US Foreign Corrupt Practices Act, UK Bribery Act)
as well as the oversight of and implications for the
misconduct of third parties in supply chain increas-
ingly become a focus area.

® Competitive advantage. Being in control of com-
pliance requirements can distinguish an organ-
ization from their competition. For example, a
well-functioning CMS in your organization can cre-
ate synergies between tasks and help to overcome
departmental boundaries and meaningfully inter-
link different processes in the organization’s work-
flow. Furthermore, it can show a tangible display of
enhanced capabilities for a firm’s reputation.

RESULTS FROM KPMG COMPLIANCE CCO
SURVEY

KPMG performed a survey ([Groe22]) on compliance to
gain insights in terms of the current importance of com-
pliance. The survey includes responses from 100 Chief
Ethics and Compliance Officers (CCOs), who represent
some of the largest organizations across multiple indus-
triesin the Netherlands as well as acting international,
about their view on the most important focus and
integration areas, as well as key areas where compliance
programs can improve. This survey in the Netherlands
follows the same format as the KPMG US CCO Survey,
last published in 2021— the most recent version focusing
on risk and investment in compliance ([Mats21]). Both
surveys utilize the KPMG Compliance Maturity Frame-
work as a basis.

The organizations that participated in the survey
operate in the following industries: consumer markets/
retail, energy, financial services including banking,
capital markets and insurance FS (Banking and/or
Insurance), healthcare and life sciences, industrial
manufacturing, and technology, media and telecom-
munications. The outcome of the survey presents the
results of the survey as well as KPMG’s assessment of
the most important factors and measures companies
can consider bringing their compliance programs to the
desired level of maturity.

With the CCO survey, the current opinion about com-
pliance is gathered. It is shown that a majority of the
organizations seek to obtain CMS certifications in the
near future (66%). This shows a strong commitment to
be compliant and to account for that externally. More-
over, most mature areas in the field of compliance are the
areas traditionally associated with regulatory obligations
(e.g. regulatory change management and reporting).

Furthermore, as key conclusions of the CCO survey, the

following was noticed:

¢ Training. Asaregulatory obligation, a training is
still focused on completion rates and not being used
as a tool for shaping a culture which is an emerging
regulation in some industries (e.g. DNB soft con-
trols). Therefore, organizations should shift their
training and communication approach to view it as
a tool to shape and assess their culture and conduct.

® Driving process efficiencies. Adequate compli-
ance resources and digitalization / analytic support
are still lacking across industries. Furthermore,
organizations can do more to develop controls and
indicators for emerging risks, such as ESG and third-
party oversight.

® Integrated collaboration. More effort should be
made across organizations to integrate their ethics
and compliance performance metrics and indica-
tors into wider governance, risk, and compliance
(GRC) frameworks for more optimal monitoring and
reporting capabilities.

Expectations of compliance professionals’ knowledge
and responsibilities will increase as will the need for
adequate resources to match the company’s ethics and
compliance framework. Increasing societal pressure
for strong and far-reaching corporate governance will
continue to drive change in the regulatory obligations
and maturity requirements. The status quo and future
development of the ethics and compliance field can be
summarized by the CCO survey across nine different
areas: culture; governance; process; risk assessments;
policies, procedures and code of conduct; training and
communications; monitoring and testing; investiga-
tions; and reporting. The expected changes are already
visible today (see Figure 1).

A GLOBAL COMPLIANCE FRAMEWORK

The CCO survey showed that organizations are still
struggling with establishing a solid compliance frame-
work. Therefore, and in order to achieve organizational
goals, having a solid and sound compliance program
in place is crucial. A combination of hard controls such
as the presence of the compliance function, policies
and procedures, and soft controls such as trainings

and e-learnings are necessary to successfully mitigate
compliance risks. In order to do so, it is crucial that the
compliance function, policies and procedures align
with the needs and wishes that are coming from the
organization, as well as with the necessary require-
ments from the regulators.
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Figure 1. The ethics and compliance path.

Today, ethics and compliance look like: In the future, ethics and compliance will look like:

Culture

Higher priority to evaluate compliance measures. Soft controls raise more
awareness, increase expectations, and emphasize discussing ethical
dilemmas.

Success factors for long term compliance culture defined via processes /
clear communication of expected values and behaviours

Governance

Defined central, matrixed, hybrid, or decentralized structure with board Further integration of ethics and compliance, and engagement in as ESG
oversight exercised throughout. continues to grow. Compliance management system certifications (ISO

by data integrity. integration with GRC technology, data availability and accuracy. 1t and 2"
LOD process convergence and real-time monitoring/testing.
Risk assessments

Based upon defined methodologies, tools and templates; standardized,
consistent, and frequent.

Well integrated GRC/ERM assessments for awareness. Aggregated data
and automated processes increase consistent standards. Analytics to
enhance effectiveness and identify weaknesses.

o
37001 and 1S0 37301) bring assurance.
Process @
Standardized, often complex processes which are increasingly influenced Advanced/automated data analytics across enterprise. Increased

Policies, Procedures and Code of Conduct

Lay the foundation and are subject to policy management protocols;
regulatory change is reactive.

Consolidated and clear approach to complex issues. Robust regulatory
inventory approach requires integrated policy management controls, and

Training and Communications

Reinforces culture, integrity values and ethical behavior. Organization-
wide trainings and communication tailor to roles.

automation of version control efforts.
Ethics and values more important factor in performance appraisals.
Training to strengthen concepts in the wider supply chain becomes more

dynamic. Continuous awareness of real-time events.

Monitoring and testing
Qb

Dedicated resources and clear procedures for testing control design and
operating effectiveness; limited support from automation.

Monitoring of full risk coverage (e.g. third party risk) linked to a risk-based
program with detailed testing. Demonstration of effective compliance
management systems and its certification.

Investigations [

Development of greater in gative root Aggreg across the
enterprise for reflective vision of risks, supported by KRIs/KPIs and data
analytics to proactively address risks.

@

Secure and confidential channels to raise concerns; disseminated based
upon the content; available data may not be fully utilized.

Reporting

Frequent and consistent, but often internally silo’ed reporting based upon
organization-wide policies.

Increased auditing obligations, more detailed annual reports and
certification. Integrated reporting with automation and technology.

DEMONSTRATING COMPLIANCE:
IS0 37301 CERTIFICATION

To measure the effectiveness of the compliance func-
tion, policies and procedures in place, KPMG developed
the Global Compliance Framework (see Figure 2).

This framework has been calibrated against applica-
ble industry standards and regulatory expectations,
requirements and guidance.

ISO standard certifications can help your organization
to show its capability to maintain an effective CMSto a
broad public, industry regulators, and your current and
future clients. In particular, ISO 37301 certification, as
a guideline for implementation of a CMS, is independ-
ent of the size, type and nature of the activity, as well

as whether the organization belongs to the public or
private sector. In this context, an ISO 37301 certification
can help increase the effectiveness and optimize com-
pliance-relevant processes. Unlike other ISO standards,
the ISO 37301 standard sets the bar for an effective CMS
as opposed to testing “the way of working”. For organi-

The Global Compliance Framework that tailors to your
organization’s needs to prevent, detect and respond
appropriately to non-compliance with regulatory and
contractual requirements can support you to become
trusted with new requirements regarding compliance.
KPMG’s Global Compliance Framework can support
organizations in getting a better overview and under-
standing of the organization’s needs. It reflects an

enterprise-wide risk management approach to compli-
ance with focus on governance, policies and procedures,
people (both compliance-dedicated staff and other staff)
and monitoring arrangement (“three lines-of-responsi-
bilities”).

Compact 2022 4

zations, an independent certification provides transpar-
ency to shareholders, clients and regulatory oversight
on the appropriate working of the CMS. At the same
time, it mitigates the liability risk of the organization’s
management.
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Figure 2. KPMG's Global Compliance Framework.
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KPMG supports organizations in designing, assess-

ing and improving an organization-wide compliance
system, discovering the value of compliance while fully
supporting your organizational goals ((KPMG22]). An
independent certification can provide transparency

to shareholders and clients and regulatory oversight

on the appropriate working of the CMS and mitigate
the liability risk of the entity’s management. As men-
tioned above, this is relevant given that 66% of the
respondents of the compliance survey ([Groe22]) expect
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to obtain CMS certifications in the near future. CMS
certifications such as the ISO 37301 certification can
provide organizations with more assurance in this
regard, where the KPMG’s Global Compliance Frame-
work can be referenced from the outset to gain a better
understanding of the organization and its context.

CONCLUSION

Regulatory compliance is vital for being a successful
and sustainable organization. To achieve this, organiza-
tions need to have a mature CMS that takes the needs,
requirements and expectations of the different stake-
holders into consideration. However, the regulatory
environment is continuously changing, making it an
even greater challenge to comply with all relevant legal
and stakeholder requirements. A framework which
shows a flexible approach to organizational needs is
therefore necessary. KPMG’s Global Compliance Frame-
work is an example of such a framework. The impact

of non-compliance is trivial as it not only endangers
public trust but can also result in reputational damage
and large fines.

These circumstances call for a solid compliance frame-
work ensuring that an organization can prevent and
remain alert to identifying (potential) breaches and
follow up on any non-compliant activities. Therefore,
the goal of organizations should be to familiarize them-
selves with their compliance program and achieve a
higher maturity level. The authors in KPMG’s Assurance
and Advisory services can be your contact persons for
further information.
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