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HOW DOES THE MARKET THINK?

In a survey about Governance, Risk and Compliance
([KPMG19)), 57% of participants stated that only 10% of
their internal control framework consisted of automated
controls. However, 72% of participants identified control
automation as a top priority. During the International
SAP Conference on Internal Controls, Compliance and
Risk Management in 2021 ([TAC22]), participants were
asked several questions related to internal controls and
their automation.

Figure 1 shows that 57% of the respondents would like

to improve automated testing of their internal controls;
50% of respondents indicated that automated control
testing and risk monitoring would be the highest priority
on their GRC digitalization roadmap. However, 56% of
respondents also stated that there are no technologies
leveraged (yet) to automate their control testing.
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WHY AUTOMATION, AND WHAT CAN WE
AUTOMATE?

Organizations or representatives are aiming to automate
testing of controls, but why? Because automation of
controls will lead to increased assurance while spending
less effort on manually performing or testing the control.
This is also described with practical examples in [Kleiz6).
In this article the cost savings, assurance increase, and
quality increase were calculated for an example control
(possible duplicate vendor invoices). Once the control
testing is automated, the frequency of testing can be
increased and become continuous. When the automated
testing or monitoring of these controls indeed becomes
continuous, there are additional benefits. A publication
from The Institute of Internal Auditors ([Codeos)) states
about continuous auditing: “The power of continuous
auditing lies in the intelligent and efficient continuous
testing of controls and risks that results in timely noti-
fication of gaps and weaknesses to allow immediate
follow-up and remediation.” While continuous monitor-
ing or testing are more the responsibility of the 2nd line
of defense function and continuous auditing lies with
the 3rd line of defense, the statement can apply to both.
Continuous monitoring or testing will lead to timely
notification of gaps and weaknesses and enables immedi-
ate follow up and remediation.”

The similarities and differences between continuous
auditing and continuous monitoring are shown in Table 1.

Figure 1. Poll results from the International SAP
Conference on Internal Controls, Compliance and Risk
Management ([TAC22]).
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Benefit
Category

Continuous Auditing

Continuous Monitoring

Greater
Efficiency

Earlier
Information

Enhanced
Controls

Reduced
Complexity

o Audit by exception

¢ Known control gaps and deficiencies can be continuously
audited

*Reduced wait times for data

¢ Automate manual processes

e Improved speed of reporting to the business
¢ Reduced surprises, problems do not grow
e [dentification of errors earlier and when issues are fresh

e Enhanced visibility of audit within the business and improved
deterrence effect

e Assistin providing valuable insight to controls effectiveness
and business process risks

¢ Reduction of complexity through global process
standardization, thereby easing review

¢ Automated exception report production —focus on the real
issues

Table 1. Continuous auditing versus continuous monitoring.

External
Partner

In summary, continuous automated testing or moni-
toring of controls is interesting for organizations as it is
cost efficient, has a high level of reliability and allows for
timely notifications and follow-up.

While the testing or monitoring of almost any control
can be automated to some extent through periodic
data analytics, robotics, small scripts in Python or even
through macros in Excel, [Gies20] describes that it is
easiest to do this for configuration and authorization
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Figure 2. Integration scenarios in SAP Process Control.
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e Increased use of automation

¢ Enhanced ability to identify and correct errors

¢ More time for value adding analysis instead of error correction
¢ Reduced manual testing

e Improved speed of information delivery to the business
¢ Better information for decision making

 Correction of errors moved closer to the “source”

* Control gaps and deficiencies can be monitored for
circumvention and/or exploitation

¢ Automated fraud prevention and detection activities

* Greater visibility on how processes function
 Ability to standardize process measures
* Demonstrate good governance — use leading edge approach

controls, which are automated in nature as they are
programmed or configured directly in the application.
IT dependent controls (e.g. controls based on a report)
have slightly less potential for automation followed by
completely manual controls for which automation is less
straightforward or in case of a procedural control (e.g.
both CFO and CEO need to physically sign a document
while in the same room).

‘While both continuous auditing and continuous moni-
toring are relevant and interesting topics, the remainder
of this article will focus more on the continuous moni-
toring capabilities of selected tooling.

SYSTEMS AND TOOLS FOR AUTOMATION

There are different systems and tools that have capabili-
ties for continuous control monitoring. Some examples
are MetricStream, SAI360, ServiceNow and SAP. Some
might even say that with Robotic Process Automation
(RPA) and low-code platforms, these capabilities can also
be met. While thisis probably theoretically correct, the
costs for setting up and maintaining such RPA or low-
code solutions are not always considered in the business
case. Examples could be the costs of developing an RPA,
this often requires a specialized developer or team to
gather requirements, develop, test and deploy the robot.
If the process changes after the RPA solution is live, the
robot needs to be adjusted accordingly, which again takes
time from the specialized development team. Other
tools, such as GRC tools, are often owned by the internal
control function and usually require less effort from IT or
specialized teams.
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With organizations that are using SAP as their main ERP
or financial system, often an SAP solution for continuous
monitoring is used. Nowadays, SAP offers two solutions
which can be leveraged for automated testing of con-
trols and continuously monitoring thereof: SAP Process
control (part of SAP GRC) and SAP Financial Compliance
Management.

SAP PROCESS CONTROL

SAP Process Control is part of the SAP GRC application.
It offers, amongst others, capabilities to document con-
trols, send out workflows for control assessment and
testing, reporting and automated control monitoring. A
detailed overview of this system is provided in [Kimbz7].
In this article the focus will be on the automated control
monitoring capabilities of SAP Process Control. SAP
offers multiple different integration scenarios for control
monitoring — as highlighted in Figure 2.

While there are ten possible scenarios, the four scenarios
highlighted in green in Figure 2 are most commonly
used. These are further explained in Table 2.

Once the integration with the target SAP ECC or SAP S/4
system is done, Data Sources (which is essentially a table,
view or set of tables and views) and Business rules (a rule
that determines which records are “right” and “wrong”
in the retrieved data source) can be set up in SAP Process
Control to determine whether the automated control in
the target system is correctly or incorrectly configured.

Scenario Usage

Configurable This can be used to connect directly to SAP Tables to check
configuration and master data in the SAP system. SAP
Process Control is able to pass or fail a control based on the
configuration data found in the target system.

SoD Integration This provides a connection between SAP Access Control
and SAP Process Control. SAP Process Control performs
automatic SoD monitoring and provides the result of the SoD

monitoring as a report to the responsible user’s inbox.

HANA This is based on a connection to a HANA analytics database.

Integration Inthe HANA analytics database, itis possible to create a
more advanced analytical view, including analytical views on
transactional data. The results of these analytics can be used
by process control to automatically test controls.

ABAP Report Provides the possibility to fetch an ABAP report from a SAP

target system. The reportis provided as a work inbox item to
the responsible user (the user does not need to log into various
SAP systems to get the report).

Table 2. Commonly used integration Scenarios in SAP
Process Control explained.

If the control is correctly configured, the SAP Process
Control business rule will provide a “passed” result and
the control is automatically reported as effective in SAP
Process Control. However, if the control is not correctly
configured, SAP Process Control will automatically create
an issue workflow and send it, accompanied by the results
of the business rule, to the responsible person for the con-
trol for further follow up. An example of such a workflow
task in SAP Process Control is shown in Figure 3.
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Figure 3. SAP Process Control Automated Monitoring workflow.
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Figure 4. SAP Financial Compliance Management procedure results.
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On top of this check, SAP Process Control also offers a
change log check functionality. This functionality can
read and analyze the full change history of a table (e.g.
configuration table for 3-way-match control) if the table
isflagged for change logging. By combining the “regular”
configuration check and the change log check in SAP
Process Control, a 100% coverage can be achieved, mean-
ing that the configuration settings of a target SAP system
are completely and continuously monitored.

SAP FINANCIAL COMPLIANCE
MANAGEMENT

SAP Financial Compliance Management is a relatively
new solution from SAP. The aim of SAP with Financial
Compliance Management is to provide a system that can
be used to comply with SOx, with a low total cost of own-
erships that can leverage a set of existing, pre-defined
monitoring content.

As part of SAP Financial Compliance Management, SAP
currently provides 60 Core Data Services (CDS) views in
SAP S/4 which can be leveraged. These 60 CDS are pro-
vided out-of-the box. It is also possible to create additional
CDS views which can be read by SAP Financial Compli-
ance Management.

The CDS views are read using so called “Automated
procedures” in SAP Financial Compliance Management.
These procedures are run to determine whether a control
linked to the procedure is effective or ineffective. If the

result of a procedure is ineffective, an issue is created for
follow up by the responsible user. An example of such

a workflow task in SAP Financial Compliance Manage-
ment is shown in Figure 4.

SAP PROCESS CONTROL AND SAP
FINANCIAL COMPLIANCE MANAGEMENT
SIDE BY SIDE

Both solutions from SAP can be used for continuous
control monitoring of automated controls in SAP target
systems. While they are largely similar, there are also
some differences. Table 3 shows a comparison.

While SAP Process Control has been around for several
years, contains a broad range of functionalities and
could be considered more heavy-duty, SAP Financial
Compliance Management a new solution from SAP, more
positioned as a quick and easy introduction to control
automation and SOx compliance. Both solutions provide
the tools that are needed to perform continuous control
monitoring.

Looking at the roadmap for the remainder of 2022,
thereisa clear focus on the further development of SAP
Financial Compliance Management, with seven planned
activities. For SAP Process Control, there is only one
development planned on the roadmap. On one hand, this
might mean SAP Process Control is a stable solution, as

it has been around for many years. On the other hand, it
also shows the ambition to enhance the new SAP Finan-
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SAP Process Control SAP Financial Compliance Management

Cloud or On-Premise
On-premise

SAP ERP, SAP S/4 HANA
10 different scenarios (see Figure 2)

Connectivity

Integration
Scenarios

Out of the box 55 business rules
content Provided in SAP note 1852865

Workflow

users via outlook using “offline PDF forms”.

Reporting
reports out of the box.

User interface Netweaver Business Client or SAP Fiori

Automatic creation of issues based on business rule outcome.
Workflows and business rule exceptions can also be sent to

Out of the box reports are more operational. No dashboard

Cloud

Primary focus on SAP S/4 HANA
CDS views

60 CDS views

Provided on https://help.sap.com/viewer/
ebh2ch16676248bdba43bf04fccd143e/1.0/en-US/
cbbccce22805495¢8¢2432209bf80474.html

outcome.

Out of the box dashboard reports

SAP Fiori

Table 3. Comparison between SAP Process Control and SAP Financial Compliance Management.

cial Compliance Management system. Both systems are,
and remain, compatible with the SAP S/4 system. This
provides customers with a choice and the opportunity
to really assess what is the best solution for their require-
ments.

CONCLUSION

Control automation and continuous control monitoring
are still trending topics in the market. There are differ-
ent applications and tools that provide functionality for
continuous control monitoring. The applications deliv-
ered by SAP—SAP Process Control and SAP Financial
Compliance Management — have their differences, but
both deliver the functionalities needed to make the next
step in the continuous control monitoring efforts of the
internal control or internal audit function.
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