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INTRODUCTION

‘When Henry Ford invented the assembly line back in the
19th century to produce automobiles more efficiently, he
had no clue that he was part of a major shift in history:
the second industrial revolution. Today, we are also

on the verge of a new major shiftin the industry. The
so-called ‘Industry 4.0’ is on the rise and its features will
be revolutionary. Industry 4.0 will, unlike its predeces-
sors, not be driven by steam or electricity, but by connec-
tivity and communication over the internet.

The driving force behind this development is the Internet
of Things (IoT, or in its industrial form, IIoT, Industry
Internet of Things). This development entails the fact
that internet is not merely used by humans, but that
devices and machines are directly connected to the
internet, and independently operate and execute smart
tasks. In consumer goods one might think of light bulbs
that can change color or brightness with the use of your
smartphone, or smart refrigerators or weight scales. But,
not only in consumer goods are the possibilities endless,
also in corporate environments IoT poses lots of new
opportunities, or —if not adequately addressed — threats.

But how can companies prepare themselves the best

for IoT? What are the current developments, and more
importantly, what’s next? Right now, projects focus on
connecting assets —machine to machine connection —
but IoT has a lot more for us in stock. What will be the
next wave, after we all have implemented predictive
maintenance? And what are critical success factors for an
IoT implementation? How does IoT combine with other
technologies, and what are the strategical trade-offs that
need to be made?

This article researches the endless possibilities IoT has
to offer. It looks at the long- and short-term future, and
describes how IoT changes business models, or can
deliver new value streams. We do this by taking a close
look at one of the industry’s pioneers: Microsoft. Their
vision and strategy, accompanied by best practices from
their leading cloud platform, gives a clear overview of
what is to be expected from IoT in the future.
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THE FIRST WAVE OF I0T

The developments of IoT can be chronologically
ordered in three waves ([Akas1g]). Right now, the first
wave is hitting the industry landscape, also referred

to as the fourth industrial revolution — Industry 4.0
—and its features can be considered as the first round
of advantages IoT offers: connecting machines, and
putting all kinds of sensors in all kinds of machines.
But this fourth industrial revolution does not stand IoT
alone; in its wake it attracts all kinds of state-of-the-art
innovations, ranging from communication to artificial
intelligence. A driving force behind Industry 4.0isa
resilient and fast communication network. Internet is
widely available in most countries, but the mobility and
speed of the fifth generation of mobile internet (sG), is
really going to rock the boat when it comes to IoT. 5G
not only offers an enhanced consumer experience and
unprecedented mobile, networking capabilities — 5G
can power connectivity for a million IoT devicesin a
half-mile radius— but also enables the management of
devices and the collection of data in near real time for
analysis and optimization ([Akpaz17]).

IOT AND FIFTH GENERATION INTERNET

5G internet is supposed to make way for the rise of
Internet of Things, and ensure that the first wave
arrives successfully, opening opportunities for the
second and third wave. Where previous generations of
mobile cellular internet were lacking the necessities in
terms of capacity, resilience and speed, 5G is supposed
to accommodate the overwhelming ubiquity of sensors
used in smart devices and factory machines in a fast
way ([Ahokz16]). The previous generation, 4G, which has
been active since around 2012, has already shown what
the Internet of Things could potentiate, but its disad-
vantages — limited capacity and signal interference —
were too many for IoT to thrive.

With speeds of over (theoretical) 1o Gbs per second, and
latency of under 1ms, 5G allows us to enter a new era
([Phel20]). This upgrade in speed allows to stream live
video at high resolution, which could be used for real
time, augmented reality video calling. The ultra-low
latency can create safe and robust networks, which could
be used for self-driving cars. And the capacity increase
allows us to put sensors in all our devices, so that Indus-
try 4.0 can thrive.

Looking at the advantages of IoT and 5G, three main
sectors can be distilled that will be boosted by 5G IoT:
healthcare, transport and manufacturing. Where in the
first two, the use cases might be able to spark one’s imag-
ination already — think of tele-surgery and self-driving



cars —the latter might be less known to a wider audi-
ence, but nevertheless could entail the greatest impact
([Palaz6)).

In manufacturing, we see that current 4G thinking
typically creates a linear process: materials are ordered,
machines are pre-set and managed by people, and they are
maintained by lifetime, not wear and tear. The result? A

high potential for costly breakdowns and waste as well asa

process that cannot easily respond to changes in demand.

Deploying 5G into this kind of environment can support
a business transformation enabling dynamic, self-reg-
ulating, and self-adjusting processes that translate into
agility, speed, and higher productivity. These benefits
will be passed onto the end customer in the form of
customization, quality, and speed of delivery. The linear
process becomes circular and significant value is created.

5G in combination with IoT sensor equipped factory
machines could drastically reshape the current man-
ufacturing process. The level of production detail will
increase, and reporting will be more meticulous. This

increased monitoring and tracking of products allows, for

example, customization of items, on a mass manufactur-
ing scale. Combine this with 3D-printing technologies,
and companies get Additive Manufacturing ([Paol17])).
Imagine buying mass manufactured sports shoes, where
companies could customize several parts online on

their demand. Economies of scale are maintained, so the
price can remain low, and smart machinery tracks your
individual order through the process, making sure cus-
tomized materials and 3D-printed parts are ready exactly
when needed.

THE FUTURE WAVES OF 10T

So, the first wave of IoT benefits is clear. Machines are
connected, delivering data streams which lead to smart
manufacturing, and predictive maintenance will be the
standard. But what do the future IoT applications have in
stock for us? For this, we have to look at the big players in
the market. And big players set themselves apart with big
investments.

The IoT market is expected to hit $1,102 billion by 2026
([Fort2o]). Continuously, companies invest massive
amounts in this new technology, and this sets the

leaders apart from the laggards ([Chuizg]). Microsoft,

who recently invested $5 billion into IoT development
([Barr1g]), can be considered as leading in the IoT business
([Leon1y]). It accompanies this huge investment with a
leading cloud platform (Azure), which is also recognized
by Gartner, in its magic quadrant for cloud infrastructure
as a service (Figure 1).
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The loT market is
expected to hit
$1 billion by 2026

Figure 1. Magic Quadrant for Cloud Infrastructure as a Service ([Dign19]).
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loT enables businesses to launch new business models
that go beyond the current focus of “just” connecting
things.

Disrupting existing
business models

loT gathers data, which can be used for strategical
high-level decision making.

Delivering new
sources of value

Combine loT sensors with artificial intelligence or
machine learning and optimize processes.

Combining loT with
other technologies

loT enables companies to work together and connect
within the value chain to deliver an integrated service
to customers.

Tying together previously
unconnected domains

loT technology is also being extended into worlds that
were before “left to nature”, which can help make the
world a better place.

Deploying sensors
beyond manmade
environments and devices

Implementation beyond Not only can loT contribute to optimizations and

BigBelly, a waste management company, has loT enabled trashcans in the city,
which lets them only empty the full bins, saving thousands of dollars in fuel, vehicle
and labor costs.

Through the use of loT soda fountains, Coca-Cola found new customer preferences,
which led to the introduction of a new brand: Sprite Cherry.

Farmers Insurance used unmanned aerial drones to assess damage to rooftops after
severe weather. These images are automatically analyzed. This turns a multi-day
process into a two-hour job

The car brand Volkswagen and TenneT, an energy transmission operator, work
together. Volkswagen has equipped cars with weather sensors and shares this with
TenneT, who can use this data to predict the generated solar energy and optimize the
electricity grid accordingly.

In Kruger National Park, South Africa, there is a pilot which uses loT sensors for
wildlife monitoring. Already, there has been a reduction of 96% realized in poaching
activities.

In Japan, the company Topgolf has equipped golf balls with loT chips, which measure

corporate environments

revenue increases, also in our personal life can loT
be of value.

Table 1. How loT affects various domains ([Akas19]).

Microsoft shares a vision when it comes to the evolu-
tion of connected IoT solutions. Right now, they see the
current trend of connecting various assets: the first
wave ([Duga20]). IoT is currently being used to make a
machine-to-machine connection: a production machine
gives notice when it needs maintenance, or a made a
production error.

In the near future, the trend is moving more to connect-
ing environments, the second wave. In this emerging
trend the focus lies more on connecting the environ-
ments in which the assets operate. By means of estab-
lishing digital feedback loops, supply chains can be
connected through participating companies, and smart
manufacturing can flourish. This leads to interoperabil-
ity between different companies, either before or after
each otherin the supply chain, but also to supportive
organizations, such as transporting services or govern-
mental bodies.

In the longer term, this trend leads to embedded con-
nected ecosystems, the third wave. The most stunning
example is a Smart City: a large living society in which
allis connected and everyone interacts. In a connected
ecosystem, private and public sectors are also connected.
That means that the integrated value chain of companies
islinked to the smart city it is part of. It can minimize
traffic congestion in the city, or have a real-time adjust-
ment in public transport services, based on the employ-
ees currently in office.
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performance of players in real time, and gamify the golf experience for children.

FUTURE WAVES: HOW AND WHAT?

Based on Microsoft’s view, as explained before, we are
converging to an all-connected ecosystem approach.
After the first wave of connecting assets with IoT sensors,
we see that I0T has the capability to create new value
streams and disrupt current business models. Especially
when IoT is combined with other techniques, such
asmachine learning, artificial intelligence or virtual
reality, the new use cases rise significantly. Table 1 givesa
short explanation for each domain, with real life exam-
ples, all running on the Azure platform.

But there is more to it. Implementing IoT is more than
just the technology. A holistic approach is necessary to
harness the complete benefit package that [oT can offer.
Of course, the technology is essential, but other critical
success factors should not be missed. The key enablers
are: forming partnerships with other players, critically
looking at core business processes, form a decent busi-
ness strategy, and have leadership involved (Table 2).

In the corresponding research that was reporting these
results ([Akast9]), two third of the respondents indicated
that having a decent business strategy was the most
important factor. Also, the biggest challenge to overcome
was the resistance to changing the existing business
models and processes. As IoT has disruptive elements,
and can optimize the complete way of working, it is key
to let it in to the core of your company and allow the
projects to critically look at vital processes.



If you don’t peel back the company enough to reach the Foster your Partnering with other players is a must. Tap
core, you might end up in optimistically connecting all partnerships into domain expertise, share data, or
machines and devices, without fully thinking through Eg;je;'ﬁ:gg mﬁi;:imiilozoLﬂz;nétsfﬁgﬁssml
the consequences and objectives. IoT is a solution, but it dispgsm ‘o amakEE theiZIoT it
isvital to start defining and capturing the problem first.

Only then, ‘[ogether with partnerships and competent Critically look at loT fundamentally changes the way business

leadership, are the true possibilities of IoT unraveled. core processes is done. It therefore affects core business
’ processes, in order to create value. This
might require process reengineering, but
definitely needs robust change management.
MICROSOFT'S ARCHITECTURAL _
RESPONSE Form a decent Start to form your goals and solutions
strategy holistically and assess their impact in the
longer term. Think of creative solutions and
embed them in a strategical plan. Then bring
in the technology and make it happen.

Microsoft acts as a leader and visionary in this spectrum
on the strategical side, but also offers technical highly
capable solutions of connecting, managing and leverag-
ing IoT devices ([Leon17]). Microsoft is constantly devel-
oping and updating its portfolio to accommodate the
vastly changing possibilities. They have developed sev-
eral SaaS and PaaS solutions, such as Azure IoT Central,
IoT Reference Architecture & Accelerators and Dynamics
connected field service, also for future Edge Computing Table 2. Success factors for loT ([Akas19]).
network, Azure offers support. Recently, the new Azure

RTOS and Sphere have gone live, as well as IoT Edge and

Stack Edge, for accommodating the future needs in Edge

computing.

Involve leadership loT necessitates working across disparate
areas, recalibrating business models, and
rewiring business processes. Research shows
that having a capable leader who can bridge
the different expertise involved, heavily
impacts the final outcome.

To understand the capabilities of Azure, and the way it adds
value to IoT projects, it is good to understand the layered
approach Azure offers. The bottom layer acts as a support-
ing layer. It is the place where all connections are made.
Here we find applications such as Sphere and Device SDK.

Figure 2. A typical loT solution, from Microsoft's viewpoint ([Micr20]).
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Client Case

Based on this layered implementation technique, some innova-
tive solutions have already been realized. In London, for exam-
ple, they found an innovative use of Microsoft’s loT Hub. They
use it for keeping their vertical gardens beautiful and green. In a
city with almost 9 million inhabitants, nature is sometimes hard
to find. As a solution, several buildings have been decorated
with vertical gardens: long streaks of green plants and flowers
growing vertically against a building or wall. This gives a “green
feeling” and diminishes the effect of a concrete jungle.

But growing plants in a city is a complex undertaking:
nourishing thousands of plants, which all need a steady supply
of water and nutrition in the exact amounts that serves their
individual needs. Too much water and the plants start to grow
too fast, too little water and they dry out. Although all the
irrigation systems are automated, a clogged-up system leads

to malfunctions. In that case, the plants dry out, but even
worse, leaking irrigation systems causes water seepage into the
floors of expensive London apartments — a very unpleasant but
unavoidable situation, even with regular maintenance intervals.

The goal was to intervene in the event of an issue, before
inhabitants noticed the problem, or, before the plants were
severely damaged. Together with Microsoft, and a third party
loT sensor supplier, they incorporated the internet of things in
the vertical gardens. This way they could measure the water
levels in real time, and act on system malfunctions. With the
use of Azure’s loT Hub, it was possible to create a dashboard
for each of the “living wall”, showing its current health, and
the status for each of the plants. Because Microsoft’s loT Hub
supports myriad different devices, from various suppliers,
setting up the system took no effort.

Not only does such an application reduce maintenance cost and
improve the brand reputation of the “living walls”, it also gives
a strategical advantage over the competition. With the use of
loT they can cut down on maintenance and plant replacement
cost. Also, the delivered product looks way better, which
contributes to the brand perception. In the long run, this even
leads to lower costs of the living walls, which might make living
in London just a little cheaper.

8 The Internet of Things: Microsoft's view for the future

The second layer offers a rich PaaS portfolio, which can
be used to combine solutions and let them communicate
with all the other Azure functionalities. This is the layer
where the IoT devices’ output is coupled to applications
which do the further processing. From this layer, the
insights emerge, and the real power of Azure reveals
itself. The main application here is the IoT Hub, which is
the linchpin between other services, such as Azure Arti-
ficial Intelligence, Cognitive Services, DevOps, Digital
Twins and PowerBI (and many, many more).

In the third and top layer, you will find offerings in the
solutions phase; this is what sets Microsoft apart from the
competition. Here you will find Azure IoT Central and
Dynamics Connected Field Service, both Saa$S solutions,
which can be combined with reference architecture and
open source accelerators.

This layered approach makes it simpler. In order to fully
understand it, we can use the following analogy: “From
a business perspective, we can use the terms: things,
insights and actions”, says Aditi Dugar, a senior program
manager in Azure IoT central. “Things can be seen as
devices, the basic layer. The insights come from the sec-
ond layer, where a connection is made with other Azure
services. Lastly, and most importantly, there are actions;
all the possible things you can undertake. Actions come
from the top layer and can be visualized in applications,
turning the IoT solution into a true business integration.”

CONCLUSION

Allin all, we haven’t heard the last of IoT yet. It is very
promising for the future, but as authors we also invite
users to look beyond the first wave. IoT is more than
merely connecting machines or letting your fridge check
what you can eat tonight, it truly offers possibilities to be
disruptive and open doors which would otherwise have
remained closed. Also, to discover the true advantages of
IoT, itis important to look beyond just technology. Start
with a decent and creative strategy and be willing to criti-
cally look at core business models and processes. Only
with an integral and holistic look will it be possible to
benefit from the true distinguishing benefits. The tech-
nology needed is already in place and ready for use.
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