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Innovation in the online payment sector should go hand in hand with innovation in
authentication. There is a battle against cyber payment fraud, which requires improvement
in authentication methods used. With regulation like the second Payment Service
Directive, regulatory requirements have been introduced, which set minimal security
requirements. Multi-factor authentication and the dynamic linking of authentication codes
are actions that should be looked into. At the same time, the customer journey should be
optimized without losing sight of security concerns. How can cyber security of payment
systems be ensured by using the right multi-factor authentication methods? This article
contains advice from professionals regarding the protection of online payment systems.
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INTRODUCTION

Multiple innovative online payment services and
business models have emerged, encouraged by new
regulation, such as the second Payments Service Direc-
tive (PSD2) in Europe. Additionally, there hasbeen a
significant increase in cyber fraud in the banking and
payments sector. According to research from Betaal-
vereniging Nederland, the damage of cyber fraud in
internet banking more than doubled from €3.81 million
in 2018 t0 €7.94 million in damages in 2019 in the Nether-
lands alone ([Beta20]).

This has been accompanied by a spike in e-commerce and
the rise of mobile-first, resulting in a gradual transition
in the way consumers use online services. Customer cen-
tricity drives this. But at the same time, it raises concerns
about security and the way consumers authenticate
themselves online for these new innovative services.

Cyber criminals are professionalizing in the payment
domain. The European Payments Council stated thisin
itsrecent report, highlighting the current threats and
fraud trends ([EPC19)). Among the trends noted, authen-
tication and activation are common themes. It is very
important to stay ahead of the way financial institutions
regulate their authentication to ensure security. This
isbecause the right authentication method can add an
additional layer to the protection of sensitive data. In
2018, PSD2 was introduced, which set requirements for
authentication and created new innovative possibilities
in the payment sector. However, cyber criminals have
also become more inventive in finding accessible ways
of bypassing authentication methods, especially when
using SMS-based authentication. Hackers trick phone
companies into swapping a phone number to a new
device, so-called SIM swapping. In this way, hackers
donot need the actual device to receive the two-factor
authentication codes for both financial and other ser-
vices that the consumer uses. Without the right authenti-
cation methods, data breaches can occur easily and lots of
money and sensitive information can be lost. Therefore,
payment security goes hand-in-hand with innovation in
authentication for all online services.

While companies in the financial sector are under
pressure to ensure the safety of the sector and their
consumers, this article takes a broader perspective.
When protecting the payment and banking industry
and ensuring secure online authentication, we need to
look beyond this industry. This is because safe online
authentication is relevant to all online services to protect
the (personal) information in these services. This article
starts with exploring the opportunities for innovation in
payments, followed by security-centric journey optimi-
zation, cyber fraud and the right direction of authentica-
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tion. In this article, questions concerning security will be
discussed, such as: “How do we balance the opportunities
for enhanced customer experience with the security
concerns of cyber fraud?”, “Why is the online two-factor
authentication using SMS, both within and out of the
banking sector, a key concern?” and “Why does the SMS-
based two-factor online authentication remain common
practice in the industry for online authentication, while
it brings a lot of security risks?”

PSD2 OFFERS OPPORTUNITIES AND
SECURITY

In 2018, PSD2 was introduced and gave options to use
new online payment system services. The introduction
of PSD2 in 2018 increased the opportunities for innova-
tion in the online payments space even further than was
already the case ([EPoC1s]). PSD2 made it possible to give
access to payment accounts to third parties, with the con-
sumer’s explicit consent, resulting in access to payment
accounts anywhere and anytime.

New business models are, therefore, emerging, resulting
in new companies, while other existing companies are
developing in-house payment capabilities so that ele-
ments of their payment value chain can be integrated
into their business. A plethora of FinTechs have emerged,
acting at the intersection of consumers, retailers and
banks, offering third-party payment services (e.g. initia-
tion of payments on behalf of customers). For example,
payment service providers (PSPs) or banks such as Adyen
are active in the market between consumers and retail-
ers, offering a variety of services to facilitate online pay-
ments. In parallel, large technology companies (BigTech),
such as Google, Apple and WeChat are also entering the
world of payments. This results in innovation opportuni-
ties and optimization of services.

Aswell as enabling innovation, PSD2 aims to tackle
fraud in online payments ([EC19]). The regulation
strengthens the security requirements for electronic
payments. “Strong customer authentication”, as well

as the subsequent dynamic linking of authentication
codes to payment transaction details, are key elements

of PSD2 security requirements. PSD2 mandates that
strong customer authentication is used. This is defined
by the European Parliament and European Council as “an
authentication based on the use of two or more elements catego-
rised as knowledge (something only the user knows), possession
(something only the user possesses) and inherence (something

the user is) that are independent, in that the breach of one does
not compromise the reliability of the others, and is designed in
such a way as to protect the confidentiality of the authentication
data”([EPoC1s)). In this way, PSD2 regulation ensures that
companies offering payment solutions must ensure at



least two-factor authentication of their customers. The
dynamic linking requires that an authentication code
for each transaction needs to be unique, as it can only be
used once. It will be specific to the transaction amount
and recipient, and both are clear to the payer during
authentication ([Saee18]). These elements aim to reduce
the risks of cybercrime-based fraud.

PSD2, in this way, presents opportunities for innova-
tion, optimization of customer experience and security
improvements. However, the optimization of customer
experience and the security of online payments ecosys-
tem as a whole will be a challenging line to walk.

The importance of authentication to cyber
payments fraud

Case study example illustrating the risks of
SMS-based two-factor authentication

A cyber criminal calls the phone company in
your name and acts as if you are moving to a
new phone that requires a smaller SIM-card,

or so the cyber criminal says. The helpdesk

asks for a few personal details: name, date of
birth, address. The cyber criminal makes sure to
update “your” address while on the phone and
in no time the cyber criminal has received “your”
new SIM-card. Only they are not you, they are
committing fraud...

How did this cyber criminal know the victim’s
name, date of birth and address? Or their mobile
provider? Cyber criminals use social engineering
techniques to receive as much information on
the person as possible. This cyber criminal could
easily find the victim’s name and date of birth

on social media. Having attained access to a set
of email addresses and passwords hacked last
year, the victim’s home address was also easily
found within a forgotten email inbox, along

with a vast number of other items, including
their mobile service provider and even a copy

of their passport. Now able to access someone
else’s One-Time Passwords (OTPs) and Mobile
Transaction Authorization Number (MTAN) sent
through an SMS, via this new SIM-card, this cyber
criminal was ready to execute fraud and interfere
in the payment transactions of the victim. The
data breach that occurs from such SIM-based
attacks may result in the loss of a large amount of
money or sensitive personal data.

This case study example highlights this growing trend

and the dangers of SMS-based two-factor authentication.

Whereas in the past this type of SIM-swap fraud was
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used to call premium numbers, today the risks are greatly
increased as companies use codes via SMS to implement
two-factor authentication. This type of fraud has cost
British banks around £91 million (€108.2 million) over
the last 5 years ((Wrigg]).

The safety and effectiveness of two-factor authentication
is therefore highly dependent on the authentication solu-
tion deployed across use cases, i.e. not just in the banking
and payments sector but also to other online services in
which consumer data is stored.

Not all two-factor authentication is equal in their secu-
rity. The use of SMS-based authentication, although
notably the most commonly used type online, should be
phased out. A weak link like SMS-based authentication
can lead to a snowball effect on individual and company
cyber security.

Optimizing security and the customer
experience: a fine line

There is an ever-increasing demand from general con-
sumers for an excellent customer experience ((Wich19]).
As companies try to improve all aspects of their custom-
ers’ experience and journey, it is increasingly important
to seamlessly integrate actions that are not central to
the product/service experience. As such, the seamless
integration of payment transactions within a purchase
or service is becoming the norm. An example of this
isan electronic “wallet” and loyalty services offered in
tandem. Uber, who recently received an electronic money
license from DNB, is a prime example of the value chain
integration ([FD19]). In the Uber Cash payments expe-
rience no user action is required to pay for the service

at the point of use. This can also be enabled by the Uber
Cash wallet, which is an option alongside the seamless
credit card option. The payment becomes invisible — this
fundamental shift in the perception of transactions
requires a shift in the approach to security.

Not all customers are aware of the importance of the steps
they need to take to ensure security. Often, customers are
not aware of the high possibility of a data breach, when
not using the correct cyber security measures. Every extra
step in a customer’s journey, including the payment and
associated cyber security steps, can create an opportunity
for the customer to stop their purchase and leave the
online retailer website —a missed sales conversion. The
benefits of decreased cyber fraud risk are hardly visible to
the consumer. This is a fine line that established banks,
new players as well as e-retailers and the rest of the online
ecosystem are walking today —secure strong customer
authentication is an absolute must, but how can this fit
seamlessly in the customer’s experience? Multi-factor
authentication should be seen not as about adding steps
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but as about adding the right steps. As an example, when
using multi-factor authentication, such as face recog-
nition, this adds a step that is more secure than an SMS
code, but that does not necessary feel like additional steps
from the consumer perspective.

Strangely enough, online authentication methods have
changed little when compared to the rate of digital,
technical and paymentrelated innovation over the last
few years. Most people are still accustomed to logging in
using a username and a password. However, according to
research from Duo, due to a combination of an increase
in (media) awareness and the introduction of regulation
such as PSD2, two-factor authentication is increasingly
used by consumers online. The most common form is a
combination of a “knowledge” element (login details, i.e.
something only you know) and a “possession” element

(a code via SMS, i.e. something only you have) ((Duo1g)).
The “inherence” category, for example the use of biomet-
ric data such as a fingerprint, is beginning to become the
standard, especially where mobile devices provide this
functionality.

The continued implementation of SMS-based authentica-
tion for two-factor authentication in the online context

is a prime example of a well-intentioned attempt to find
the balance between facilitating a streamlined consumer
journey and enhancing security. When consumers are
already on their mobile phone or have it with them all
the time, it seems easy to also receive an authentication
code via their phone and SMS. However, as the emerging
(cyber) threats highlight, including those in the aforemen-
tioned case study, SMS-based two-factor authentication
does not imply guaranteed cyber security. These cyber
threats are explained in more detail in the next section.

CYBER FRAUD AND THE PAYMENTS
ECOSYSTEM

Phishing, social engineering and Advanced Persistent
Threats (APTs—a long term form of cyber fraud that uses
multiple combined techniques) are a handful of possible
cyber threatsin the payment ecosystem. When it comes
to SEPA transactions, the primary cause of fraud losses
remains the use of impersonation and deception scams
and attacks to compromise data, according to the Euro-
pean Payments Council. Increasingly, cyber criminals are
targeting mobile devices along with IoT devices. Attacks
caninclude, for example, Banking Trojans, a form of
malware targeted at the victim’s online and/or mobile
banking activities. Transactions can be tampered with or
user authentication credentials could be stolen. Addition-
ally, phishing for activation codes for mobile payment and
authentication apps will likely increase over the coming
period, using techniques such as social engineering.

Improved payment security implies innovation in authentication

Card payments are influenced by a trend towards more
technically sophisticated fraud techniques such as APTs,
characterized by their long-term, persistent and often
long-undetected nature. At the same time, it is noticeable
that cyber criminals are also increasingly employing
simpler fraud types such as reporting a card lost or stolen
to gain access. This is sometimes combined with social
engineering, which is on the rise along with phishing
attacks. The case study earlier shows an example of a
combined approach, with SMS-based authentication as
the central weak link.

Within businesses, these attacks often come in com-
bination with malware. Research of Internet Crime
Complaint Center (IC3) reported that Business Email
Compromise(BEC)/Email Account Compromise (EAC)—
ascam targeting businesses or individuals compromising
email accounts through social engineering or computer
intrusion techniques to conduct unauthorized transfer of
funds — cost American businesses adjusted losses of over
$1.7 billion (€1.56 billion) in 2019 ([IC319)).

The European Payments Council also highlights that
social engineering attacks and phishing are also trending
toinclude not only consumers, retailers and small-me-
dium sized enterprises, but also employees, financial
institutions and payment infrastructures. This leads to
anincrease in authorized push payments fraud in which
the payment is authorized by the victim.

This context highlights the fact that cyber fraud in
payments is influenced across an ecosystem of online
services within the payment and banking industry and
that this type of authentication has a significant impact
on the security measures.

Who is prepared and who is responsible?

On an optimistic note, larger banks seem to be better pre-
pared. When it comes to cyber fraud and the deployment
of multi-factor authentication, the process of phasing out
SMS-based authentication has been initiated by multiple
larger consumer banks, such as ING. Biometric options
for multi-factor authentications, such as touch ID or face
recognition, have also been introduced within mobile
banking apps. Thisis a good example of banks taking
advantage of innovations in mobile phones and security,
introducing an inherent element (something you are) to
their multi-factor authentication options. However, small
banks, such as private banking and savings banks, are
traditionally lagging behind in these developments and
many still use SMS-based authentication. This, in com-
bination with their customers generally being limited

in their awareness of cyber risks, leaves smaller banks
more vulnerable to the cyber risks arising from phishing
attacks and social engineering.



The case study example includes the phishing of cus-
tomers to gain access to their mailbox that is configured
without two-factor authentication. Even if the mailbox
had been secured with SMS-based two-factor authen-
tication, acquisition of the SIM-card as per the case
study could also have ensured access to the victim’s
mailbox too. Sensitive documents often reside in per-
sonal mailboxes. These types of documents are often
used by organizations to verify the identity of a caller,
such as copying passports or bank account statements.
The bypassing of verification controls resulting from
too much focus on customer friendliness enables
“attackers” to request duo SIM-cards that are then sent
to an alternative postal address. With the additional
SIM-card, the attacker can start the request of SMS-
based authentication and/or password resets in order

to gain access to payment and online banking portals.
From the control and process perspective of the mobile
service provider this is all legitimate, as the verification
of personal sensitive information was successful. This
demonstrates that while some financial institutions are
prepared, others outside this sector have arole to play in
security.

Currently, banks are mostly seen as the responsible
organizations for cyber fraud. This is a result of the posi-
tion of banks as the keepers of the consumers’ money.
The current payment space, however, is inherently an
ecosystem by nature. Not only banks, but also e-retailers,
email service providers, mobile service providers and so
forth are active in this cross-sector ecosystem of security.
The responsibility of the choice of authentication tech-
nique should be shared across all of them.

OUR EXPERIENCE ON SOLVING CYBER
INCIDENTS IN THIS CONTEXT

The result of the fraud in payment systems often results
in loss of large amounts of money and sensitive data.
There is aneed to understand how to deal with emerg-
ing technologies embedded in business processes and
customer journeys. This turns cyber security challenges
into real business enablers. Having a multidisciplinary
cyber response team can assist in preparing and ade-
quately dealing with cyber security risks when these
materialize. In KPMG’s experience, forensic and cyber
experts combined have capabilities that can be deployed
in tandem as a response to cyber threats. Dealing with a
cyber security breach is often a deep technical topic that
involves technical specialists and technical jargon. A
functional approach is to bring it back down to essential
management questions, to be able to adequately respond
to a cyber security breach and provide the insights that
matter.
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Readiness

Response

Post-Breach

Pre-Breach Breach

e Am | mature?
e Am | prepared?

e How do | remedy the breach?
e \What have | possibly lost?

Post-Breach

e What went wrong?
e How do | prevent a breach
in the future?

Figure 1. Three phases identified to adequately deal with
a cyber security breach.

The first phase, readiness, is to focus on ade-
quate design, implementation and limit the
damage of breaches by effectively planning for
possible cyber security incidents. One of the
main aspects is to assess the current state of an
incident response. This helps address the gaps
so that processes can be improved, tools can be
implemented, strategic partners can be selected
and staff can be trained.

The second phase, response, is where the
cyber response team comes into action. It is all

AN OUTLOOK TO THE FUTURE OF
AUTHENTICATION MECHANISMS

Due to the methods used by cyber criminals, not using
multi-factor authentication is like closing the door of
your home but not locking it. Crimes such as business
email compromise, data theft and phishing can be pre-
vented when changing to multi-factor authentication.
Multi-factor authentication requires dynamic linking
of two pieces of unique personal data that ensures
someone’s identify. This is more detailed than the SMS
two-factor authentication, as discussed in this article.

A move towards multi-mode biometrics is expected
in the future. This combines identifiers, such as
fingerprints and gait analysis (behavior) to produce
high-reliability biometrics matching. Eventually,
silent authenticators will be incorporated and one
will not have to actively present oneself, but will be
automatically recognized based on machine learning

Improved payment security implies innovation in authentication

about mitigating the impact of a cyber incident.
Activities such as forensic data acquisition,
system and log file analysis and incident
management are to be executed in this phase.

In the third phase, post-breach, the root causes
need to be identified and mitigations must be
successfully applied. In regulated industries

or if breach concerns personal data, the

GDPR regulation imposes legal obligations

to report the cyber incident to the regulator.
Strengthening an organization’s detection and
response capability are important aspects

to consider in this regard. These could be
temporarily strengthened as cyber criminals may
still have presence in the organization’s network.

algorithms which will combine multiple biometric
factors and gait analysis. Such behavioral biometrics
can help prevent identity theft, protecting the prop-
erty of individuals. The combination of something
only one person can “know”, and typical behavior, can
help exclude criminals from the lives of people.

The awareness of having innovative authentication
methods across industries is crucial for cyber security.

CONCLUSION: INNOVATION EVERYWHERE

Cyber criminals are innovating. The online payment
sector is innovating. There should be a wider movement
to innovate online authentication methods. It is advised
to integrate new technologies in the cyber security sector
into the complete journey of the consumer. Besides inno-
vation in the services offered online, this also means inno-
vation in the security that comes with these new services.



The embedding of multi-factor authentication and the
dynamic linking of authentication codes to the payment
transaction details in PSD2 legislation, is promising. It
provides the backbone for this next phase of authenti-
cation and the battle against cyber fraud in payments.
Authentication presents itself as a bottleneck issue in
this process, especially when society moves further and
further into a fully digital life.

Innovation in payments must therefore go hand in hand
with innovation in authentication. Implementing the
core principles of multi-factor authentication must be
placed in context of the entire customer journey: how
does security impact the consumer (online) and how safe
isthe authentication choice that has been made in this
context? To protect the payments industry, protection of
consumers across platforms is needed, both within and
outside the banking and payments industry. The first
step is through the elimination of SMS-based authentica-
tion and the true implementation of multi-factor authen-
tication, including the combinations of factors that are
less vulnerable to fraud.
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