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This article details the most prominent due diligence challenges for Responsible Business Conduct (RBC) and the role of blockchain in supply 
chain due diligence, and maintains a balanced view by discussing both the potential benefits blockchain can bring and implementation chal-
lenges of the technology. This is supported through examples of existing initiatives. 

Is there a role for blockchain in supply chain due diligence?
Consumers, regulators and investors are becoming increasingly more demanding in the areas of food 
safety, modern slavery, working conditions, environmental and social impacts. RBC (Responsible 
Business Conduct) has become the new norm and companies are expected to better identify, report and 
reduce risks as well as adverse impacts throughout their supply chains. However, identifying such risks 
is challenging for most businesses due to the complexity of supply chains. In recent years, companies 
took a closer look at blockchain as a promising technology to help address pressing issues in supply 
chain due diligence. 

This article provides a critical look at how blockchain technology can play a role in responsible supply 
chains as well as the benefits and challenges of applying the technology. 
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INTRODUCTION

Supply chains are complex, fragmented and involve a 
large number of suppliers and intermediaries through-
out the world. Therefore, organizations face multiple 
challenges related to the management of information 
in supply chains due to inconsistent, fraudulent, lim-
ited or missing data. Traditionally, information flow 
transfer is collected via the exchange of paper docu-
mentation, shared database or repository, traceability 
software or audits. Most of the time, these transfers 
are time consuming, cannot easily be shared or syn-
chronized due to different data formats or architecture 
and the information is difficult to verify, measure or is 
simply missing, resulting in more complex due dili-
gence processes. 

In recent years, blockchain technology has been 
viewed as a disruptive technology that can address 
inefficiencies in supply chain management by creat-
ing more transparency in the value chain (e.g. Volvo 
Cars has recently announced that it will make use of 
the technology to track the cobalt used in its electric 
car batteries ([Volv19])). Even though most companies 
are still at an experimental stage, this technology has 
already been used in a significant number of supply 
chain initiatives across different sectors with varying 
degrees of success. Improved access to verifiable data, 
increased transparency and trust, as well as identify-
ing potential risks can help companies know what is 
going on in their supply chain and address any issues 
found. 

The article analyzes the role blockchain can have in 
responsible supply chains. First, the challenges faced 
in supply chain due diligence will be assessed. Next, 
how a technology solution such as blockchain could 
facilitate due diligence, its potential benefits and any 
implementation hurdles will be explored.

DUE DILIGENCE AND ITS CHALLENGES 
FOR RESPONSIBLE BUSINESS CONDUCT 
IN SUPPLY CHAINS

Consumers and other stakeholders are increasingly 
demanding access to more accurate information on 
the origin and journey of goods, as well as the condi-
tions throughout the supply chain ([Whit18]). This 
means that companies are expected to play a stronger 
role in identifying and reporting risks and actual 
adverse impacts throughout their supply chain and 
take appropriate action to prevent them. In order to do 
so, companies should be able to conduct meaningful 
supply chain due diligence. This is the process of iden-
tifying and addressing adverse impacts in the supply 
chain, such as forced (child) labor and deforestation. 
However, companies often face obstacles that directly 
affect their ability to conduct meaningful supply 
chain due diligence. To help them in this process, the 
OECD has created a due diligence framework with 
supporting measures as highlighted in Figure 1. 

The challenges corporations face when implementing 
due diligence for responsible business conduct are 
highlighted in Figure 2 and detailed in Table 1.

Businesses in many industries and governments have 
acknowledged that the use of technology can be trans-
formational for the flows of goods, money and infor-
mation. The following section will investigate how a 
new buzzword, blockchain, could facilitate the supply 
chain due diligence process.

Figure 1. Due diligence process and supporting measures 
(extracted from [OECD19]).
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What is blockchain?

Understanding blockchain and distributed ledger 
technology
Blockchain is part of Distributed Ledger Technology 
(DLT), the umbrella term for technologies that store, 
distribute or exchange value publicly or privately 
([OECD18]) between entities in a network based on 
shared transaction ledgers. In this article the word block-
chain is used to describe the usage of distributed ledgers 
in general, in line with popular usage of the term.

In a distributed ledger, copies of transactions are auto-
matically shared among entities of a network, resulting 
in a synchronized flow of information between stake-
holders, helping to address inefficiency related to infor-
mation asymmetry. Key features of blockchain relevant 
to the accuracy of supply chain information are:
•• Immutability and decentralization. Blockchain 

is designed to be an ‘append-only’ data structure. 
Historical transaction data cannot be deleted, and 
no single party can change transactions recorded in 
the shared ledger because the ledger is maintained by 
multiple parties.

•• Single source of truth. All nodes in a blockchain 
network share the same state of the shared ledger, 
creating a single source of truth for all parties in the 
value chain.

•• Security. Blockchain relies on cryptography for data 
security to ensure the integrity and availability of the 
transactions in the shared ledger.

See previous articles in Compact, for example [Spen17] 
and [Houg16], for additional information on blockchain 
technology. 

CAN BLOCKCHAIN FACILITATE SUPPLY 
CHAIN DUE DILIGENCE?

The natural question to ask is whether blockchain can 
improve how due diligence is being conducted. In total 
six key benefits of a blockchain solution are highlighted 
below. 

Benefit 1: Real-time data traceability
If all actors in a supply chain log their interactions in a 
shared ledger this could potentially create traceability 
and a complete chain of custody for the entire supply 
chain. Reliable data tracing the flow of goods and ser-
vices across a supply chain is considered a critical aspect 
of the OECD due diligence process and a shared ledger 
providing real-time data traceability could enhance a 
company’s due diligence process. For example, a local 
distributor in a consuming country would be able to 
trace the bottle of wine sold back to the original grape 

RBC due diligence
challenge

Description

Fragmentation of 
supply chains

Traceability of 
flow of goods

Transparency of 
supply chain 
actors

Accuracy of risk 
information

Most companies do not know their suppliers beyond Tier 1 (i.e. the 
suppliers of their suppliers). The more fragmented a supply chain 
is, the more difficult it is to carry out due diligence, as well as 
understand and categorize the severity and likelihood of risks.

Traceability is crucial for companies to track the origin, and other 
information related to production, transformation and movement of 
products within the whole supply chain. Greater visibility is 
required to help carry out due diligence more efficiently through 
identifying, preventing and mitigating potential risks of adverse 
impacts further upstream in supply chains.

Mapping suppliers and sub-suppliers will help companies identify 
their possible exposure to risks and develop strategies to address 
them. 

Businesses need reliable, credible, comparable and accessible 
information on risks from mid- and upstream supply chain actors to 
identify areas of the value chain where potential adverse impacts 
are most likely to happen and make better-informed decisions.

Financing and 
incentivizing 
uptake of due 
diligence

Financing and incentivizing are a challenge within supply chains, 
because vulnerable supply chain actors operating in areas of 
weak governance are often unable to secure financing. Also, price 
pressure on supply chains can make it difficult for companies to 
invest in due diligence.

Figure 2. Responsible Business Conduct (RBC) due 
diligence challenges (extracted from [OECD19]).

Table 1. Description of Responsible Business Conduct (RBC) due diligence 
challenges in supply chains.
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producer. Therefore, in case of a problem (e.g. contami-
nated products), a targeted product recall can be realized 
instead of a full recall. 

Company example Pooley Wines ([Futu18])

Pooley Wines increased their supply chain trans-
parency by providing consumers with detailed 
traceability and audit information of supply 
chain actors. 

Benefit 2: Transparency of supply chain actors 
and practices
A shared ledger would create more visibility across actors 
in the supply chain. Furthermore, a blockchain solution 
could be used by actors to publish their RBC policies. A 
shared ledger can also enable transparency of payment 
data, particularly where there is high risk of exploitation 
of vulnerable production networks such as homeworkers. 
To further strengthen the company’s due diligence pro-
cesses, third-party assessors could be given permission to 
publish assessment results in a way that is easily accessi-
ble by other relevant supply chain actors. 

Company example Provenance ([Prov16])

Provenance has implemented a blockchain 
solution that traces yellowfin and skipjack tuna 
fish in Indonesia. Whenever a fish is caught, the 
fisherman tags it with an RFID chip and records 
it onto the blockchain using a mobile phone. 
Therefore, all actors and products are visible on 
the shared ledger and the path of the fish can be 
followed from catch to consumer. 

Benefit 3: Fraud reduction
If all actions of supply chain actors are logged on a shared 
ledger and outputs from earlier actors are used as inputs 
for next actors, this creates transparency of the flow of 
goods and reduces the potential for fraud – provided that 
robust digital twins have been established for the goods 
and there is quality control on the actions registered. For 
example, a wine producer cannot produce more wine 
than grape harvest received from the grape grower. Easy 
access to information on the blockchain adds to the 
efficiency of focusing due diligence activities, as informa-
tion relating to risks would be easier to triangulate and 
verify. 

Company example Barksanem ([Bark19])

Barksanem (Mineral industry) uses blockchain to 
promote financial inclusion and fraud reduction 
by incentivizing formalization of artisanal and 
small-scale minerals through the use of virtual 
currency. 

Benefit 4: Smart contracts
If actors and their assets are digitized on a single plat-
form, this provides the opportunity for cross-organiza-
tion automatization, enabling processes to take place 
without human interaction. In the blockchain context, 
the use of automatization to facilitate the execution of a 
business transaction is commonly referred to as a “smart 
contract”. This results in cost reduction and efficiency 
gains for all parties involved. Smart contracts further 
reduce the risk of non-compliant behavior in the supply 
chain and lead to greater formalization of relationships 
and information exchange. 

Company example AB InBev ([Slav19])

AB InBev (Agricultural sector) uses blockchain 
to promote financial inclusion, fair payment, and 
supply chain efficiency by connecting directly 
with small-scale farmers through smart con-
tracts and mobile banking services.

Benefit 5: Cost efficiency
The efficiency and automatization potential yielded by a 
blockchain solution could free up capital that was previ-
ously used to support individual operations (e.g. bureau-
cracy linked to product shipment transfer). However, 
there is a still a challenge to make sure that the costs 
and efficiency dividends are fairly shared. Some of these 
efficiencies may be the result of greater uptake and value 
chain cooperation. 

Company example CargoX ([Barl19])

CargoX has developed a blockchain solution that 
simplifies the processing of Bills of Lading, the 
most important documents in the global logis-
tics industry. The solution enables to complete 
a full document ownership transfer in a matter 
of minutes, instead of days or weeks. This saved 
time makes the whole process more efficient and 
reduces the cost of delays.

Benefit 6: Financial Inclusion
Vulnerable supply chain actors operating in areas of 
weak governance (e.g. artisanal miners, farmers, home 
workers) often face challenges securing financing due to 
their inability to provide financial information and back-
ground to banks or difficulty in even accessing financial 
institutions. This can lead to those individuals turning to 
illicit sources of finance and logistical support for their 
operations, which in turn can perpetuate their problems. 
Being part of a blockchain system could create financial 
inclusion either through secured and efficient transac-
tion with an exchangeable virtual currency or through 
creating more detailed records of business transactions in 
order to apply for banking services. 
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Company example Moyee Coffee ([Tren19])

Moyee Coffee has implemented a blockchain 
solution that includes all of its Ethiopian small-
holders involved in the production of coffee. This 
enables fair payments and allows consumers to 
know precisely the origin of their coffee. 

It is important to note that while the use of blockchain 
technology can address a number of due diligence 
challenges, increased supply chain traceability and 
transparency from the use of this technology does not 
replace the entire supply chain due diligence process, 
but it will facilitate it. Actual ‘boots on the ground’ will 
still be needed to perform audits and investigate whether 
the situation in real life matches what is reported digi-
tally via the blockchain. While there will be advantages 
through a blockchain solution, these will not come for 
free. Lessons from past initiatives on the implementation 
of blockchain has revealed several obstacles that need to 
be tackled. These are outlined below. 

CHALLENGES COMPANIES MAY FACE 
ADOPTING BLOCKCHAIN

Understanding the challenges is necessary to develop 
a critical look at whether blockchain is an appropriate 
solution to due diligence challenges and business needs. 
In total, eight technical and non-technical challenges 
have been identified. 

Non-technical challenges

Challenge 1: Embedding RBC due diligence
Incorporation of RBC considerations in a blockchain 
solution may include human-based inputs such as 
on-the-ground social compliance audits. The outcomes of 
these audits should be uploaded onto the blockchain in 
order to ensure transparency among the different actors. 
The challenge to prevent fraudulent audits and include 
representative activities during those audits remains 
exactly the same, unless a way to include data & analyt-
ics to prevent and detect flaws in audit quality is found.

Challenge 2: Inclusion of informal actors
Often times, there are low-income smallholders in the 
very upstream of the supply chain who operate without 
a working contract and are practically anonymous to 
downstream players. Given that this part of the supply 
chain has a higher risk of human rights violations, a 
blockchain solution would have to find a manner to 
incorporate these actors (e.g. by using scalable mobile 
infrastructure capabilities that tend to be better devel-
oped than traditional infrastructure in developing 
countries). 
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Challenge 4: Standardization of data model
All participants need to agree on the definitions used in 
the shared ledger. This will require collaboration with 
value chain actors in a non-competitive way in order to 
create a common language. This would enable actors to 
link their outputs to the inputs of different actors. How-
ever, the incentives to adhere to agreed definitions may 
vary from actor to actor.

Challenge 5: Governance
A governance structure needs to be in place to define 
roles and responsibilities for the participants in the 
network. This structure will address, among others, 
validation and approval of changes actors make in their 
own IT platforms so they still synchronize with those of 
other participants.

Technical challenges

Challenge 6: Interoperability
Currently, many companies are already using their own 
IT systems to manage business processes. Since these 
systems are based on own definitions, there will likely be 
incompatibility when linked to the blockchain network, 
meaning that the output of one actor cannot directly 
be used as input for the next one. Until these systems 
become synchronized, data flows from actor to actor 
in a blockchain will likely create an additional burden. 
Another aspect to consider is how linkage of different 
blockchain initiatives would work in practice.
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in a joint initiative and work together with many com-
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is more likely to succeed if the number of value chain 
participants is relatively small, resulting in an easier 
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Challenge 7: Asset digitization
Products may undergo several transformations along the 
supply chain (e.g. grape to wine to wine bottle) and the 
challenge lies in digitizing each one of these stages while 
maintaining a proper link between the physical product 
and its digital counterpart. The risk at this stage involves 
correct payments being done for digital twins of non-ex-
isting products or incorrect payments for existing ones. 
Ideally, smart contracts should cover this, but for them 
to operate optimally it requires ‘correct’ information to 
be introduced on the blockchain, which is compatible 
between the different actors.

Challenge 8: Data transparency vs privacy
Companies often confuse transparency with privacy. 
While permissioned ledgers help define who can or can-
not gain access to information, a balance needs to be found 
between revealing ‘enough’ information to provide due 
diligence transparency and retaining corporate privacy.

CONCLUSION

Companies face a number of challenges when conduct-
ing effective due diligence for responsible business 
conduct. This article considers the role blockchain 
technology may have in facilitating responsible supply 
chains. Having explored both the potential benefits of a 
blockchain solution as well as the corresponding imple-
mentation challenges, the following can be concluded:

1. Blockchain has the potential to provide near real-
time updates of supply chain information, allowing 
better control and visibility in localizing risk hot spots 
and performing risk mitigation.

2. Access to genuine information uploaded throughout 
the supply chain will mean improved access to verifi-
able inputs and outputs.

3. Blockchain can deliver more transparency and increased 
accuracy of supply chain due diligence information, 
enabling a dynamic and effective due diligence process.

4. The development of blockchain initiatives could ben-
efit from multi-stakeholder cooperation to create con-
sistent and coherent rules, answer key governance 
questions, and ensure integration of RBC principles.

A common recurring question for any blockchain project 
is whether the objectives of the project could have been 
achieved without blockchain technology. One could argue 
that if all the different challenges corresponding to imple-
menting a blockchain solution are solved, many of the 
same value chain transparency benefits could be achieved 
with traditional database technology. Furthermore, there 
are very few use cases where blockchain is applied at scale 
in for instance sector-wide initiatives. The lack of strong 
use cases is expected to affect the appeal of the solution in 
the near future ([Gart19]). Ultimately, it is too early to say 
where, how and when blockchain can add more value to 
companies than traditional database technology in supply 
chain due diligence efforts, but there is certainly potential 
as shown in a series of experiments and pilots.
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