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Blockchain technology — the business
case using the SAP Cloud Platform

Since bitcoin has been introduced, there were high
expectations of blockchain, the technology behind bitcoin.
Blockchain has special characteristics that differentiate this
new technology from current technologies. This article will
help you to understand blockchain technology and how it can
be used to simplify data communication between companies.
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BLOCKCHAIN IS NOT BITCOIN

The term blockchain is currently one of the hottest buz-
zwords in IT. Blockchain was introduced to a wide audience
in December 2017, when the price of the cryptocurrency
bitcoin spiked above $ 19.000 and everyone knew someone
who had invested in cryptocurrency. This abrupt price
appreciation fueled the blockchain hype. However, block-
chain isjusta protocol, and cryptocurrencies like bitcoin
are the first type of applications built on this protocol. You
can compare this with the internet, where TCP/IPis the
network protocol which made applications like email and
websites possible. The blockchain protocol, like TCP/IP, can
be used to develop all sorts of applications.

With every new technological innovation, one impor-
tant question arises: how can this new technology be of
any practical use? There are many use cases that explore
the unique characteristics of the blockchain protocol.
Most of these use cases sound promising. However, only a
tiny percentage will move to production, because they do
not deliver the expected value. This article focuses on the
database capabilities of blockchain technology and the
benefits for companies.

BLOCKCHAIN IS ANEW TYPE OF DATABASE

In essence, the blockchain protocol allows nodes to share
data on a distributed database, without the need for a
central intermediary. In technical terms this is referred to
as distributed ledger technology. This is fundamentally
different from any other database, where one central party
isin full control over the database and the other partici-
pants need to trust that one party. While early blockchain
databases were used in a public manner, permissioned

Trusted intermediary with a central database

blockchain databases enable users to control who can
participate in the network. These forms of databases are
of particular interest to companies, since they can control
access to the network. See for further explanation on
blockchain concepts, the articles in previous editions of
Compact[Spenk17] and [Hough16).

Because the use case in this article is tailored to a corporate
application of blockchain, a permissioned form of block-
chain will be used. In this article, it will be referred to as a
‘shared blockchain database’.

Figure 1 shows the differences between a trusted inter-
mediary running a central database versus a shared
blockchain database where the trusted intermediary
controlling the database has been removed. In case of
the trusted intermediary with a central database, the
ownership of the database is controlled by one single
entity. With a shared blockchain database, every party in
the network could run a node which holds a copy of the
database. Since no one has full control of the database,
trust is balanced. The network is operated and controlled
by all participants in the network, for which a shared
governance model needs to be established. This allows the
participating companies to operate the database.

Since the invention of databases, there have been many
innovations regarding the types and capabilities of data-
bases. Database innovations always created a foundation for
new systems and applications that solve existing operational
problems in a more efficient way. Shared blockchain data-
bases have different characteristics compared to traditional
databases. These unique characteristics enable companies to
solve problems in a more efficient way. The following charac-
teristics of the shared blockchain database distinguish this
type of database from a traditional database.

Shared Blockchain Database

Figure 1. Central database versus shared blockchain database.
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1. Disintermediary

Databases using a trusted intermediary work perfectly,
consequently, other parties in the network have less
control over the database. Shared blockchain databases
remove the necessity for a trusted intermediary and
replace it with an automated consensus mechanism.

The consensus mechanism ensures that data is stored
correctly following the shared blockchain database rules.
This removes the necessity for a trusted intermediary
and gives the network participants equal control over the
database. Once consensus is established on the network,
all nodes have the exact same copy of the database. There-
fore, the data stored with all nodes are perfectly synchro-
nized and everyone in the network has the same version
of the truth.

A shared blockchain

database can deliver great
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efficiency benefits to
business processes

Figure 2. Data sharing using a traditional database.

2. Immutability of data

Network nodes will, in turn, collect transactions into
blocks. The node collecting the transactions will link the
blocks to the previous block using cryptographic meth-
ods. The new block will then be distributed over the net-
work. Consensus is achieved by verifying the new block,
and all nodes have the exact same copy of the chain. Due
to the linking of the blocks, it is impossible to change a
historic record in the database without all participants
immediately getting notified. When one node changes a
record in the database, consensus cannot be achieved and
the change is rejected.

For example, if a historic record is amended by the
trusted intermediary in the traditional central database,
the other parties will not notice that this change in the
database has occurred. When a party wants to identify
changed records in a central database, their only option is
to reconcile the central database with their own backup
version of that database. With a shared blockchain
database, all nodes in the network have a copy of the
database. If one party decides to change historic records
in the shared blockchain database, the other nodes will
notice and reject these changes. Therefore, a shared block-
chain database isimmutable, since it does not allow
historic records to be changed.

These properties of the shared blockchain database allow
for use cases to be developed that are not possible using a
traditional database. Particularly in situations where
companies, who do not fully trust each other, want to use
a shared database without one party owning the database.

Sales and purchase departments discuss
rebate agreements based on there own

version of the truth.
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Sales and purchase departments both enter
the same order details:

- sales order data

- purchasing order data

SAP
Systems

Data exchanges between systems currently
have the two versions of the truth. If data is
modified in one database, this is not
automatically available to the other
company. This leads to different versions of
the truth.
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Shared blockchain

Figure 3. Data sharing using a shared blockchain database.

WHEN TO USE A SHARED BLOCKCHAIN
DATABASE?

Shared blockchain databases by definition reconcile
data between nodes and ensure the immutability of
data. Therefore, a logical application of a shared block-
chain database is an interface between systems for
transferring data. However, this could also be achieved
using a traditional database with a trusted intermedi-
ary, which usually works fine. So, when to use a shared
blockchain database? The consideration to use a shared
blockchain database in a solution depends on two
things. There needs to be a desire to have both decen-
tralization and immutability of data in one database. If
either one of these requirements is not desired, a shared
blockchain database is not a logical choice.

Fundamental to shared blockchain database technology
is that it establishes one version of the truth between
nodes in the network. One version of the truth is estab-
lished between two or more companies, because every
node in the network has a copy of the total database. This
is fundamentally different from the current way of
exchanging data between systems, in which every
company has its own data silo between which data is
being shared.

‘When using traditional methods for sharing data
between systems, companies need interfaces between
their systems. These interfaces exchange data between
systems, with the disadvantage that the data is still stored
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Systems

Transactional data shared between the
Supplier and the Factory will be stored
in the shared blockchain database.

in multiple databases. The data is stored in the databases
of both companies, which are not reconciled. This could
lead to both companies having a different version of the
truth.

In the example of Figure 2, a factory wants to order some
goods from their supplier. This process is set in motion
when a purchase order is sent from the factory to the
supplier. The purchase order is entered into the system of
the factory by their purchasing department. A sales
process is triggered in the sales department of the supplier
where the order is entered into their system as a sales
order. If either company makes a process error, different
versions of the truth are stored in the databases of both
companies. Fundamental to this problem is that different
transactional data is stored in the database of the purchas-
ing company and the selling company. When delivering
the goods ordered, the receiving company finds out that a
process error has been made, because a different quantity
has been delivered. To solve the process error, both parties
need to investigate where the incorrect entry has been
made. The process of correcting these process errors is
time consuming, and could have been prevented with the
use of a shared blockchain database.

Figure 3 shows an overview of the same situation where
systems share data via a shared blockchain database.

In this example, companies still have their own data-
base, containing valuable company data, safely stored
on-premise. However, data that needs to be shared
between these companies is now being stored in a shared
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blockchain database. The shared blockchain database
works as an interface layer between the two systems,
and ensures perfect reconsolidation and immutability of
data. These companies now support their data-sharing
process with a shared blockchain database that estab-
lishes one version of the truth.

When to choose shared a blockchain database
as the right technology for your use case

Shared blockchain database as the technology in your
solution is a good consideration when there is a need
for data sharing between systems. However, this is not
atechnology that magically improves every business

It's important to
understand that shared
blockchain databases
are not always the best
technology solution

Using SAP Leonardo to implement a shared blockchain database

SAP is focusing intensively on developing blockchain solutions
on the SAP Cloud Platform under the brand name SAP Leonardo.
SAP Leonardo allows companies to make a connection with
blockchains based on virtual tables and the SAP Cloud Platform.
SAP HANA Integration Service allows companies to easily
connect on-premise databases with the SAP Cloud Platform. The
cloud platform could then be used to connect the system with a
blockchain. Currently, SAP offers integration with MultiChain and
Hyperledger fabric blockchain protocols. Figure 4 is an example
of how to use the SAP Cloud Platform to connect an SAP system
to the blockchain.

SAP HANA
Integration
Service

SDI Agent &
Blockchain
Adapter

SAP Cloud Platform

Figure 4. Integrating blockchain with SAP system using SAP Cloud Platform.

22 Start small, think big

process. Therefore, many shared blockchain database
Proof of Concepts (POC) were not brought to production,
because the results did not meet the expectations. The
issue of most POCs is that the problem could have been
solved better using a traditional database. Therefore, it is
recommended to carefully check if a shared blockchain
database is the logical technical choice for the solution,
before starting a POC. As discussed, shared blockchain
databases have important benefits over a traditional data-
base. If there is no need in your use case for these require-
ments, a traditional database is likely to perform better.

1. Thereisaneed for disintermediation among all
parties involved. Companies desire one version of the
truth, without any intermediary or single company
controlling this.

2. There needs to be a desire to have a single version of
the truth.

3. Immutability of data is desired, once the data is stored
in the database, historic records could not be modified.

This checklist helps to identify if a shared blockchain
database is the right technology for a particular use case.
If these statements are answered with yes, then a shared
blockchain database could be the right technological
choice. However, shared blockchain databases are not
always more efficient or cheaper in solving the problem.
Therefore, when solving a business problem with a
shared blockchain database, the option of using a tradi-
tional database should always be considered.

SAP Cloud Platform in combination with SAP
Leonardo makes it easy to set up and use shared
blockchain database technology with your
current SAP system. It is not necessary for all
parties to be on the SAP systems. Nodes hosted
on the SAP Could Platform could be connected
via the blockchain to nodes hosted on every
other cloud platform. Since this process runs
entirely on the background, there is limited
impact on the user. Business users in a shared
blockchain database setup enter transactions
the same way as without a shared blockchain
database.

Shared blockchain

&

database
S ¢ MultiChain
_— ¢ Hyperledger fabric




1. Project start

The project starts with a kick-off
with all stakeholders and
detailed education of shared

blockchain database technology.

In the project start phase we will
agree on high level design and
project results. The high level
design will be input to the
detailed project plan of the

2. Solution design

It's key that project requirements,
data standards, and consensus
rules will be defined in this
phase. The blueprint for the
shared blockchain database and
the interfaces to the ERP
systems designed. This leads to
the following documents:

* Application design document

3. Development of interfaces

In order to implement the shared
blockchain database, all
interfaces will be built for all the
nodes in the network. The
consensus mechanisms and
chain code will be developed
and all applications will be set
up accordingly.

The interfaces will be installed

4. Training and Go-Live

The solution will have a limited
impact on the business users. IT
users will receive the proper
training on how to manage the
new technology.

Users will perform an
acceptance test. If approved the
system will go live.

5. Hypercare

When the solution is live it is
important to check if everything
works accordingly and provide
support if needed.

shared blockchain database
solution.

e Technical design document
* Governance design
document
* Solution design document
All user stories to build the
common data model will be
defined and added to the
backlog.

Figure 5. Implementation method.

HOW TO IMPLEMENT A SHARED
BLOCKCHAIN DATABASE

Shared blockchain databases will optimize a variety of
solutions and can be implemented using the SAP Cloud
Platform. The most important step, before implementing
ashared blockchain database, is to identify if a shared
blockchain database is the correct technical choice. The
next step is to set up an implementation project, includ-
ing all stakeholders who will use the shared blockchain
database. Using the KPMG implementation toolkit, we
can deliver the benefits of a shared blockchain database
to your organization.

Value Drivers

We foresee that shared blockchain databases will be
the standard interface between systems where multiple

Figure 6. Value drivers.

Share data efficiently Contractual business Provenance / Inventory & Replenishment
0 between companies 0 rules e Track and Trace 0 Planning

Value drivers
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e Repetitive task reduction o Process optimization 0 Business intelligence

and the shared blockchain
database will be setup. All
system test activities will be
performed.

companies want to establish one version of the truth of
transactional data without any intermediary. Business
cases for the use of a shared blockchain database consist
of universal data sharing, reduction of repetitive tasks,
contract automation and process optimization. When
this technology gets a wider adoption, more participants
will join shared blockchain database networks. As the
participation grows, the data stored in these networks
will generate powerful insights for all companies in the
shared blockchain database network. In Figure 6, you
will find an overview of all benefits shared blockchain
databases could deliver when they grow into large
networks between companies. The green blocks show
benefits that will be accomplished when using a shared
blockchain database between two parties. The blue
blocks show the benefits that will be available when
more complex use cases are built on the shared block-
chain database.

Network payments in supply

o chain tokens

ransparency & auditability m Risk & Fraud management

U
(7
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Efficiencies a shared blockchain database delivers

Figure 7 shows how a shared blockchain database is
used as the interface when exchanging transactional
data between two companies. In this situation
purchasing/sales data is exchanged between two
companies. Implementing a shared blockchain database
in this process enables the following efficiencies to the
business processes.

Repetitive task reduction

Currently, different solutions are implemented to reduce
repetitive tasks in Purchase-to-Pay and Order-to-Cash
processes. These automation solutions aim to replace
repetitive human tasks with automated computer
processes. One option would be to use data from

the shared blockchain database, since this is already
implemented to establish one version of the truth. For
example, data of a purchase order sent by a purchasing
company via a shared blockchain database will be
automatically received in the system of the selling
company as a sales order. Therefore, the same data does
not need to be entered into the system by an employee
of the receiving company. The same optimization of
double entry automation accounts for all process steps
where data is being transferred via a shared blockchain
database. This will save both parties time and effort in
system entries and prevents entry errors.

Purchasing company on premise process

Purchase Order Goods received

Shipping note is downloaded
in the ERP system and
matched with goods
received

The purchase order is sent to
the blockchain

=
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Shipping note is sent to the
blockchain

The purchase order is
downloaded from the
blockchain and booked as
sales order

é

Selling company on premise process

Contractual business rules

Contract terms agreed between two or more parties

can be stored as business rules in smart contracts on a
shared blockchain database. These business rules need
to be complied with when using the database. These
smart contracts can automatically trigger processes,
and monitor agreed contract agreements regarding the
buying and selling of goods and services. A practical
example where smart contracts can help solve business
issues is in rebate agreements. In most companies, it

is hard to correctly calculate the rebate. This is due to
different systems having different timestamps. The
problem arises when a purchase order is entered in
system 1 on Monday and the corresponding sales order
is entered in system 2 one day later. These differences in
timestamp between these systems lead to a discussion
on the quantities sold in a particular period. A shared
blockchain database with one version of the truth solves
this issue, since there is only one timestamp for the
quantities sold.

Establishing a shared blockchain database between two
or more companies gives companies the possibility to
use these benefits in their processes.

Figure 7. How to use a shared blockchain database supporting
business processes.

Match Invoice Payment approved

The invoice is downloaded
from the blockchain and
matched in the ERP

Payment is made via bank
and payment details sent to
the blockchain

The invoice is sent to the
blockchain

Payment details are
downloaded and match with
bank payment

sales order
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CONCLUSION

In situations where communication of data is required
between multiple parties who do not fully trust each
other, shared blockchain databases can be a better solu-
tion than current technologies. Implementing a shared
blockchain database in your procurement or sales pro-
cess delivers multiple process benefits within one solu-
tion. KPMG has a simple methodology of implementing
shared blockchain database technology in your business
processes. We think shared blockchain database tech-
nology will be a market standard technology, which will
revolutionize communication between companies, and
later the supply chain.
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