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G ett| N g | n co ntro | There.are_ numerou_s tools and systems available that enable
organizations to gain control and comply to rules and

Ste p_ by_ Ste p regulations. Examples of these tools are BWise,
MetricStream and SAP Process Control. These tools and
systems help companies to document their processes, risks
and controls, capture evidence of executed controls,
monitor and follow up on issues and report on the
compliance status of their organization. Many companies

using SAP as their core ERP system tend to choose SAP
GRC as their risk and control monitoring system. Therefore,
we will focus on SAP Process Control and describe its main

capabilities and functionalities, implementation
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vandergiesen.s . kimball douglas@kpme considerations and how custom reporting can be leveraged.
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INTRODUCTION

In an ever increasing complex and regulated business
environment, organizations are faced with challenges on
how best to manage internal controls and compliance.
Despite the recognition that efficiencies could be gained
through a more automated control model, many compa-
nies are relying on manual processes. Leading companies
recognize the importance and urgency to stay ahead of
today’s compliance curve and keep pace with changing
regulatory and audit requirements.

Governance, risk, and compliance (GRC) has become a

top executive priority, but many organizations are strug-

gling to manage and control risk effectively today. The

‘three lines of defense’ operating model for managing risk

provides a framework that allows organizations to set up

their risk and compliance organization. The following

lines are defined in the three lines of defense model (see

Figure 1):

1. the first line is business operations management;

2. thesecond line includes risk management, compli-
ance, security, and legal departments;

3. thethirdlineis the independent internal audit func-
tion.

There are numerous tools and systems available in the
market that enable organizations to gain control and
comply to rules and regulations. Examples of these tools
are BWise, MetricStream and SAP Process Control (see
[Lamb17] article on trending topics in GRC tools in this
Compactedition). These tools and systems help companies
to document their processes, risks and controls, capture
evidence of executed controls, monitor and follow up on
issues and report on the compliance status of their organ-
ization. Many companies using SAP as their core ERP
system tend to choose SAP GRC as their risk and control
monitoring system. Therefore, this article will focus on
SAP Process Control and describe its main capabilities and
functionalities, implementation considerations and how
custom reporting can be leveraged.

Figure 1. Three lines of defense model.

Three Lines of Defense Operating Model

Operational management has ownership, responsibility and
accountability for directly assessing, controlling and mitigating risks.

Operational management oversees standards and practices for
implementation of effective risk management and control, and
aggregates and reports performance at an entity level.

An independent audit function provides assurance to the organization’s

board and executives through a risk-based approach.

WHAT IS SAP PROCESS CONTROL?

SAP Process Control (PC) is an enterprise software solu-
tion which can be used by organizations to manage their
compliance processes more effectively and realize the
value of a centralized model.

Data forms, workflows, reminders and escalations,
certifications, and the use of interactive reports support
members of business process teams, internal control and
internal audit to carrying out their individual compli-
ance activities. Process Control provides a centralized
controls hub in which testing, certifications and policies,
monitoring and documentation can take place.

Process Control is a key part of SAP’s GRC software,
sitting alongside SAP Risk Management, which enables
an organization to define its enterprise risk and
responses to those risks and SAP GRC Access Control,
which assists in detecting, remediating, and ultimately
preventing access risk violations. Although not a require-
ment for implementation, Process Control can be inte-
grated with these two modules to provide added value to
customers of SAP GRC.

PROCESS CONTROL KEY FUNCTIONALITY

SAP Process Control provides the following core function-

alities (see Figure 2):

1. Provides documentation of both centralized and local
control catalogs, alignment of compliance initia-
tives and efficient management of risks and controls
through workflow functionality.

2. Supports scoping through risk assessments and mate-
riality analysis as well as the planning of control
testing.

3. Supports the design and test of the operating effectiveness of
controls with online or offline workflow functionality
and consistently registers test evidence and issues
found from testing. Control testing can be performed
manually, semi-automated and fully automated.

4. Enables the documentation of control deficiencies and
issues and provides reporting capabilities to track and
correct deficiencies (i.e. re-evaluations).

5. Leverages sign-offand periodic disclosure survey func-
tionality to formalize management approvals which
includes issue tracking and deficiency remediation.

6. Allows a full audit-trail and log of performed test steps,
including documented sign-offs to allow for an inde-
pendent control audit.

In practice, some auditors at organizations using Process
Control have leveraged the controls description and
evidence in Process Control for their (IT) audit proce-
dures. So far, the risk assessment and materiality analysis



Figure 2. Core functionalities of SAP Process Control.
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functionality in Process Control have not been used for
this financial statement audit purpose.

SAP GRC Process Control can also perform continuous
control monitoring, including monitoring the segrega-
tion of duties and critical risks defined in SAP Access
Control. Controls can be monitored at a specified fre-
quency (weekly, monthly, etc)) and results can be auto-
matically sent to appropriate control owners.

CONSIDERATIONS FOR IMPLEMENTING
SAP PROCESS CONTROL

‘When implementing Process Control there are several
areas to focus on, including master data setup and work-
flow considerations. Automated control setup and report-
ing are summarized.

Besides these focus areas for SAP Process Control it is also
very important to consider the use of SAP Access Control
and SAP Risk Management and the integration of the
various modulesin the GRC suite. When all three mod-
ules are set up, there will be shared data and integrated
functionalities which may need additional attention
during the setup of the system.

Master data setup

Process Control master data has two important compo-
nents: the organization hierarchy and the control library.
‘When setting up the organization hierarchy there are two
key questions that need to be answered:
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1. What model will be used to define hierarchies and
who should be involved? If multiple GRC components
are being installed (the organization hierarchy can
be shared by Access Control and Risk Management),
multiple teams may need to be involved in the setup
of the organizations.

2. How should the organization report on compliance?
This could be on a company code level, line of busi-
ness, or by region. In some cases, multiple reporting
requirements need to be integrated and reflected in
the organizational hierarchy. E.g. some organizations
require lower level reporting and tend to set up every
company code as an organization, whereas other
organizations need more high level reporting and set
up reporting entities (a group of countries or company
codes) as their organizations.

Itisimportant to make decisions around the control
framework before loading the control library into Process
Control. Here are some aspects to consider:

1. Incase there are multiple control frameworks in
the organization, which one should be loaded to the
system? Should they be harmonized or should they
be separate? What kind of information is most impor-
tant and should be included in the system, and which
information could be discarded?

2. How to test shared service controls? Will a shared
service organization be used in the system or are the
individual controls tested and documented by control
performers from a shared service center?

3. All controls need to be assigned to a subprocess,
without the subprocesses it is not possible to maintain
a control library in Process Control.

4. Istherea clear distinction as to which controls are
performed in which organizational unit? This is nec-
essary for the control to organization mapping.

5. Willit be required to document account groups,
financial assertions and risks covered by the control
and control objectives? Process Control has master
data available for each of these items that can be setup.
This is required if scoping is performed in SAP Process
Control.

The master data is the foundation of the system. In the
situation in which (Master) Data Management is not
thought through or set up correctly and according to the
company needs, there could be an impact on reporting
and efficiency of the functionalities that are used. If
framework integration is not performed properly this
could even lead to duplicate controls being tested.

Workflow use cases

The second important area of interest during an imple-
mentation is around workflow. The first question to
ask here is: “‘What does the organization’s compliance process

IT & Risk Management



look like, how are controls to be tested, and should this be docu-
mented?) since it makes sense to only implement work-
flows that will benefit the organization. Furthermore, it is
important to bring all the relevant stakeholders together
and agree on the owners of the various workflow tasks
and which areas can and cannot be customized. It is also
important to agree upon the degree of notifications and
reminders that are needed. If users get too many emails,
the intent of the emails could get lost and users may end
up ignoring them.

Once the testing cycles have started and the system starts
being used, it is important to have an administrator to
monitor all incoming tests and if necessary reroute, close
or even delete them from the system. This must be done
with the utmost care and should only be performed by
experienced Process Control administrators.

Automated controls

SAP Process Control can perform semi and fully auto-
mated testing of controls. The SAP GRC module retrieves
the settings from the target system and analyses reports
or system settings and validates these against set business
rules to determine whether the settings comply or not.

When setting up automated controls, there are different
types of controls that can be identified: application
controls, master data controls and transactional controls.
Even though Process Control offers various integration
scenarios, the key is to keep it simple upfront and focus
on configuration and master data controls to achieve
minimum setup difficulty. The different types are
depicted in Figure 3.

The most important integration scenarios to cover these
types of controls are:

® The ABAP (Standard SAP Report) integration scenario

(e.g. providing control performers with the RSUSRo03
Report). The added value of ABAP report controls is the
(workflow) support it provides to internal control staff for
retrieving the right data from the various SAP systems

Figure 3. Control types for automation.

and delivering it to the appropriate mailbox for further
analysis.

e The configurable controls scenario (e.g. check whether
tolerance limits are set). The configuration controls are
stronger than the other two types, on a daily basis and
based on a change log that the customized settings in
SAP can be verified.

e The HANA (SAP Advanced analytics platform) integration
scenario (e.g. perform advanced analytics to find potential
duplicate invoices). The integration with Process Control
is to relate the identified exceptions to a control, and
assign such controls to the right staff.

While setting up automated controls it is essential that
the controls are pre-tested in the acceptance environment
and that stakeholders as well as control owners are aware
of the potential issues that will be raised as outcomes
when controls like these are automatically tested.

Reporting

The topic of reporting is often forgotten during Process
Control implementations, despite its utmost importance.
In order to get most value out of the reporting the key is to
define the different audiences and only provide relevant
reports to each audience. When all reports are available
to everyone, this could become an overkill of reporting
possibilities and confuse the end users.

During an implementation of SAP Process Control
reporting requirements should be gathered up front so
that they can be used as a guideline throughout the
project. As mentioned before, the organization structure
plays a vital role in the system and will also impact the
way reports can be used and visualized.

If the standard reporting capabilities in Process Control
are insufficient for an organization’s management
reporting (for instance due to tactical information needs),
external dashboards could be created based on relevant
Process Control tables. In order to do this, technical
knowledge of the system and its data model is required.

Application Controls Master Data Controls Transactional Controls

* Many application controls will be possible to automate via the Master data controls can be
configurable control functionality: checked with the configurable
- value check controls functionality:
- blank check * Identify empty fields

- change log checks * |dentify fields without specific

* Not all application controls are possible to automate (data in values
structures) and §ome can be very difficult (required fields) « Would be possible to identify
* Values can be different per company code or per SAP system and changes to master data (to
often correct settings need to be defined compare without source
* Impact on performance limited as usually limited entries within tables documents)

* Transactional controls would be possible with configurable controls
and simple BRF+

e Limitation on number of tables that can be linked

 Experience shows that real data analytics would be stronger outside
SAP Process Control in other solutions (SQL or Hana)

* Could have impact on performance when all data is stored; it is difficult
to assess this

* ABAP programs would require registration in source systems and
would often require multiple variants to be created

* Possible integration with SAP Hana to do more sophisticated analytics




MASTER DATA COMPONENTS AND
CONSIDERATIONS

Akey differentiator for SAP Process Control is the shared
catalog of master data that comes from a multi-compli-
ance framework. SAP Process Control allows companies
to manage requirements from different regulations and
mandates (SOX, JSOX, 8th EU Directive, GDPR, FCPA,
etc.) from one central place. Test results of a control will
be applicable for multiple regulations, which reduces

the overall test effort which would result in cost savings.
Much of the master data can be shared between the var-
ious GRC modules: Process Control, Access Control and
Risk Management. Some examples for this shared data
are organizational data, mitigating controls, risks for SAP
Risk Management and SAP Process Control.

Both central master data (applicable to the entire com-
pany) and local master data (organization dependent) are
necessary to setup:

Central master data

e Organizational Structure

e Risk Library

e Control Objectives

® Account Groups and Assertion
e Central Control Library

e Regulations and Requirement
e Policies

e Indirect Entity-level Controls

Local master data

e Organization-dependent Subprocesses

® Organization-dependent Control

® Organization-dependent Policies

® Organization-dependent Indirect Entity-level Controls

Organizations

The organization structure is the central common master
data entity in SAP GRC. The organization structure can
be shared among SAP Risk Management, SAP Process
Control and SAP Access Control. Often the structure of
the company codes in SAP can be used, where company
codes are grouped in countries. However, sometimes the
reporting entities are not similar to company codes or
structures and alternative structures need to be devel-
oped, such as by functional area or business unit.
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CAUTION - Organization Structure Setup

Companies need to determine how they will arrange their
organization hierarchy. It is important that this structure is well
considered before building this master data in SAP PC. Consider
the following:

1. What model will be used to define hierarchies and who should
be involved? If multiple GRC components are being installed
(the organization hierarchy is shared by Access Control and
Risk Management), multiple teams might need to be involved
in the setup of the organizations.

2. Additionally the key question is how the organization will
report on compliance. Is that on a company code level, a line
of business level or perhaps a regional level? In some cases
multiple of these reporting requirements need to be adhered
to, and need to be reflected in the organizational hierarchy.

Organizations can be grouped as nodes in an organi-
zation hierarchy, with sub-nodes such as legal entities,
plans, profit centers or divisions.

Central process hierarchy

Defining processes and subprocesses is also an essential
step in master data setup. A process refers to a set of
activities relating to a specific function in an organiza-
tion’s operations, such as purchasing. A subprocess refers
to a subset of activities within a business process, such as
accounts payable within purchasing. Controls are cre-
ated under subprocesses and are assigned to compliance
areas/regulations. A process node can have any level of
nested child process nodes, or a single child level of a
subprocess. A subprocess can only have control as a child
(see Figure 4).

Figure 4. Process hierarchy.
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Business
Process 2

Accounts

Payable Subprocess 2

Control 1

Control 2
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The entire business process hierarchy exists mainly to
provide context for the control; while the amount of
information that can be maintained at the process and
subprocess level is limited. The control is the main SAP
Process Control master data type through which much of
SAP Process Control functionality is presented.

TIP — Master data creation and customizations

There are many dependencies when it comes to Process Control
master data. It is recommended to create the objects in the
following order:

1. Regulations;

2. Control Objectives and Risks;

3. Process, Subprocesses and Controls;

4. Organizations.

Notes:

1. Once all the objects are created, master data assignments
can be performed, such as assigning subprocesses to
organizations.

2. Multiple organizational views can be created if separate
master data is desired for Access Control, Process Control or
Risk Management.

3. Field based configuration can be customized to hide field and/
or allow ‘local’ changes to a field. Attribute values can also
be edited, which results in changed contents of fields in the
controls screen.

CAUTION — Audit trail

It is important to note that nearly all of SAP Process
Control master data has effective dates (from and
to). This helps to drive alignment with regulations,
organizational structures, business process models,
controls, monitoring rules, test plans, assessments,
and surveys that change over time.

TIP — Master data upload

The MDUG tool in SAP Process Control allows
administrators to mass upload data for PC Risk
Management from a MS Excel Sheet. This enables
customers to capture all of their master data in a
single place, which makes reviews and signoffs more
convenient.

Note: the MDUG template can often take multiple

reiterations in order to upload without errors as SAP
checks for multiple items, such as mandatory fields.
Refer to the SLG1 logs for insight into upload errors.

WORKFLOW CAPABILITIES IN
SAP PROCESS CONTROL

Surveys and test plans

When workflows are to be sent out, there need to be
surveys or test plans that guide the user in performing
their task.

Surveys contain a number of questions which need to be
answered by the user in order to complete the task. The
survey questions are set up by the organization itself and
can have multiple answer types. The following answer
types are supported:

e Rating: this provides rating buttons from 1 to 5;

® Yes/No/NA;

e Choice: you can define your own answers;

e Text: free text field.

The surveys can be configured in a way where comments
are required once an answer is selected. The surveys need
to be setup for each workflow (e.g. one for self-assessments,
one for control design assessments, etc). When the work-
flow is planned the survey that needs to be used is selected.
Based on this, the workflow task (both online and offline)
will be created with questions from the selected survey.

Test plans are slightly more elaborate and need to be
created for each control. The test plan includes steps that
need to be performed in order to perform the independ-
ent test, including the sample size and sampling method.
The test plans need to be assigned to controls in the
business process hierarchy. When a test of an effective-
ness workflow is sent to the users, the test plan assigned
to the control is represented in the task. The user that
performs the test plan then needs to execute and pass or
fail each step. When this is done a final pass or fail needs
to be selected for the entire test task.

TIP — Test plan usage

If test plans are maintained for each control,
they also need to be maintained in the system
for each control, e.g. if there are 300 controls,
there will also be 300 test plans, all with multiple
steps. It can be beneficial to create one generic
test plan with the possibility to add control
specific attachments.

A manual control performance plan also needs to be main-
tained for each control for the manual control performance
workflow. This allows the control performance steps to be
assigned to multiple testers, enabling shared ownership for
performing controls and documenting evidence.



Available workflows

To support organizations in carrying out their compli-
ance with regulations and frameworks, Process Control
provides several default workflows to capture execution
of control assessments and control tests. Table 1 shows
the various workflows that are available and how they
can be used and customized within a business context.

Table 1. Available workflows and corresponding user cases.

Perform Control Risk Assessment

Perform Subprocess Design
Assessment

Perform Control Design Assessment

Manual Control Performance

Perform Self-Assessment

Test Control Effectiveness

Perform Control Disclosure Survey

Perform Subprocess Disclosure
Survey

Perform Organization Disclosure
Survey

Perform Indirect Entity-Level Control
Assessment

Test of Indirect Entity-Level Control
Effectiveness

Perform Aggregation of Deficiencies

Perform Sign-0ff

TIP — Use of workflow types

Although SAP Process Control contains many
different assessment and test types, it is
recommended to carefully review the user case
for the different workflows in the organization,
and not to implement workflows that will never

be used.
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The Control Risk Assessment is typically used during the scoping phase and is used to determine the risk around a control failure.
When the risk of failure of the control is higher, this impacts the number of samples that need to be selected for independent testing.

Sub-process Design Assessments are used to inquire sub-process owners about their sub-processes that are set up in the system
and whether these are still aligned with the actual sub-processes that are executed in the business. This is typically performed
annually or bi-annually.

Control Design Assessments exist to periodically check control validity. Inquiries are sent to control owners typically on an annual or
semi-annual basis to ensure the controls in the system are accurate and align with the business.

The manual control performance workflow is sent out to control performers and is meant to document all steps performed to
complete the control execution, including filing all evidence of these steps in the workflow. This provides additional visibility on the
execution of control at a detailed level.

Self-Assessments are used to gather information on the control performance over a certain period of time, by sending a survey with
questions about the control and the execution of the control to the control owner.

The test of effectiveness workflows is used to perform an independent test (test performed by somebody who is not the direct owner
of the control) and determine whether the control was effective over a certain period of time, by taking a sample of the actual control
execution. The effectiveness can then be assessed in multiple ways, such as reviewing the samples or re-performing the samples.

By sending out a Control Disclosure Survey a person who is responsible for a certain number of controls is asked to disclose that he
is aware of his controls performance and any open issues. This will lead to increased accountability and auditability, providing the
management with better comfort with regard to their controls.

A Subprocess Disclosure Survey is sent out to specific subprocess owners to ensure that they are aware of subprocess performance
and any open known issues. This leads to increased accountability and auditability, providing management with better comfort with
regard to their controls.

An Organization Disclosure Survey is sent out to specific organization leaders to ensure that they are aware of controls performance
and any open known issues. This will lead to increased accountability and auditability, providing the management with better comfort
with regard to their controls.

The assessment for entity-level controls is similar to the assessment of a regular control and is used to inform the owner of the
entity-level control about the performance of the control over a certain period of time.

The test of effectiveness for entity-level controls is used to perform an independent test (test performed by somebody who is not the
direct owner of the entity-level control) and determine whether the entity-level control was effective over a certain period of time.

Aggregation of Deficiencies is typically used at the end of a fiscal year or other reporting period to provide higher management with a
grouped view on failed controls. A deficiency level is set for every failed control, so deficiencies can be grouped according to their
levels. When this activity is performed, the management is better informed to determine compliance gaps from the aggregated view.

The sign-off is similar to the mentioned disclosure surveys and is used to provide higher management with better confidence on the
compliance status and open issues. In contrast with the disclosure surveys the sign-off functionality 'freezes' the system to
hard-close a period or timeframe.

For all of the workflows where an effectiveness rating is pro-
vided there is a built in check which forces the user to create
anissue in case the control assessment or test or subprocess
assessment failed. When the issue is created, an issue work-
flow is automatically started. The issue workflow can be
leveraged to follow up on the issue and take corrective and
preventive actions or start a remediation workflow.

IT & Risk Management 7



Workflow setup options

Asnot every organization has exactly the same compli-
ance monitoring processes, SAP Process Control can be
customized to better fit the needs of an organization.
For all assessment and test workflows a review step can
be added in the workflow. The system can also be set

up in such a manner that a review step is automatically
skipped, based on the rating of the assessment or test
(e.g. when the control assessment or test was rated effec-
tive the review step will be skipped).

TIP - Different flows in different entities

When the global system is set up to trigger a
review for every task performed, but this is not
mandatory for all entities within the company,
there is a setting in the master data which
allows to defer from the standard workflow per
organization or per subprocess.

To ensure that stakeholders are aware of the tasks that
they need to perform, the system can send automatic
notifications, reminders and escalations via email. A
notification will be sent to the user that needs to perform
a task when the task is created, a reminder is sent to the
user some time before the deadline and an escalation

is sent to the accountable person just before, or even
slightly after the deadline.

CAUTION - There should not be an overkill
of email

When notifications, reminders and escalations
are all active, a lot of email will be generated.
When too much mail is generated, it becomes
an overkill and people will get annoyed and set
up email rules to automatically reroute or even
delete the messages from SAP Process Control
out of their inbox.

To make the workflows more accessible, SAP Process
Control also enables offline processing, making use of
Adobe Smart forms. By making use of this functionality,
all workflow tasks that are normally performed in the
Process Control system can now be performed using
interactive PDF files and regular email. When making
use of interactive PDF forms, it is really important to
monitor the system upon creation of the PDF’s, and that
PDF’s are correctly sent out.

TIP — Monitoring the incoming tasks

If the offline Adobe forms are used, it may be
beneficial to monitor the process more closely.
The following transactions can be helpful:

e ST22: to troubleshoot short dumps;

e SLG1: to identify possible inbound emails that
have not been correctly processed;

e SOST: to monitor outbound and inbound email
messages.

Monitoring workflows

When workflows are sent out to the internal control
community, it is vital to monitor whether workflows are
also closed before the set deadline. SAP Process Control
provides a standard functionality which shows an over-
view of all open tasks, which user currently needs to take
action on the tasks and whether the task is overdue or
not. This overview can be found in the ‘planner monitor’.

When workflow tasks are stuck, it may be necessary to
push, reroute or even delete existing workflow tasks.

CAUTION - Workflow administration

Deleting existing workflows must be performed
with utmost care. If this is not done properly,
workflow tasks could be damaged, or the
information of other or all workflows could be
removed. When not performed correctly, there
can be a large impact on compliance evidence.




CONTINUOUS CONTROL MONITORING

SAP provides functionality to automatically test controls
in SAP or in other SAP applications. This can provide
great value to organizations and increase efficiencies
around control testing. Automated controls often receive
a high level of interest from auditors. If they are able to
rely on automated controls, there is a potential that their
workload will significantly decrease. There are different
kinds of integration scenarios possible. In this article, we
will discuss the following:

e the ABAP integration scenario;

e the configurable controls scenario;

¢ the HANA integration scenario.

Continuous control monitoring is set up by connecting
the SAP GRC system to other SAP and non-SAP systems.
For SAP systems a RFC connection can be leveraged and
for non-SAP systems a special third-party connector or an
offline connector (with flat files) is necessary. An example
of this is shown in Figure s.

TIP — Automated monitoring requirements

In order to allow automated monitoring in SAP
systems, the relevant SAP plugins (GRCFND_A
and GRCPIERP) need to be installed in the target
SAP system. Additionally a RFC connection
needs to be created and a user with the proper
authorizations should be available.

Once GRC is connected to other systems, data sources
can be created in Process Control. When creating a data
source in SAP Process Control, it is possible to link up
to five tables together. In order to make use of the pro-
grammed or ABAP report scenario, a program or ABAP
report needs to be set up for consumption in the SAP
target system.

Caution — Automated controls: ABAP reports

In the case of the ABAP integration scenarios,
keep in mind that the ABAP program that needs to
be run, needs to be registered in the ABAP Source
system with its variant. The variant can be used to
make distinctions between organizational entities
in SAP. In some cases, additional variants need to
be created as part of a SAP PC implementation.

When setting up configurable controls for SAP systems
aconnectionis made to the target system to gather data
directly from tables. When the data source has been
created (e.g. connection to Toor table) a business rule needs
to be set up in SAP Process Control. In the business rule
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Figure 5. Connection types.
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the logic is provided for the system to determine whether
values found in the data source are in line with the control
(effective) or are not correctly set (ineffective). Based on
this logic the system is able to automatically test controls,
e.g. when the company code in table Toor is not set to pro-
ductive (field XPROD equals X), then the control fails.

TIP — Automated monitoring

A configurable control with a daily frequency only checks a certain
value once a day. If people know at what time the value is checked,
they can still get past the control by changing the value just before
and just after the check is done. To prevent this a change log
check can be set up. The change log check is similar to a normal
configuration control, but provides the changes to the value over a
set period of time.

By doing both the regular value check and the change log check
it is ensured that the control is effective and has been effective
during a set period. This is often the confidence that auditors are
interested in.

Many organizations want to make use of the automated
controls functionality to monitor transactional or master
data controls. However, SAP process control can particu-
larly be used to monitor and test the controls that have
actually been implemented in the SAP application itself,
so-called application controls. The SAP configurable
control functionality can be used for this by performing
blank checks (no data has been maintained for specific
fields), value checks (values below or above certain
thresholds) and change log checks. Itis not easy to check
for duplicate values within a data source.

TIP — Automated monitoring

A change log check is possible when the change logs on tables
have been activated and when the specific table has been flagged
to log changes. The change log on a table can be switched on in
the target systems via transaction code SE15.

IT & Risk Management 9
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In some cases a combination of different kinds of con-
trols can be used to monitor the actual implementation
of the control in the application (required fields within

vendor master data) and the effectiveness of the control

by monitoring actual data in the system (identifying
where required fields have not been populated within
master data).

CAUTION - Configurable controls monitoring:
what is the real control?

The automated control functionality supports
the testing of controls, but it is important

to understand what the actual control is. A
useful example is the duplicate invoice check.
There are multiple settings required in order
to enable the duplicate invoice check. These
settings are:

e the duplicate vendor check in vendor master
data (set as a required field LFA1);

e the warning message that a duplicate invoice
has been posted (SAP Configuration - Change
Message Control);

e the setting that the systems need to check on
additional fields (transaction code OMRDC).

There are actually three controls that are
required to prevent duplicate invoices from
being posted. However, the vendor account
number is always taken into account in these
checks. Nonetheless, most companies still have
many duplicate vendor master data records or
make use of one time vendors, which would
allow the possibility to post a duplicate invoice
line in the system (or typos made in the actual
posting reference number).

A new upcoming solution for control automation is the
HANA integration scenario. When there is a connection
from the SAP HANA System to the SAP Process Control
system, data sources can be set up against SAP HANA cal-
culation view. When this connection isin place a whole
new level of analytics and exception reporting can be
done with SAP Process Control, by leveraging the power-
ful and advanced analytical capabilities of SAP HANA.

TIP — HANA integration

SAP advises the use of scripted calculation views
in SAP HANA to connect to SAP Process Control,
even though both scripted and graphical views
can be used.

Note: not all field types are supported in SAP
Process Control, e.g. timestamp fields are not
supported.

REPORTING AND DASHBOARDING

Throughout the year, and especially at the end of a com-
pliance cycle, every organization wants to know how
they stand against their controls. Thankfully, SAP Process
Control comes with many different reports that can help
organizations see where they stand. In this section, the
most relevant reports for each section are described and
the possibilities of customized dashboards are explained.

Master data reports

Reports in the master data section are mostly used to
check the integrity and completeness of the master data
that hasbeen set up. All changes to master data are auto-
matically captured and can also be reported. The reports
are shown in Table 2.

Table 2. Master data reports.

Risk and Control Matrix Compliance Officer, Auditor
Risk Coverage Compliance Officer, Auditor
Organization and Process Structure Compliance Officer, Auditor
Change Log Auditor
Audit Log Auditor

Overview of processes and controls that are assigned to organizations

Overview of risks per organization and whether these are covered by any
assigned controls

Overview of risks per organization and whether these are covered by any
assigned controls

Comparison of master data between two defined periods. This provides a
direct insight in changes over a period. This report is highly valued by auditors

List of all changes to central or local master data



Automated control reports

Automated controls often receive a high level of inter-
est from auditors. If they are able to rely on automated
controls, there is a potential that their workload will
significantly decrease. The reports in Table 3 can be used
by auditors.

Table 3. Automated control reports.

TIP — Changes to business rules

To report on changes to business rules, the
‘Audit Log’ report in the master data section can
be used to report only on business rules. This
shows all changes to business rules over the
selected period.

Data Source Business Rule Auditor
Assignment
Automated Control Business Rule Auditor
Assignment

Control Monitoring History with Control Owners, Compliance
Ratings Officer, Auditor

Monitoring Issue Status Compliance Officer, Auditor

Monitoring Remediation Status Compliance Officer, Auditor

Workflow-related reports

The workflow-related reports are used to show the actual

compliance status and progress. In the end, compliance
is based on the number of controls that are assessed or
tested with a positive rating. The reports that provide

insights for this are located in the ‘Assessments’ section of

the application. The reports in Table 4 are of interest.

Table 4. Workflow-related reports.

Overview of data sources, the business rules that are assigned against it
and the status of the data sources and business rules.

Overview of automated controls in the system and which business rules are
assigned against them.

Results of control monitoring control tasks and the rating. This provides both
the deficient and adequate automated monitoring controls.

Allissues raised by the automated monitoring process, it provides quick
insights into the number of issues and whether actions have been taken.

All remediation plans that have been created after issues that have been
raised based on automated monitoring tasks.

e o et

Evaluation Results by Organization Compliance Officer,

Organization Owner, Auditor

Assessment Survey Details Compliance Officer,

Organization Owner, Auditor

Test Status by Organization Higher Management,
Compliance Officer,

Organization Owner, Auditor

Manual Control Performance Details Control Owner, Auditor

Issue Status Compliance Officer, Auditor

Compact 2017 3

Overview of workflows (Self-Assessment, Control Design Assessment,
Subprocess Design Assessment, Test of Effectiveness), linked to a
hierarchical view of the organization structure.

Overview of workflows (Self-Assessment, Control Design Assessment,
Subprocess Design Assessment, entity-level control assessments), including
the option to add all questions, answers and comments from the survey.

High level overview per organization of the number of assigned controls, the
number of Control Design Assessments performed (including percentage
failed), the number of Control Self-Assessments Performed (including
percentage failed) and the number of Tests of Effectiveness performed
(including percentage failed).

Overview of executed control performance tasks, including the detailed steps
performed and the comments on them.

Overview of all created issues in various workflows, including their follow up
actions.
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Dashboarding

By default, SAP Process Control provides a number of
standard dashboard reports. Even though this dashboard
can show results for several workflow types (e.g. Assess-
ments, Tests) and even subtypes (e.g. Control Design
Assessment, Self-Assessment), its functionality is lim-
ited and does not provide proper information for senior
management.

Additionally, SAP Process Control now provides func-
tionalities called ‘side panel’ and ‘entry page’. When the
side panel is activated, an additional panel is opened, for
instance next to the organization structure. Upon select-
ing an organization, the side panel will show a small
dashboard with assessment or test details and issue
details for the controls in that organization. Such a
feature can be really useful for end users navigating the
system. The entry page can be set up per role and can be
used to create an entry page with relevant insights into
compliance status, status of control assessments, control
tests and issues. This entry page can be customized as
part of the implementation.

Figure 6. Dashboard example.

Custom dashboards can also be developed based on
data from the system. When creating custom dash-
boards, the following aspects must be carefully
considered:

e Data extraction from (other) systems can be per-
formed in multiple ways (e.g. manual extraction,
replication to a HANA system).

¢ The data must be modeled, so it can be leveraged for
a dashboard (there is logic that needs to be applied).

¢ Organizations must define their own KPIs. Without
proper KPIs, the value gained from the dashboards is
limited.

e Authorizations are different in dashboards: system
authorizations are not automatically captured and
applied. E.g. if a user is authorized to only display con-
trols for one organization in the GRC system, then this
will not be automatically captured in a dashboard as
well. This may require separate dashboards or advan-
ced authorizations for the dashboard if this is possible.

open per organization

Status of Assessments

Average number of days controls open by Organization

Process Control Assessments

This page shows an overview of the !il[l.’ll_i and stalus of assessments, and the average number of days controls are

Control ratings per organization
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TIP — Relevant tables

The master data in SAP Process Control is
captured in HRP* tables (e.g. all object names
are stored in HRP1000, control details are

stored in HRP5304). Other information, such as
workflow information, is mainly stored in tables
starting with GRPC* (e.g. GRPCCASEAS contains
information about assessment workflows).

When custom dashboards are created, organizations are
free to set up the reporting according to their own inter-
est and level of detail. It is often easier to gain higher level
insights and compare different parts of the organization
using custom dashboards. Figure 6 shows a possible
custom dashboard.

CONCLUSION

In thisarticle, we have emphasized the importance

of making the right choices when implementing SAP
Process Control. For the master data, it is critical to focus
on establishing the right organizational structure and
integrating multiple control frameworks. For workflows,
itis very important to determine the use cases and really
integrate the organization’s way of working into the
system capabilities. For reporting, it is all about require-
ments and determining the right reports for the right
audience. Finally, for control automation, it needs to be
emphasized that SAP Process Control is not another data
analytics tool, but a controls monitoring tool. Therefore,
the focus should be on configuration settings. By consid-
ering the cautions and applying our suggestions, which
are included in the online version of this article, SAP
Process Control can be a useful solution to help organiza-
tions achieve their compliance goals.
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