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A practical approach to assess the added value
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In recent years, we have observed a consistent trend towards the standardization and centralization
of IT. Furthermore, Data Analytics (DA) is increasingly shaping our world. Complex analytics are sup-

porting better and faster decisions which is driving rapid investments across all business sectors
([KPMG16]). Now after years of talking, writing and rare implementations we are currently in the

midst of an era where Continuous Monitoring (CM) should also finally come to full fruition, benefiting
from investments in systems and data. We expect to see more and more CM implementations in the
coming years. Especially when supporters of such initiatives can convince decision makers to invest in
technology for which the return on investment is difficult to determine. This article will describe a
practical model which can help supporters to quantify the possible added value of CM.

Introduction

It is both ironic and disappointing that the hopeful bene-
fits of Continuous Monitoring (CM) have still not come
true. In the early years of this decade multiple articles have
been written about this new and promising monitoring
methodology. Advancements in information technology
(IT), new laws and regulations and rapidly changing
business conditions are the drivers for more timely and
ongoing assurance on effectively working controls. CM
was, and we think still is, a methodology which can make
this possible. It enables organizations to review whether
controls and system functions are working as intended on
an ongoing basis.

The best has yet to come

The primary objective of any CM solution is to provide
constant surveillance of data (controls and transactions)
on areal or near real-time basis against a set of predeter-
mined rule sets [Schex3]. In case of an unexpected situa-
tion, an alarm will be triggered and a stakeholder will be
notified. Such timely data enhances better oversight across
the organization, it improves the efficiency of the control
environment, can reduce errors and it can enhance error
remediation. Unfortunately however, concrete imple-
mentations do not pop up out of the ground ((KPMGz2]),
([Hillz6]), ((SANS16)).
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CM should not be confused with another evolving techno-
logy: Continuous Auditing (CA). CA can be used to per-
form audit activities on a frequent basis to provide ongoing
assurance and more timely insight into risk and control
issues. The main difference between these two concepts is
the person responsible. CA is, as its name implies, owned
by the audit function, whereas CM is a process owned by
management. This article will only zoom in on CM.

The added value is acknowledged, but
hard to quantify

The benefits of CM are widely analyzed in the academic
literature. Not only scientists, but also organizations are
aware of the possible benefits. But why are organizations
still reluctant to implement CM? According to the con-
ducted surveys and literature the major barrier relates to
the quantification of the costs and returns ((KPMGz2]),
([Hillz6]), (KPMGx3]). Organizations are eager to learn,
but shy away from high up-front investments ([Schex3]).
In many risk management initiatives the costs are more
apparent than the benefits. Besides that, risks are indis-
tinct and prevented failures are barely visible.

Well this is one of the problems initiators of CM are facing
when defending their business case to decisions makers.
We hope that this article can help them to strengthen
their business case. In the remainder of this article we will
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describe a systematic approach to investigate and present
the added value of CM.

A first step in automating the control
environment

We described that CM can be used to test the effectiveness
of controls on a continuous basis. But when talking about
controls we should first distinguish the different types

of controls, as CM is not in all cases the best solution to
perform and assess them.

Controls can be broken down into two categories: manual
and automated controls. Manual controls are controls that
are initiated and performed by people. Automated controls
are fully implemented and performed automated systems,
without the intervention of humans.

When writing about CM we need a further distinction
between preventive and detective controls. Preventive
controls are in place to prevent errors and inconsistencies
from occurring. They are proactive and designed to keep
problems away in the first place. Detective controls, on
the other hand, are in place to detect errors and inconsis-
tencies after they have happened and have been missed by
preventive controls (Figure 1).

Preventative and automated controls are favored
([CAPG16]), which can be illustrated by the example of a
new car. Would you prefer to have a car which automati-
cally detects a mechanical problem and that prevents you
from starting the car to avoid further damage (preventa-
tive-automated control); or a car that grinds to a sudden
halt when a mechanical problem is detected, ending up
with high maintenance costs (manual-detective control)?

Automating controls, especially when they are preventive,
will increase both the efficiency and reliability of an orga-

nization’s control environments. However, some controls
cannot be turned from manual and detective, to automa-
ted and preventive. This is the point where CM enters the
picture as an instrument organizations can use to further
improve the effectiveness of their internal control envi-
ronment (Figure 1).

CM will continuously analyze a certain behavior and will
trigger an alert to the control owner in case of an excep-
tion. This control is by nature detective. However CM is
able to detect anomalies automatically and can monitor
this on a (near) real-time basis. We can for example shift
the manual detective control of monitoring possible dupli-
cate vendor invoices to an automated detective control.
This isillustrated in the example below, where a distinc-

Automated
preventive controls

Automated
detective controls

Level of reliability (effective)

Manual
preventive controls

Manual
detective controls

Level of economic value (efficiency)

Figure 1. Matrix with type of controls.

Control Executing Control Testing

Manual detective Automated detective

A list of all invoices is prepared
each week and provided to the
control tester.

The duplicate invoice check is
automatically performed (near real
time) based on actual postings
(transactions) in the application.

Manual detective Automated detective

The control tester performs a
manual review on possible
duplicate invoices and will
determine follow up actions when
necessary.

The control tester automatically
receives a notification when, and
only when, a possibly duplicate
invoice is detected and can
immediately determine follow up
actions.

Table 1. Example of a manual detective control versus an automated detective control.
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Continuous Monitoring (CM) should finally come to
full fruition, benefiting from the investments in sys-

tems and data

tion is made between the control execution and the control
testing activities.

It sounds logical when people state that a mix of auto-
mated preventive controls together with (real-time)
automated detective controls would be the optimal state
for organizations. However, in almost every organization
some manual controls will remain.

A supporting model that contributes to
your business case

Now we have explained in which control area CM is most
valuable the question arises whether and when organi-
zations should embrace it. In order to get better insights
into this question we have developed a model that asses-
ses its potential added value, compared to the traditional
approach of executing and testing controls manually.

Table 2 shows at a high level the differences between a
manual detective control and an automated detective
control (CM). Within a manual control environment, con-
trol owners have to perform eleven steps to execute and
test this particular control. In contrast to this traditional
approach, CM reduces the number of steps to four. Instead
of performing all manual actions, the control owner only
receives a notification when an exception has occurred or a
business rule is violated.

This all seems attractive, but how can we assess the added
value to support the business case? The model presented
in Table 2 can help decision makers in answering the most
important questions when deciding to redesign their
existing manual controls: Can we save money by making
use of automated detective controls? Can we improve the
assurance level of our organization and does the quality of

Efficiency

Performing a manual control mostly contains three activi-
ties: Executing the control, testing the control and revie-
wing its effectiveness. Efficiency benefits can be assessed
by comparing the time it takes to perform the traditional
control and the expected time to perform the redesigned
automated detective control. If you multiply this with the
costs of your resources, it will indicate the efficiency gains.

In contrast to the monetization of the efficiency domain,
the model proposes to quantify potential assurance and
quality benefits by making use of scales ranging from 1
tos.

Assurance

With CM we can automatically assess the entire popula-
tion of transactions, while in the traditional approach we
normally assess the control effectives based on a sample
from of the complete set. Besides that, the reporting fre-
quency can also be enhanced. Due to a continuous wor-
king control CM is able to automatically detect anomalies
and alert on a near real-time basis. By scaling the scope of
transactions and reporting frequency of a traditional con-
trol and comparing it to the automated detective control,
organizations can indicate possible assurance gains.

Quality

As depicted in Table 2, CM can replace human interven-
tions by automated components which has the potential
to reduce the amount of mistakes during the execution

Manual detective control

Logon to ERP 1.

Automated detective control

User receives e-mail alert with

c

our control environment increase? = 2. Start Program c report if exception occurs
o 3. Provide Parameters o

. . . .. "5 4. Run Report / Dump to Excel '5'

This model categorizes the potential benefits of a CM initi- B < Analyze Report 5

ative into three different domains: Wl Sign Document o

1. efﬁciency; 7. Save Document

2. assurance;

3. quality. - 8. Analyze control - 2. Analyze control
] 9. Follow up on report ] 3. Follow up on report
= 10. Sign-off / Review = 4. Sign-off / Review

Table 2. Manual detective versus automated detective.
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Efficiency Executing

Testing

Reviewing

Scope of Transactions

Reporting Frequency

Sensitivity to Errors

Sensitivity to Fraud

Contribution to Compliance

Costs of executing

(people executing control * hours * hourly rate)
peop g y

Cost of testing

(people testing control * hours * hourly rate)

Cost of reviewing

(people reviewing control * hours * hourly rate)

0% -20%

20% - 40%

40% - 60%

60% - 80%

80% -100%
Annually

Monthly

Weekly

Daily

Continuous
Extremely sensitive
Highly sensitive
Moderately sensitive
Slightly sensitive
Non sensitive
Extremely sensitive
Highly sensitive
Moderately sensitive
Slightly sensitive
Non sensitive

Low contribution
Slight contribution
Moderate contribution
High contribution

Very high contribution

Table 3. Quantifying Continuous Monitoring Model.
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and testing of this error-prone process. Scaling the error
sensitivity of performing manual controls and comparing
it to the redesigned automated detective control gives
organizations an indication of the quality of their control
environment. The same goes for the sensitivity to fraud. By
making use of automated detective controls, the opportun-
ity of capturing fraudulent activities will increase.

How it works in practice

Let us show you how this model has been used in practice
and how it can contribute to assess the added value of CM.
Since 2008 an organization operation in the Consumer
Goods industry has been maintaining an Internal Control
Framework (ICF) that covers multiple business proces-

ses for five entities, all in different countries. In the past,
an ICF created in Microsoft Excel was in place to mitigate
identified risks by performing mainly manual controls.
The evidence of these controls were filed in physical bin-
ders within each entity.

A few years ago this organization decided to improve the
maturity of their control environment by implementing
CM. They selected KPMG as their design and implementa-
tion partner and selected ten controls to be implemented
in CM. This selection was purely based on the organiza-
tion’s estimate of the efforts it took to perform the particu-
lar controls, but it did not take the assurance and quality
aspects into account.

We assessed these controls after the implementation to
determine the added value of this change from manual
detective controls to automated detective controls through
the introduction of CM. Two examples are explained
below in Figure 2 and Figure 3. Please note that the crite-
ria of the model in Table 3 are used in these figures. The
results are presented in a Waterfall chart to indicate an
increase or decrease in either monetary terms or level of
the control environment. The grey color depicts the tradi-
tional control, where the green color presents the control
supported by CM.

We again use the possible duplicate vendor invoices
control as an example. Instead of logging on to the ERP-
system, starting the program, providing parameters, run-
ning the report and analyzing the duplicate vendor invoice
reports for all five different entities, CM is able to alert a
specific stakeholder within the whole organization after

it detects a duplicate invoice. Less man hours are neces-
sary to execute and test this particular control, especially



1. Possible duplicate vendor invoices

Control Possible duplicate vendor invoices
Entities 5
Type IT-dependendent manual
[ | | Assurance | | Quality
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* Based on an average

hourly wage of € 33,-

COST SAVING: € 5.940,-*

Scope of Transactions

0% -20%
20% - 40%
40% - 60%
60% - 80%
80% -100%

VALUE INCREASE: (Assurance + Quality) = 6

Reporting Frequency Sensitivity to Errors Sensitivity to Fraud Contribution to Compliance

1 Annually 1 Extreme sensitive 1 Extreme sensitive 1 Low contribution 1
2 Monthly 2 Highly sensitive 2 Highly sensitive 2 Little contribution 2
3 Weekly 3 Moderate sensitive 3 Moderate sensitive 3 Moderate contribution 3
4 Daily 4 Little sensitive 4 Little sensitive 4 High contribution 4
5 Continuous 5 Not sensitive 5 Not sensitive 5 Very high contribution 5

Figure 2. Waterfall chart showing the added value of CM for the possible duplicate vendor invoice control.

Scope of Transactions
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2. Changes to Vendor Master Data
Control Changes to Vendor Master Data
Entities 5
Type IT-dependendent manual
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Reporting Frequency Sensitivity to Errors Sensitivity to Fraud Contribution to Compliance

Figure 3. Waterfall chart showing the added value of CM for the changes to vendor master data control.
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1 Annually 1 Extreme sensitive 1 Extreme sensitive 1 Low contribution 1

2 Monthly 2 Highly sensitive 2 Highly sensitive 2 Little contribution 2

3 Weekly 3 Moderate sensitive 3 Moderate sensitive 3 Moderate contribution 3

4 Daily 4 Little sensitive 4 Little sensitive 4 High contribution 4

5 Continuous 5 Not sensitive 5 Not sensitive 5 Very high contribution 5
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Client statements: this model can certainly be

of value for the decision on whether and how

to implement CM

when realizing that the control was tested in five different
entities. By using the Quantification CM model we deter-
mined that the decrease of these manual activities lead

to areduction of 180 man hours. This leads to a reduction
of EUR 5.940 euro on a yearly basis, based on an average
hourly wage in the Netherlands of EUR 33.

Besides the cost saving that is quantified in financial
terms, the level of assurance and quality has increased.
The organization for example performed this control on a
weekly basis. CM ensured that the control is now executed
on a near real-time basis. Furthermore, the organization
has argued that they are less sensitive to errors by redu-
cing the manual actions. Moreover, they are less sensitive
to fraud due to a faster detection of possible fraudulent
activities. We have summarized these benefits and depic-
ted them in Figure 2. Another example (Figure 3) depicts
the added value of CM when automating the changes to
vendor master data (bank details) control.

Through the implementation of CM the organization can
save EUR 1.386 on labor costs per year. These labor hours
can be saved through a similar reduction of manual activi-
ties as with the possible duplicate vendor invoices control.
The testing of this control in CM is less labor intensive
than testing the traditional control. In the past, the gen-
erated SAP report contained all modifications such asa
changed vendor address, zip code, representative and so on.
CM enables the case organization to only assess changed
bank account numbers. This has decreased the testing
efforts of the control. Additionally, as with the duplicate
invoice control the Quality and Assurance has increased.
For example, due to more targeted and specified reports the
respondent argues that the sensitivity to errors and sensi-
tivity to fraud has decreased.

Concluding

By making use of the proposed model the organization
was able to identify that the change from manual detective
to automated detective controls, by the introduction of
CM, was successful; in terms of cost efficiencies, the degree
of assurance and the quality level of their internal control
environment. The organization argued that the model can
certainly be of value by the decision on whether and how
to implement CM,; it would certainly contribute to the
business case and control selection process.

It’s Time to Embrace Continuous Monitoring

The model is a first endeavor that can be used ex-ante,
where it can help organizations reviewing whether the
change from manual detective to automated detective
controls is worthwhile, or ex-post where it can support the
organizations in evaluating the implementation of CM.

With the introduction of this model we hope to contribute
to the long journey of CM. We strive to remove a piece of
the existing implementation barriers. As there are just too
many opportunities by the introduction of this techno-
logy, it is now time to make these visible and embrace CM!
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