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technical details. Since that time, the 
developments have been tremendous, 
of course encouraged by the push for 
technology, which continues to this 
day. IT is fully embedded in everyday 
life and in economic reality. Today 
companies are shifting to become 
such things as the first fully digital 
insurer or a digital hospital, among 
other examples.

The IT audit and assurance portfolio 
has evolved to support the full CIO 
and CFO agenda. The life cycle of 
IT, starting from strategy through 
to handling legacy systems, from 
development to operation and 
maintenance, from conceptualizing 
business cases to improving IT cost 
efficiency, from narrow IT support to 
full stakeholder management, is now 
the working domain for the modern 
IT advisor and assurance provider. IT 
has become a Board agenda item, and 
a well-equipped IT auditor must play 
a role on this level. It is not only about 
having the technical skills, but many 
other competencies are required to be 
a top specialist in this field.

Tilburg University conducted a ret-
rospective of 25 years of IT auditing 
education and research in 2013. As 
part of that retrospective, an inter-
view cycle was performed to discuss 
driving forces for our profession. 
What will the IT landscape look like 
in 2025, and what contributions are 
expected from the IT audit and advis-
ory function? Being dynamic and 
moving forward creates huge oppor-
tunities for our profession, while 
staying in an “as-is mode” will prob-
ably be hugely downplayed. At KPMG 
we strongly embrace the dynamic 
and forward-looking approach, as 
most transformations will be based 
on technology. This identifies the 
need for IT specialists who can work 
with the following 5 driving forces:

1.	 Full transparency. In the past 
year more data was produced 
than in all years before. Such data 
increases social transparency. 
Consumers can find answers to 
their questions in a flexible way. 
There is no place any longer for 
secret data and hiding informa-
tion. This creates huge opportu-
nities for an IT auditor in terms of 
validating the quality of data and 
processes; on the other hand, the 
need for IT audit and advice could 
decrease dramatically if consum-
ers are empowered to find their 
own answers.

2.	 Shared values. Today’s society 
will shift towards implementing 
the shared value approach of Har-
vard’s Professor Porter. Companies 
are not only driven by maximiz-
ing profit, but also by people with 
global concerns, which needs to 
be reflected in the reporting. This 
has inspired integrated reporting, 
which at KPMG we define as a 
“True Value” approach. How will 
the IT auditor and advisory ser-
vices contribute to these concepts? 
How can we make sure our ser-
vices are embracing the shared 
values? Big data approaches can 
be of enormous help in this space. 
Our current assurance services, 
focused on providing assurance 
about the quality of historic data, 
will not be enough. We must 
provide assurance about the 
quality of data at every moment 
in time.

3.	 Earned trust. We do not rely any 
longer on institutes. In today’s 
world we tend to trust other 
individuals. On the Internet we 
rely on public opinion as a basis 
for buying services or products. 
In the corporate world we still see 
waves of legislation and compli-
ance rules in reaction to incidents, 
whereas in general we want to 
decrease the volume of legislation 
and rules. The decreasing import-
ance of institutes also positions 
the IT auditor and advisor differ-
ently. Of course your home base 
helps in creating credibility, but 

your individual behaviors and 
skills are much more important. 
How well do you perform as a 
team member, and which new 
services do we need to develop to 
earn the trust of society?

4.	 Always in beta. Information 
Technology always has inherent 
flaws. This basically triggers the 
need for ongoing IT audits. Instead 
of performing these audits after-
wards and fixing problems from 
the bottom up, we will be forced to 
act from the top down, ensuring 
the system is secure by design. 
How can we contribute to the 
definition and implementation 
of secure solutions? The for-
ward-looking agenda for inform-
ation risk management not only 
covers incident handling, but also 
covers topics like risk appetite, 
worst-case scenario, and agility 
to respond. The IT auditor needs 
to play a role as a partner in the 
business.

5.	 Not an “either-or” but “we 
need it all” society. We will need 
in-depth specialists to validate the 
details of new and embedded IT 
solutions and controls. It is expec-
ted that the need for specialists 
will increase. On the other hand, 
we also need generalists who can 
identify the full value chain and 
make sure all specialized answers 
can be integrated into answers 
for our clients. This will create 
huge dynamics in which assur-
ance products probably will also 
change. Only providing assurance 
for discrete topics covering his-
toric data is not acceptable in the 
new world.

There are huge opportunities for IT 
audit and advisory: that’s the opti-
mistic approach. It is about matching 
the demands of the future, in dia-
logue with all stakeholders. Our IT 
auditors and advisors are equipped 
for this journey. We certainly will 
drive these services towards 2024, 
which for KPMG will mark a special 
anniversary: 50 years of providing IT 
audit and advisory services.
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 “Well we know where we’re goin’ 
but we don’t know where we’ve been 
and we know what we’re knowin’ 
but we can’t say what we’ve seen 
and we’re not little children 
and we know what we want 
and the future is certain 
give us time to work it out.

We’re on a road to nowhere   
Come on inside   
Takin’ that ride to nowhere   
We’ll take that ride”

We’re on a road to nowhere. It 
was 1985 when the Talking Heads 
recorded that song, and it still res-
onates throughout our practice 
today. Although we do not have all 
the answers, and we never will, our 
intention is to be forward-looking, 
and we are willing to take that ride.

Ten years earlier, around 1974, KPMG 
launched the first IT audit practices, 
demonstrating the need for a spe-
cialized service to support the finan-
cial auditor. IT became relevant in 
supporting the financial back-office 
processes, and the regular financial 
auditor was not able to cope with the 


