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This article showcases how Information Risk Manage-
ment can work, and what Information Risk Management 
can bring to a company. It also describes the key capabili-
ties that are needed to realize the benefits in common prac-
tice. The best Information Risk Management is not created 
overnight, certainly not in large and complex companies. 
Therefore we call this the 2020 Vision of Information Risk 
Management.

The Working Environment of an 
Information Risk Manager in 2020

Today most Information Risk Managers perform tedious 
risk processes, either on the input side or on the output 
side. On the input side, it is very difficult to definitively 
assess risk level. “Definitively” in this context means 
based on measureable risk factors instead of high-level 
assessments like: “The risk is about the same as last year, 
I think nothing has changed.” On the output side, there 
are issues in reporting on risk, starting with collecting 
the requisite data to provide a clear overview to business 
management regarding the risks the organization is fac-
ing. Furthermore, it is very difficult to link the informa-
tion risks to business risks. In most large organizations all 
the mentioned risk activities (input, processing, output) 
take up enormous amounts of energy, without producing 
a definitive risk overview.

In drawing this picture of today’s Information Risk Man-
agement, we want to envision an ideal situation in the 
Information Risk Management of tomorrow. There cer-
tainly is a need to move toward better Information Risk 
Management, which today is insufficiently aligned with 
the current environment. Today’s environment is a hyper-

Introduction

Throughout the years, Information Risk Management has 
identified risks associated with the IT environment. Risks 
have evolved with changes to that IT environment. In the 
’70s and ’80s, computers were entering the work space, 
and they were centralized and well managed. They were 
large mainframes, water cooled, taking up valuable space 
the size of a large office, but with less power than today’s 
average calculator. Risk Management was focused on busi-
ness continuity issues, which were mitigated by backup 
and recovery functions. In the beginning of the ’80s new 
risks emerged as “high-powered” PC’s were entering the 
market. Computing power moved out of the central com-
puter room into the private working space of employees. 
Although the first network communications were slow, 
and were only enabled when needed, the current IT envi-
ronment demands always-on, all-encompassing network 
connectivity. Businesses have been moving in parallel 
with these changes, becoming increasingly dependent 
upon the availability of PC’s, servers, network connectiv-
ity, large storage capabilities, huge processing power, the 
internet and cloud computing. Data and information is the 
life blood of the business, and in some respects, is a compa-
ny’s most important asset. Imagine if all the information 
that is used to steer an organization were suddenly lost. In 
a manufacturing context, production lines would grind to 
a halt, distribution would lose all direction, and managing 
accounts would become a real challenge. 

Although IT has changed dramatically, Risk Management 
in essence is still the same as always. The complexities in 
IT are much more difficult than they were in the ’70s. IT 
has grown from specialty to commodity, and threats are 
changing by the minute. 
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Department-specific views
In developing a single view on risk, it should be easy to 
create custom views for Finance, Sales, IT, but also for 
functions like CEO, COO, etc. In these views, risks will 
be displayed that are very specific to the department at 
hand. For example, the Sales department would see risks of 
disclosing cost and markup prices (not the risk of hacking, 
which is not a direct risk the sales department typically 
faces). The IT department would see risks of hacking, and 
so on. 

Evolution of risks
With all this data on risk, there is just one more element 
needed to see risks over time: a time stamp. The Informa-
tion Risk Manager of 2020 has the ability to zoom in on 
specific risks, organizational entities, or threat catego-
ries, and would be able to see how the risk levels have 
changed over time. The risk of hacking or cybercrime 
would emerge somewhere in the 80’s: popping up as a little 
dot, then growing to a serious threat over time. Another 
benefit of this is that it would be possible to extrapolate 
this view in order to predict the biggest threats. If linked 

connected world in which managing 
your own network is not enough. It 
is also an environment that is much 
more dynamic than it was twenty 
years ago: new threats might emerge tomorrow or next 
week, threats for which we have no planned response. 
Today, your risk process has to be agile.

If an Information Risk Manager in 2020 had “carte blanche” 
to design the organization’s IRM-world, what would it look 
like? Let’s select a couple of items for a “wish list,” and have 
a look at how they could contribute to risk management 
in 2020.

Single view of risk
First of all, the 2020 risk manager would have a single view 
of risk. This means that there would only be one place to 
find all the necessary data for reporting on Information 
Risk. This single resource would include information 
about all assets: from infrastructure assets such as routers, 
to business software and the business processes. Also, this 
single resource would contain information on risk factors 
related to joint ventures or third-party service providers, 
since they all impact risk levels.

Real time
Taking the concept of an optimum resource for assessing 
risk a step further, there would not only be a single place 
to find data about risk, but also the ability to view it in real 
time. With one push of the button, the Information Risk 
Manager could obtain a current overview of risk levels. No 
more ad hoc questionnaires or workshop assessments; no 
more chasing non-responders for their assessment of the 
current status. Data is fed into the system, either by auto-
mated scanning or by specialized staff, and is evaluated in 
real time for increased levels of threat, impact or vulner-
ability.

Dynamic reporting
This real-time view would also provide more detailed 
information, on demand. Although high-level manage-
ment would normally be interested in the company over-
view, there might be reasons for them to drill down. For 
example, if an alert were triggered, management might 
want a report on the situation: it might be the local IT 
infrastructure, or it might be the core-ERP system. This 
could be a very powerful tool for the Risk Manager, based 
on data analytics and well-designed dashboards.

In most large organizations risk 
activities (input, processing, output) 
take up enormous amounts of energy, 
without producing a definitive risk 
overview

Figure 1. A department-specific view.
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menting them would be on the risk level. Both the effect 
on the risk level and the cost of the control measures is set 
out. In this way it is possible to find the optimum balance 
between risk reduction and increased cost levels.

Rationalized remediation
Since the IRM manager can pinpoint risks, and what the 
sources of the risks are, it is possible to remediate only in 
the areas where risks rise above accepted levels. In essence, 
it is not necessary to remediate compliance failures by 
default, just because a control has failed. Also, it might 
not be necessary to act on increased threat levels, as long 
as the risk levels remain below what is acceptable to the 
organization. Of course, spending money to remediate is 
not just based on compliance failures. It is also based on 
projections, emerging threats and so on. By extrapolating 
current trends, it is possible to make well-balanced invest-
ment decisions.

Overlooking the risk chain
In the hyper-connected world we live in, there is a need for 
looking beyond our own familiar boundaries. Depending 
on the relationship, partners in joint ventures and third-
party suppliers can have a huge impact on a company’s 
data flows . A well-accepted risk level in our own organiza-
tion might rise sky-high when security at a third-party 
data communications provider is found to be not up to 
specs. In the risk management processes of 2020, there 
should be a link with the risk management processes of 
our business partners. The same risk assessment processes 
would be used, making it easy to obtain risk levels from 
our vendors and link them to our risk levels. The drill-
down capability mentioned earlier in “Dynamic report-
ing” could identify a specific vendor as the source of an 
increased risk. 

Needed Structure and Key Capabilities for 
the IRM Function in 2020

In order to continuously manage and mitigate the infor-
mation risks, the organization needs to be able to address 
these risks in a flexible and ongoing manner. This requires 
a central and overarching perspective on those risks that 
require management attention. An emerging threat land-
scape, a change in business activities, and a shift to using 
new technologies: these are all indicators that the risk 
landscape is changing. So far IRM methodologies and IRM 
models have not been able to capture this, in practice, in a 
dynamic way. For IRM practice to be able to provide a real-
time and accurate view of the current risk environment 
would be the next step in the maturity of IRM. 

to scenario modeling, it would be possible to identify the 
impact of possible future threats on the risks to IT and to 
the business.

Risk based, linked with the business
The main objective of the IRM function is to continuously 
manage information risk and link it to business risk, with 
the sole purpose of determining the impact on business 
risk in order to provide dynamic, risk-based protection. In 
many large organizations Risk Management is limited to 
Compliance Management, i.e. reporting on the percentage 
of controls that are effective. However, business is crying 
out for insight into Risk! If controls fail, what does it mean 
for my business? The level of compliance as a figure on its 
own is not informative. In the 2020 vision, the risk man-
ager is able to report on risk instead of compliance. More 
importantly, the risk manager is able to report on busi-
ness risks, because threat categories in the IT-domain are 
linked to business processes. 

Risk appetite
The risk manager of 2020 has an updated overview of 
risk appetite. The risk appetite is set by the business, as a 
measure of the level of risk the business is willing to take. 
When risk levels rise above the threshold of tolerance, 
action is taken to reduce the level of risk, either by initiat-
ing controls or by implementing additional measures on 
the level of the IT-infrastructure. Risk appetite is deter-
mined by modeling worst-case scenarios, which help the 
business imagine possible impacts. Risk managers can 
select and present control measures to the business, imme-
diately showing the business what the effect of imple-
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Figure 2. Evolution of risks.
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 • Risk Treatment – the process of controls selection and 
implementation, or determining other treatment options, 
including risk acceptance or avoidance;
 • Compliance Monitoring – the process of control compli-

ance monitoring;
 • Security Monitoring – the process of incident response 

and surveillance, threat and vulnerability management.

The four core IRM processes must be fully standardized 
across the organization. They must also be integrated 
via a Risk Register and by using automated processes to 
perform IRM with extensive workflow mechanisms. 
Integration also means that newly identified threats will 
feed the risk assessment process, making the risk register 
a dynamic system.

The IRM function ensures all information risks are moni-
tored, identified and handled as part of regular business 
processes. The concept of a Risk Register plays a crucial 
role in this model: it acts as the heart of information risk 
management, where all risks are listed as they are input 

The major elements in the 2020 vision are: 
 a real-time view of actual IRM risks that provides senior 
management with insight into the risks that exceed the orga-
nization’s risk appetite and require attention. The risk view is 
an integral part of the business, and is aligned with enterprise 
risk management. IRM is able to assign resources to the risks 
that matter in an agile way, and is able to provide business 
opportunities.

 
Combining the earlier mentioned “wish list,” the IRM 
function of 2020 would look like Figure 3, outlining the 
required key capabilities. These key capabilities will be 
explained further in this article.

Key Capability 1: Integrated, standardized IRM 
processes, linked together by the Risk Register

In the center, we see the four core IRM risk processes, in effect:

 • Risk Assessment – the process of performing risk 
assessment;

RISK
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Figure 3. Key capabilities of IRM.
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Using worst-case business information scenario plan-
ning to determine the information risk appetite
In many organizations it is a common “Pavlovian 
response” to immediately start drafting and implement-
ing controls when a risk is identified, without asking what 
level of risk is acceptable. These decisions are often made, 
although with all good intentions, by IRM profession-
als without consultation with the appropriate business 
representatives.

In the IRM 2020 world, business representatives will iden-
tify the level of risk they are willing to take (risk appetite), 
which allows for risk management in the most efficient 
and economical way possible. 

This requires a sound and structured process to define 
the risk appetite of the business, by using the technique 
of worst-case business information scenario planning. 
This process must translate the risk appetite into discrete 
levels of acceptable risk, taking into account factors like 
changing business models, new and/or changing legal and 
regulatory requirements, as well as emerging IRM indus-
try standards.

Key Capability 3: Bottom-up continuous compliance 
testing / monitoring

Compliance testing / monitoring is also an essential 
function of IRM 2020. Whether it is monitoring for spe-
cific regulatory requirements, for internal control, or for 
certification reasons, organizations are used to testing 
typical controls. In the world of IT auditing, the results 
of controls monitoring are binary: either the control is 
operating effectively or it is not. Knowing the results from 
controls monitoring helps managers verify and approve 
current protocols, and it also provides valuable insight 
into whether, in practice, risks are being effectively miti-
gated or not. Where control failures are identified, the risk 
is apparently not being effectively mitigated.

In the IRM 2020 world, we will have extensive and con-
tinuous compliance monitoring, using sophisticated tools. 
This continuous compliance monitoring will enable an 
organization to have nearly real-time view on the compli-
ance level of IT assets. Of course, IT assets that require 
continuous monitoring will not be limited to those within 
the boundaries of the organization. Some IT assets will 
be outsourced to managed services providers or cloud 
providers, and some will be managed by the organization’s 
business partners.

from the IRM processes, and where the strategy of manag-
ing relevant risks comes together. Based on the informa-
tion in the Risk Register a real-time view of the risk status 
can be provided (both within the IRM function and also 
outside of the function) to stakeholders in the business 
and to IT management.

One important prerequisite is having a uniform approach 
to Risk Management throughout the entire organization. 
In large organizations there might be multiple IRM staff 
who all need to adopt the same methodology to achieve 
comparable risk results. Clear governance needs to be in 
place to enforce this.

Key Capability 2: Top-down, proactive Risk 
Management – determining the risk appetite

Linking to enterprise risk management
IRM must be part of the business context and must be 
fully aligned with business goals and needs. Only then 
will IRM be able to show its added value by providing 
insight into business opportunities and risks that should 
be avoided. To be able to show the added value of the IRM 
function, the IRM risks need to be mapped or linked to 
business risks (or “enterprise risk management”). This 
enables a top-down approach where IRM and ERM are 
aligned instead of existing in two separate worlds. 

This brings us to another important prerequisite: asset 
management. Since there is an undeniable relationship 
between business processes, applications and infrastruc-
ture, it is necessary to define these relationships, so that 
risks on the infrastructure level can be linked to specific 
business processes. This is not going to be easy to accom-
plish.

Business entity

Enterprise Risk Management

Information Risk Management

Business process

Business
IT application

Business
IT application

Business
IT application

IT infrastructure IT infrastructure

Figure 4. Alignment of IRM and ERM.
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ties. Therefore it’s necessary to translate from individual 
vulnerabilities to categories of vulnerabilities on the level 
of risks. In this way discovering vulnerabilities leads to an 
increase in the risk level. As long as the adjusted risk level 
does not exceed the risk appetite level, no direct action is 
required.

There is a critical consideration that is easy to forget here. 
Performing penetration tests or other scanning activities 
results in discovering vulnerabilities in the selected areas, 
while other areas not subject to the test might appear to be 
safe. It is therefore important to be able to extrapolate the 
results of testing in one area to other areas, when there is 
sufficient similarity to support comparison. This might 
mean that a vulnerability category is adjusted over a range 
of assets, although not all these assets have been tested. 

Incidents – analysis leads to understanding threats 
and vulnerabilities
As indicated by an ISF report in September 2012 (“You 
Could Be Next: Learning from incidents to improve resil-
ience, ISF 2012”), incident response is an often overlooked 
area. The ISF report even states that Risk Management 
is incomplete without post-incident review. An informa-
tion risk management incident is the exploitation of an 
existing vulnerability by a threat. Vague definitions, such 
as provided by ITIL (“Information security incidents are 
those events that can cause damage to confidentiality, 
integrity or availability of information or information 
processing”) do not help much. In practice a distinction is 
often made between an event of interest (EoI) and a secu-
rity incident, where the EoI can, but not necessarily will, 
lead to an incident. Organizations are inclined to solve 
incidents as quickly as possible to be able to get back to 
normal operation. This is not surprising: the controls that 
have been implemented to mitigate the risk have failed, 
and the risk of an incident occurring has become reality. 
However, security incidents should be carefully analyzed 
for the underlying problem (also known as the root cause), 
as this might indicate a structural failure among controls, 
a general increase in vulnerabilities, or an increase in a 
threat. This information must be captured and incorpo-
rated into the central Risk Register to be able to determine 
changes in the risk posture.

Key Capability 4: Anticipating 
emerging threats

Threats – changes in the threat landscape affect risk 
levels
A hot topic in the media these days is cyber attacks. It 
is almost impossible not to have noticed the increase in 
external threats sometimes called cyber crime or even 
cyber warfare. Organizations should be careful of believ-
ing too readily in media hype, on the one hand; but on the 
other hand, they should not be blind to the fact that cyber-
related threats are emerging. 

These threats are a factor in determining risk levels, but 
the actual threat is difficult to assess with a mathemati-
cal accuracy. These threats are external, and it is difficult 
to estimate the threat level. There are, however, several 
sources that can determine changes in threat levels. 
Scientific reports on natural disasters, internal data on 
IT equipment theft, and cyber intelligence reports from 
governmental institutes are just a few examples of sources 
that can provide insight into the decrease or increase of 
a threat level. It is important to include a threat-man-
agement process in the IRM function, as an increase or 
decrease in the threat level might mean that an organiza-
tion’s response is no longer appropriate (either too much or 
too little is being done to mitigate the threat). 

Changes in threat levels often focus on cyber-related areas, 
such as hacking and espionage. Although this area is see-
ing the highest degree of change, it should not be forgotten 
that other threats are also subject to change. In the IRM 
2020 model, threat intelligence is considered to include all 
areas of threat management.

Vulnerabilities – findings have impact on risk levels
In recent years the focus has been on identifying vulner-
abilities in the IT environment, especially within the IT 
infrastructure. Ethical hackers identify numerous tech-
nical vulnerabilities in IT systems through performing 
penetration tests. In addition, automated tooling performs 
scanning activities with even more (negative) results. 
Apart from the obvious response (fix the vulnerabilities), 
these results should be assessed to determine whether 
these vulnerabilities affect the risks documented in the 
Risk Register.

This poses a challenge for the security professionals, as the 
identified vulnerabilities cannot be related one by one to 
specific risks. It is not uncommon that an ethical hacker 
or penetration test discovers several hundred vulnerabili-

Bottom-up real-time insight  
into risk shows the heartbeat of 
Risk Management
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Regarding information risk management, this quantifi-
cation is not supported by hard figures that make it pos-
sible to quantify risks. However, the IRM function needs 
a uniform method to quantify risk. If risk is defined as 
the result of Threat level, Vulnerability level and Impact 
level, then IRM needs a method to assign numbers to these 
levels. This will be one of the most challenging aspects of 
IRM in the coming years. To make it even more challeng-
ing, the levels constantly change, due to increased threat 
assessments, compliance failures, or newly discovered 
vulnerabilities or re-assessed impact levels.

The risk quantification, feeding the risk register, will also 
allow managers to steer towards sustainable IRM improve-
ment programs. Based on the risks in the Risk Register, a 
project portfolio plan can be drafted to identify projects 
and programs that aim at improving the risk treatment 
in a sustainable way. With this intelligence, organiza-
tions can spend their resources on those risks that matter, 
resulting in a rationalized risk remediation.

Conclusion

Even though the IT landscape has changed dramati-
cally since the ’60s and ’70s, IRM methodologies have 
not changed all that much. True, IRM processes have 
successfully identified new risks arising in our current 
environment, but the process and the tooling that is used 
to achieve this is largely unchanged . Accurate and timely 
insight into Risk Levels is still hard to achieve, but under 
the right circumstances it is definitely achievable. 

This article mentioned the key capabilities that are needed 
to realize the potential of the 2020-IRM manager. Inspired 
by Martin Luther King’s famous speech “I have a dream,” 
we should be looking forward to these possibilities, 
instead of only running behind and fixing the disasters 
after the fact. In large organizations it will be possible that 
the person who is ultimately accountable for risk manage-
ment has a real-time overview of current risks, aggregated 
to a comprehensive level. Exceeding tolerable thresholds 
will automatically lead to alerts, where it will be possible 
to drill down to the harmed asset(s) or business entities 
and identify the localized problem. Designing new proj-
ects or programs will be facilitated by simulating threats 
or overruns, to better defend against malicious entities or 
spontaneous events. 

Key Capability 5: Risk quantification to compile 
extensive risk dashboarding and steer to sustainable 
IRM investments

Small business environments might benefit from a qualita-
tive approach where risks are categorized and described 
in a few paragraphs. Providing senior management with 
insight into the risk posture requires a risk manager to ana-
lyze the risks and aggregate them into a high-level report.

However, in large-scale IT environments with hundreds 
of applications, multiple networks and various sites, this 
approach would take months, and the aggregated report 
would consist of hundreds of pages. 

To solve this, large organizations move from a purely 
qualitative risk management approach to a more quanti-
fied approach. This requires some more explanation. Risk 
Quantification as a financial instrument that provides 
exact, numerical values on impact and likelihood is a com-
mon method in the financial services industry. Insurance 
companies have a huge amount of historical data on the 
chance that an event will occur and the average cost of this 
occurrence. Depending on how much risk the company 
is willing to take, it can calculate the insurance fee that 
it will charge for its product. Due to the large volumes of 
data, these calculations have a relatively high degree of 
accuracy. Individual deviations will be relatively few and 
will be compensated for within the largely predictable 
insured population.

Risk Management Fundamentals

 • Risk Management should, ideally, take inventory of threats and probabilities, 
producing an overview of the risks sorted from highest to lowest, so that the 
most invasive risks are handled first. It should monitor the mitigating controls 
and/or actions, in order to ensure that identified risks are correctly handled by 
the organization.
 • Risk = Threat × Vulnerability × Impact. There is no one single risk. Risk is 

always related to a threat. If there are 50 relevant threats (or threat categories) 
identified, this would result in 50 risks (the ISF standard of good practice (2012) 
identifies 39 Threat Categories).
 • For the initial set-up of a solid risk management process, this standard details 

the following stages:  
 o Context establishment: understanding the business environment you are 

operating in. This helps to value the impact of certain threats, were they to 
occur. It also helps you to identify the right threats in the first place.

 o Risk assessment: identifying threats, estimating vulnerability and impact.
 o Risk treatment: implementing measures to mitigate risk, to monitor, to plan, 

and to act.
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Realizing these possibilities requires a structural 
approach, starting with embedding the key capabilities 
mentioned earlier and knowing where you are heading. By 
determining how far you are from the goal, you can design 
a program to go forward and attain that goal. As always, 
without change there is no progress. 
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