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Cloud computing is maturing past the ‘hype’ stage and is considered by many organiza-
tions to be the successor to much of the traditional on-premise IT infrastructure. How-
ever, recent research among numerous organizations indicates that the security of 
cloud computing and the lack of trust therein, are the biggest obstacles to adoption. 
Managing access rights to applications and data is increasingly important, especially as 
the number and complexity of laws and regulations grow. Control of access rights 
plays a unique role in cloud computing, because the data is no longer stored on devices 
managed by the organizations owning the data. This article investigates and outlines 
the challenges and opportunities arising from Identity and Access Management (IAM) 
in a cloud computing environment.
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Different types of cloud services are available. First and 
foremost is Software-as-a-Service (SaaS) where software 
is provided as a cloud service. There is also Platform-as-a-
Service (PaaS) where a platform (operating system, applica-
tion framework, etc.) is offered as a cloud service. Finally, 
there is Infrastructure-as-a-Service (IaaS) where an IT 
infrastructure or part thereof (storage, memory, process-
ing power, network capacity, etc.) is offered as a cloud 
service. 

What is Identity & Access Management?

Broadly speaking, IAM is the consolidated management of 
users and corresponding authorizations via a centralized 
identity register. IAM allows an organization to control 
who gets access to what and by what means. KPMG uses 
the following definition of IAM ([Herm05]): “The policies, 
processes and support systems to manage which users have access 
to information, IT applications and physical resources and what 
each user is authorized to do with it.”

IAM is categorized as follows ([KPMG09]): 

 • User management: The activities related to managing 
end-users within the user administration. 

 • Authentication management: The activities related to 
the management of data and the allocation (and de-
allocation) of resources needed to validate the identity 
of a person. 

Introduction

In recent years, cloud computing has evolved from rela-
tively simple web applications, like Hotmail and Gmail, 
into commercial propositions such as SalesForce.com and 
Microsoft Office 365. Research shows that most organiza-
tions currently see cloud computing as the IT model of 
the future. The security of cloud computing and the lack 
of trust in existing cloud security levels, appear to be the 
greatest obstacles to adoption ([Chun10]). The growing 
amount of data, users and roles within modern organiza-
tions, and the stricter rules and legislation in recent years 
concerning data storage for organizations, have made 
the management of access rights to applications and data 
increasingly important and difficult. The control of access 
rights plays a unique role in cloud computing, because 
data stored in the cloud demands new, often different 
security measures from the organizations owning the 
data. Organizations must change how identities and access 
rights are managed with cloud computing. For example, 
many organizations have limited experience with the 
management and storage of identity data outside the orga-
nization. Robust Identity & Access Management (IAM) is 
required to minimize the security risks of cloud comput-
ing ([Gopa09]). This article describes the challenges and 
opportunities arising from Identity & Access Management 
in cloud computing environments.

What is cloud computing?

Although much has been published on the topic of cloud 
computing, it remains difficult to form a precise definition 
for this term. 

One of the commonly used definitions is the following 
([NIST11]): “Cloud computing is a model for enabling conve-
nient, on-demand network access to a shared pool of configurable 
computing resources that can be rapidly provisioned and released 
with minimal management effort or service provider interaction.”

KPMG has taken this definition as a starting point and has 
narrowed it somewhat to the perspective of a recipient of 
cloud services ([Herm10]): 

Salesforce.com, Microsoft Office 365, Gmail
Software + Platform + Infrastructure

App Engine, Force.com, Azure
Platform + Infrastructure

Amazon EC2, Terremark, RackSpace
Infrastructure
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“Cloud computing, from the perspective of the user, is the usage of centralized computing resourc-
es on the Internet. Cloud computing differs from traditional IT via the following characteristics:

 • Multi-tenancy. Unlike traditional IT, the IT resources in the cloud are shared across multiple 
users. 

 • Paid services. The user only pays for the use of cloud services and does not invest in additional 
hardware and software. 

 • Elasticity. The capacity can either increase or decrease at all times. 
 • Internet dependent. The primary network for cloud services is the Internet. 
 • On-demand services. Unlike the greater part of traditional IT, cloud services can be utilized prac-

tically immediately.”

Figure 1. Forms of cloud computing.
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The next section elaborates on the various challenges 
related to the components of the IAM architecture in a 
cloud computing environment. 

IAM challenges in a cloud computing 
environment

The existing challenges in managing users and access 
to information are complemented with new challenges 
brought along with cloud computing. Originally, the orga-
nization itself was responsible for all aspects of IAM. This 
ranged from maintenance of user administration to the 
propagation of user rights in the target systems and check-
ing usage based on logging and monitoring.

The introduction of cloud computing has made these activ-
ities more complex. The boundaries are blurring between 
what user and IT resources belong to the “customer” and 
what belongs to the “cloud provider”. Who owns what 
resource and carries the accountability that goes with it? 
What is the difference between accountability and liabil-
ity? This section summarizes some of the challenges of 
IAM.

 • Authorization management: The activities related to defin-
ing and managing the access rights that can be assigned 
to users. 

 • Access management: The actual identification, authenti-
cation and authorization of end users for utilizing the 
target system. 

 • Provisioning: The propagation of identities and authori-
zation properties to IT systems.

 • Monitoring and auditing: The activities required to 
achieve monitoring, auditing and reporting goals.

 • Federation: The system of protocols, standards and 
technologies that make it possible for identities to be 
transferable and interchangeable between different 
autonomous domains. 

IAM plays a major role in securing IT resources. IAM faces 
many challenges when cloud computing is used. IAM 
processes, such as adding a user, are managed by the cloud 
provider instead of the organization owning the data. It 
is difficult for the organization using the cloud service to 
verify whether a modification has been completed suc-
cessfully within the administration of the cloud provider. 
Furthermore, it is harder to check whether the data stored 
by the cloud provider is only accessible to authorized users. 
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Figure 2. IAM reference architecture.
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integration with the cloud provider. SSO is a collection of 
technologies that allow the user to authenticate for differ-
ent services once as a particular user, which allows access 
to the other services. 

Authorization management

Authorization management deals with the policies and 
activities in relation to defining and administering autho-
rizations. This allows authorizations to be grouped into 
a single role (based on so-called authorization groups). 
After granting this role to a user, that user can carry out 
a particular task or sub-task on certain objects. When a 
manager welcomes a new team member, he has to grant 
the appropriate role to the new user. Once the association 
is made, the authorizations that belong to this role are now 
available to the new user. As previously described, the 
granting of these predefined roles to users is carried out 
via user management. 

Likewise for authorization management, there are new 
challenges when the organization utilizes cloud services. 
The cloud provider and the customer must agree upon 
where the authorizations and/or roles are managed. The 
IAM system must be capable of exchanging (automated) 
messages with the means of authentication that the cloud 
provider uses. In many cases, the cloud provider and 
customer use conflicting role models and the maturity 
of the role models differ. For example, the cloud provider 
may have switched over to centrally organized Role-Based 
Access Control (RBAC), while the customer still uses direct 
end-user authorizations that is administered in a decen-
tralized manner. In accordance with user management 
principles, it is necessary to maintain a trusted-relation-
ship on authorization management that is supported by 
contractual agreements. 

Access management

Access management deals with the (operational) processes 
that ensure that access to IT resources is only granted in 
conformance with the requirements of the information 
security policies and based on the access rights associated 
with the users. 

The domain of access management has the following 
new challenges compared to the traditional on-premise 
situation: access management requires agreements to be 
made between the cloud provider, third parties and the 
customer, on how to appropriately organize access to the 
target systems. For example, the exchange of authorization 
data (user names, passwords, rights, and roles) must be fast 
enough to grant or deny access instantly. The customer 
and the cloud provider can decide to establish a trusted-
relationship supported by certificates and/or a Public Key 
Infrastructure (PKI). 

User management

User management deals with the policies and activities 
within the scope of administering the entire lifecycle 
of users in the appropriate registers (initial registration, 
modification and deletion). For example, this could be the 
HR system for the employees of an organization. The HR 
system records the recruitment, promotions and dismissal 
of employees. In addition, user management controls the 
policies and activities related to granting authorizations to 
the users registered in the HR database. 

An organization that utilizes cloud services may be faced 
with challenges in user management that are new com-
pared to the traditional on-premise situation. Managing 
the user life cycle in the traditional IT environment is a 
challenge, it is even more so in a cloud environment. The 
organization cannot always maintain control over user 
administration via their own HR system (or other central-
ized resource). The cloud provider usually also maintains 
a user administration system. What happens when users 
update their information via the cloud provider? How are 
the managers of the cloud services and their attributes 
kept up to date? Which laws and regulations (possibly 
outside own jurisdiction) apply to the storing of personal 
information? All these issues have to be dealt with again 
in a cloud computing environment. The allocation of 
authorizations is also a part of user management. The cus-
tomer and cloud provider must agree on who is responsible 
for granting and revoking user rights. 

Authentication management

Authentication management includes the processes and 
procedures for administering the authentication of users. 
If particular data is very sensitive, stringent authentica-
tion may be required to access this data (for example, by 
using a smart card). Defining and recording these require-
ments within objects in the form of policies and guidelines 
is part of authentication management. Authentication 
management also deals with the issuing and revocation of 
authentication means (for example, username and pass-
word and smart cards). 

The following challenges in authentication management 
are new compared to the traditional on-premise situation: 
the authentication means for different cloud providers 
may vary. Sometimes, the cloud provider itself may only 
use mechanisms that do not match the (security) technical 
requirements of the customer. It can also be complicated to 
implement the level of authentication in a uniform way. In 
addition, synchronization of passwords can be a challenge, 
especially in environments where the user administra-
tion changes quickly or where users must change their 
own passwords. Finally, it requires that a working Single 
Sign-On (SSO) environment is maintained for technical 
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auditing compliance with the requirements of the appli-
cable information security policies. One reason for this 
is that the customer often does not have insight in what 
resources the cloud provider utilizes to manage and moni-
tor the IT resources. A consequence of this lack of transpar-
ency is that it may be difficult for a customer to achieve 
full compliance. In particular, the use of accounts with 
high-level privileges is difficult to monitor.

Options for IAM in a cloud environment

Several options are available for managing identity and 
access to cloud services ([Blak09], [Cser10]). The ownership 
of the various IAM processes and attendant monitoring 
is different for each model. This has a significant impact 
on the relevant risks and challenges. The option preferred 
thus depends on the requirements of the organization and 
the level of cloud service adoption in the organization. 

Traditional model

If an organization utilizes part of its IT needs as a cloud 
service, the components of the IAM framework must work 
together with the cloud provider. This may be achieved 
by linking the existing IAM with the cloud provider (see 
Figure 3). In this case, the organization manages identi-
ties and access rights locally and then propagates these 
to the various cloud providers. For each cloud provider, 
the authorized users must be added to the directory of the 
cloud provider. There are several packages on the market 
that automate the processes of creation, modification and 
deletion by synchronizing the local directory with the 
cloud. However, the “connector” that enables the synchro-
nization to occur must be separately developed and main-
tained for each cloud provider. A drawback is the added 
complexity in management when there are multiple cloud 
providers. 

Identification and authentication for cloud services occurs 
with the cloud provider. Handing these processes over to 
the provider requires strong confidence in the provider. 
There are tools on the market that make it possible to link 
with local SSO applications. With this method the user 
needs fewer identities to access services. Checking identi-
fication and authentication for cloud services is performed 
by the cloud provider. Strong confidence in the cloud 
providers and their policies is required. 

Provisioning

IAM must ensure that after a role is granted to a user, the 
user is created in the relevant objects, and that this user 
is then granted the appropriate authorizations for cor-
responding objects. Within IAM, this process is called 
provisioning. Provisioning deals with the manual and/or 
automatic propagation of user and authorization data to 
objects. In other words, provisioning consists of creating a 
user and assigning authorizations to the user objects. Man-
ual provisioning means that a system manager creates a 
user with authorizations on request. Automatic provision-
ing means that the system automatically processes these 
requests without any intervention by a system manager. 
When a role is revoked from a user then deprovisioning 
has to take place, which means that the authorizations are 
revoked from the user. 

Provisioning in a cloud environment has the following 
challenges: the propagation of accounts within the orga-
nization and also within the cloud provider is challeng-
ing, since technologies and standards are often different 
for each cloud provider. As more cloud providers deliver 
services to an organization, it becomes exponentially more 
complex for the customer to implement provisioning. The 
creation and modification of accounts and rights on target 
systems is generally driven by business need. However, 
it is often the case that less attention is given to deletion 
because it serves limited business need and it is believed 
that the security risk does not outweigh the additional 
effort required to follow through this deprovisioning pro-
cess effectively. With respect to the contract with the cloud 
provider, customers often forget to give sufficient attention 
to the ending of the relationship. It is then unclear what 
happens to the data and user rights when the cloud pro-
vider no longer provides paid services to the customer. 

Monitoring and auditing

The final piece in the IAM architecture is the monitoring 
and auditing process. This process focuses on checking 
compliance with policies utilized within IAM. This con-
sists of continuously monitoring and auditing the systems 
and processes. 

In the area of monitoring and auditing, the following are 
new issues compared to the traditional situation: it is a 
challenge for many customers to set up monitoring and 

The utilization of cloud services 
creates new challenges for 
authorization management
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thus trusts the IAM of the customer and it is on that basis 
that the users can utilize the services. Thus, in most cases, 
duplication of accounts is unnecessary (unless for auditing 
purposes). 

If this option is used, the customer may continue to use 
the existing access methods to manage the user activities. 
A disadvantage for this option is that, when there are a 
large numbers of cloud providers, it is necessary to make 
agreements with each cloud provider about the confiden-
tiality of the customer’s local IAM. In addition, for many 
cloud providers, it is impossible to maintain trustworthy 
and appropriate monitoring of the IAM of all customers. 

This option is already actively used by a large Dutch 
retailer that has linked the local IAM infrastructure to 
their cloud provider of email and calendar services. 

Trusted-relationship model

Another option to allow IAM to have the cloud provider 
support the IAM of the customer (see Figure 4). The cus-
tomer manages the local identities and access rights. The 
users are stored locally in a directory and an access request 
for a cloud service is authenticated locally. The cloud 
provider checks the authorizations and validates these 
using the directory of the customer. The cloud provider 

IAM

Local

User

Resources

Directory

IAM

Directory

IAM

Directory
Application Application Data Data

CSP 1

Application

CSP 2

Application

UDS
UDS

UDS

UDS

Figure 3. Connecting with the cloud provider.
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functioning IAM cloud services available, but it is possible 
that large IAM providers (for example, IBM, Microsoft and 
Oracle) will enter this market in the coming years. 

Conclusion

By using (public) cloud services, the organization will need 
to revise its control measures to maintain the required 
level of security. Whilst security risks may well decrease 
by transferring selected services to the cloud, risks are 
likely to increase in certain areas such as IAM. To mini-
mize the risk it is necessary to properly set up the IAM 
framework. The implementation of necessary changes to 
IAM in a cloud environment is critical in providing an 
adequate level of confidence and guarantee security. 

The fact that some of the IT resources are no longer con-
tained in the organization itself raises several questions in 
the IAM domain. Even though liability remains with the 
organization utilizing services, keeping control of the IAM 
processes is more difficult because these are often part of 
the cloud provider’s domain. For user management, it is 
important that organizations verify whether changes to 
user data are taken over by the cloud provider. Organiza-
tions must comply with company, national and interna-
tional laws and regulations with regard to personal infor-
mation. When considering authentication, it is important 

Identity service provider model

A third option for cooperation between the local IAM of 
the customer and the cloud provider is using an Identity 
Service Provider (IdSP) (see Figure 5). The IdSP is a provider 
of identity services. As in previous models, the customer 
manages the local identities and access rights. The IdSP is 
responsible for validating the identity of the user. Both the 
cloud provider and the customer rely on this third party 
to validate the identity of users. DigiD and Facebook are 
examples of organizations that may act as an IdSP and 
be able to verify digital identities in the future. There are 
tools on the market that use a third party to manage and 
validate identities. 

All-in-the-cloud model
The last option is to outsource the entire IAM and utilize 
it as a cloud service (see Figure 6). In this case, the organi-
zation delegates all IAM systems and processes to a third 
party operating in the cloud itself. The link with all cloud 
providers is managed and controlled by this third party. 
Access to local IT resources will also be conducted via the 
IAM Service. Effectively, all management and control of 
IAM are outsourced to the cloud. 

High trust in the IAM service is required. It is difficult 
for the customer to monitor the status of the processes for 
either local or cloud services. Currently, there are no fully 
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that the authentication methods and requirements used 
match those of the cloud provider. Furthermore, the autho-
rization models should align, so that the correct rights are 
granted to the authenticated users. The processing of both 
authorizations and authentications must be timely and 
accurate in order for the partnering organizations to have 
confidence in the actual use of cloud services. Finally, it is 
essential that the monitoring and auditing processes meet 
the requirements of the applicable security policies. 

Several options are available for managing identity and 
access to cloud services. Firstly, the IAM framework can 
be connected with the cloud provider. The customer itself 
manages and propagates users and the rights to the cloud 
provider. It may be possible to automate this process. Iden-
tification and authentication occur in the cloud provider 
domain. A second option is to allow the cloud provider to 
support the customer’s IAM framework. The use of this 
trusted-relationship makes it unnecessary to propagate 
user to all cloud providers. In addition, identification and 
authentication occurs locally. A third option is to use an 
IdSP. This is a third party which is trusted by both custom-
ers and cloud services providers and validates the identity 
of users. The last option is to outsource the entire IAM 
stack and consume IAM as a cloud service altogether.

Which option is the most suitable depends on IAM 
requirements of the organization and on the type and 
number of cloud services consumed. The IAM framework 
should be properly established before cloud services are 
utilized to minimize risk exposure. Furthermore, it is very 
important to align the IAM framework with the cloud 
landscape to allow effective cooperation with the cloud 
provider and adequate security safeguards. 
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