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Many organizations are implementing cost efficiency programmes to lower the 
cost of compliance. Besides the risk-based, top-down management assessment 
and audit approach, moving toward IT application controls in the (SOX) compli-
ance framework also leads to additional cost efficiency. The challenge is, howe-
ver, to implement a sustainable approach to test the operating effectiveness of 
these IT application controls on an annual basis. Benchmarking, or ‘baselining’ 
as it is also called, the IT application controls can enable that efficient approach 
to SOX. An ERP package such as SAP can facilitate this benchmarking strategy 
by clever use of the information and possibilities provided by the system, the 
specifics of which will be discussed in this article. 

Introduction

The introduction of SOX placed enormous pressure on companies. During the first year, 
the demands to meet the basic requirements of the Act meant that many companies 
struggled simply to comply. In subsequent years, the issue of cost became more relevant. 
Now companies are struggling with how to react to IT opportunities and how to cut 
costs without endangering their compliance. 

Because many companies faced serious dilemmas in striking a balance between comply-
ing with the regulations and keeping costs down, the SEC (US Securities and Exchange 
Commission) and PCAOB (Public Company Accounting Oversight Board, to oversee the 
auditors of public companies) issued new guidelines on what companies and auditors 
need to do in order to comply with SOX section 404. The new PCAOB standard, Account-
ing Standard no.5 (AS5), provides a more principle-based guideline on how auditors 
should conduct their audit of internal control (also known as Internal Control over Finan-
cial Reporting, or ICOFR). The new guideline does not change the fundamental require-
ments that SOX established for management and their auditors to report on the effective-
ness of internal control systems.  In short, the new guideline enables companies and their 
auditors to focus on high-risk areas, to concentrate only on areas that could harbour 
material misstatements, and to use the most practical routes to test the key controls and 
underlying systems.
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ed in the IT or ERP systems and are used every time transac-
tions go through the system. In other words, these controls are 
enabled and eff ective for the whole population, as these controls 
are normally settings in the IT or ERP systems. Th ese controls 
can be tested in an effi  cient way, thereby reducing the cost of 
compliance. Examples of IT application controls are the three-
way match, automatic invoicing after goods issue, purchase 
order approvals, interfaces, authorizations, and segregation of 
duties.  

 IT-dependent manual controls: these controls consist of a  •
manual activity, on one hand, and of an automated activity 
determined by the system, e.g. the output of a report, on the 
other. Th e manual part still requires sample-testing if the 
organization used the report and the manual follow-up, and the 
automated part requires testing to determine if the report is 
reliable. Th e check by the accounts payable clerk to analyze 
possible errors and deviations on the invoice payment propos-
al list is an example of an IT-dependent manual control. 

  IT General Controls are embedded within IT processes that 
provide a reliable operating environment and support the eff ec-
tive operation of automated controls (application and IT-de-
pendent manual controls) ( [ITGI06] ). IT general controls rel-
evant for SOX include: 

  Program development  •
 Program changes  •
 Access to programs and data  •
 Computer operations   •

  When taking a benchmarking strategy into account, these IT 
general controls should be on a required level.  

   The automated control challenge 

 Th e previous section outlined the opportunities of automated 
controls. Identifi cation of automated controls and taking them 
into scope for management assessment or external audit con-
stitute important steps in an effi  cient SOX approach. Th e next 

 Th e issuance of AS5 was followed by many discussions on how 
companies should adopt a risk-based control rationalization 
approach as part of a larger eff ort towards SOX optimization. 
Th ese discussions centred on designing and deploying only the 
most eff ective and effi  cient controls to address fi nancial report-
ing risks. Control rationalization applies a top-down, risk-based 
approach, eliminates unnecessary controls, uses risk-based 
testing plans, and optimizes the design of company-level and 
transaction controls. Other opportunities to further reduce the 
‘cost of compliance’ may include using IT controls in the fi rst 
place, embedding continuous testing or control framework 
integration ( [Perk07] ). 

 Th is article explores another opportunity AS5 provides to cut 
costs without endangering compliance. Th is is the possibility 
to use a benchmarking test strategy for automated controls, 
thereby signifi cantly reducing an organization’s and external 
auditor’s eff orts relating to testing controls on an ongoing basis. 
Although the effi  cient benchmarking strategy is applicable to 
automated controls in all ERP and IT systems, this article elab-
orates on practical implementation within a SAP environ-
ment. 

 The internal controls environment 

 Internal or external compliance is about behaviour in accord-
ance with established guidelines, specifi cations or legislation, 
such as fi nancial statements for example (focused on by SOX), 
but may also include intellectual property, privacy, etc. A risk 
assessment will identify the effi  cient and eff ective key internal 
controls in the main business processes. As the business proc-
esses are supported by IT or ERP systems, IT related business 
controls can be identifi ed. Unfortunately, during the pressure 
of the fi rst SOX years, it was primarily manual and detective 
controls that were identifi ed. In the current SOX improvement 
projects, organizations are trying to fi nd an optimum mix of 
manual and IT controls to leverage more of the relatively effi  -
cient and eff ective IT controls.  

 When talking about SOX management assessments or audits, 
three types of internal controls can normally be distinguished 
within the business processes (see also Figure 1): 

  Manual controls: these are the manual checks performed by  •
people and can include monthly inventory counting, but also 
an activity such as checking the invoice against the goods 
receipt packing note and the purchase form before issuing a 
payment. As mentioned before, this type of control was main-
ly identifi ed in the early SOX years and takes much time to test 
only ‘a sample’ to provide an indication of the operating eff ec-
tiveness.  

 IT application controls: the IT application controls are the  •
opposite of the manual controls. Th ese controls are implement-  Figure 1. Types of Internal controls in business processes. 
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Benchmarking – the theory

The Special Topics appendix of AS5 deals with the benchmark-
ing of automated controls. It states, ‘Entirely automated appli-
cation controls are generally not subject to breakdowns due to 
human failure. This feature allows the auditor to use a “bench-
marking” strategy.’ 

And even though AS5 specifically addresses the possibility of 
using a benchmarking test strategy, it is not new, as section E122 
of Auditing Standard No. 2 (AS2) specifically acknowledges 
benchmarking as a testing strategy permitted by the stand-
ard.

Traditionally, benchmarking referred to measuring a product 
or service according to specified standards in order to compare 
it with one’s own product or service. For example, the NASDAQ 
may be used as a benchmark against which the performance of 
technology stock can be compared. Another example is com-
paring or benchmarking IT costs with other business units or 
organizations. 

Benchmarking as mentioned in AS5 is different in the sense 
that it implies a testing strategy for audited automated controls 
in subsequent-year tests. Benchmarking as such involves docu-
menting and testing controls embedded in an organization’s 
applications and key reports, in order to determine whether 
they have maintained their integrity over time. In other words, 
if you are feeling well, you do not have to go the doctor every 
year or undergo a full-body scan. This approach is attractive 
since a full audit of controls in the first year without re-auditing 
them in subsequent years (unless a major change is made) rep-
resents a significant cost-saving opportunity.

AS5 set the ground rules for using a benchmarking test strat-
egy. In short, if IT general controls related to change manage-
ment are effective, and the automated control has been tested 
in the past, annual testing is not required. The benchmark only 
should be established periodically.

Preconditions

The following preconditions for using a benchmarking strategy 
must be taken into consideration: 

The general controls over program changes, access to pro-1.	
grams, and computer operations should be tested effectively 
when establishing the baseline (AS5 item B29).

The application should operate in a stable environment and 2.	
there is only a limited number of changes (AS5 item B31). 

The control should be matched to a specific program within 3.	
the application (AS5 item B31).

step is to test the design and operating effectiveness and to 
‘baseline’ the controls. In general, the following ways or com-
binations can be distinguished ([Perk07]):

The user-acceptance test: automated controls should be part ••
of a user-acceptance test (UAT). If the UAT is well document-
ed and carried out at the appropriate quality level, these results 
can be taken into account for testing operating effectiveness.

Verification of settings / tables / parameters: in the current ••
IT and especially ERP packages (like SAP), the mechanics of 
automated controls are ‘customized’ using the settings or 
parameters. Although it is often difficult to test the complete-
ness of the operating effectiveness using the method, it can be 
very efficient. 

Trial & error (falsification): test the operating effectiveness ••
of the automated control in a test environment. In other words, 
does the automated control do what you would expect upfront? 
Of course, the test and production environment should be 
equal. 

Audit software (CAAT): audit software can be used to pro-••
vide evidence that all transactions of a specific business sce-
nario have been processed according the expected script. 

Application code analysis: a very time-consuming way to ••
test the operating effectiveness of the automated control can 
be to analyze the application code. 

There is no standard way to test the design and operating effec-
tiveness of automated controls. Furthermore, methods are 
sometimes combined, as with the verification of settings and 
audit software when the IT general controls have some deficien-
cies, for example, or when absolute assurance is required for 
very important automated controls. 

The assumption is that the automated controls do not change 
much after the first full test year (this is often a time-consum-
ing change process). Although the test of operating effective-
ness can be carried out much more quickly in subsequent years, 
a substantive effort has to be made by management and the 
external auditor. The challenge is to determine how the already 
more efficient reliance on automated controls can be used in 
an efficient test approach. 

The challenge is how the already 
more efficient reliance on automated 

controls can be used in an efficient and 
sustainable test approach
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dependencies. For instance, an automated approval control in 
SAP R/3 may be confi gured to automatically approve three-way 
matched invoices below a specifi c Euro threshold. However, 
this control depends on the accuracy of the established thresh-
old value (SAP setup or customization) and the assurance that 
only authorized individuals can access the confi guration infor-
mation. Similarly, as reports generated by an application depend 
on the integrity of the source data and the reporting system’s 
logic, it is critical to consider both when assessing the integ-
rity of a report used to perform an IT-dependent manual con-
trol. Th is combined group of front-end automated controls and 
dependencies may be the starting point of your baseline scope 
defi nition.  

 When defi ning the scope, also consider effi  ciency. Given the 
work eff ort involved in establishing and maintaining the base-
lines, it is important for organizations to assess whether or not 
yearly testing might be a more effi  cient approach than bench-
marking. For example, if testing a particular IT control can be 
established by a simple screen-print of confi guration settings 
from the target system, this could cost less eff ort than provid-
ing evidence that the confi guration control has not changed. 
To achieve the advantages of a baseline approach, organizations 
must limit their baseline scope to selected automated controls 
that require signifi cant eff ort in testing. To ensure the bench-
marking test strategy is benefi cial, the following factors must 
be considered in advance: 

  Th e cost of the annual operating eff ectiveness testing of  •
automated controls. 

 Whether and when changes to the applications, infrastruc- •
ture, related infrastructure and controls are planned (an exam-
ple is an upgrade of SAP R/3). 

 Whether there are any current defi ciencies in IT general  •
controls or application/automated controls.  

  Step 2. Validate that an initial baseline of 
scoped controls has been established 

 When defi ning the scope of the benchmarking tests, it is impor-
tant to ensure that the existing key automated controls have 
already been identifi ed and documented as part of the overall 
SOX approach. Th e baseline approach is less feasible for organ-

 Th ere must be information regarding the programs in the 4. 
production process to prove that controls within the program 
have not changed (AS5 item B31). 

 Th e benchmark must be re-established after a period of time 5. 
(AS5 item B33). 

  Item 1 is self-evident, since the IT general controls provide a 
basic assurance regarding the performance of the automated 
controls.  

 For item 2, the frequency of changes is a strong indicator wheth-
er or not an automated control might be well-suited for bench-
marking. Again this will be obvious, as benchmarking only 
works for automated controls that have not changed since set-
ting the baseline.  

 Items 3 and 4 are less obvious, since much software no longer 
works with compilation dates for example. Complex ERP sys-
tems now cover large-scale business processes within the 
dynamic environments of today’s companies, so items 3 and 4 
are certainly a challenge. Th is will be addressed specifi cally 
with respect to SAP later in the article.  

 Finally, item 5 is again self-evident, although it provides addi-
tional possibilities when companies integrate baseline activities 
into the extended scope of user-acceptance testing.  

 Defi ning the benchmarking 
test strategy 

 When defi ning a benchmarking test strategy, the following 
actions could be taken into account:  

 Step 1. Defi ne the scope of automated 
controls for benchmarking 

 First and foremost, it is important to defi ne the scope of auto-
mated controls that are well-suited for benchmarking. Th e 
controls should be either IT application controls or IT-depend-
ent manual controls, where the IT part is the part to be bench-
marked (the manual part should be tested for operational eff ec-
tiveness each year). Generally, these 
controls are confi gurable parameters, 
custom-built routines, or queries that 
ensure the complete, accurate, timely 
and proper processing and reporting of 
(fi nancial) transactions. Because auto-
mated controls often depend on more 
than one factor to work eff ectively, it is 
important to consider not only the front-
end functionality but also the associated 

 Figure 2. Example of benchmark strategy for automated controls. 
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   Th e timing within a year of the rotation schedule is something 
to consider as well. Since there are three options, it is important 
to carefully plan them within the year. Testing to establish a 
baseline is best done early in the year (fi rst quarter), so that if 
inaccuracies are detected there is time to rectify the control. 
Th e Baseline test itself, however, is best planned late in the year 
(end of third quarter) because little change can be expected in 
the rest of the year. And the User-Acceptance Test is mostly 
dependent on the delivery date of the automated system being 
developed and tested.  

 Benchmarking in a SAP environment 

 As described, benchmarking can be used to conclude that an 
automated control is eff ective without having to repeat the spe-
cifi c tests of the operation of the automated control. Th e nature 
and extent of the evidence that the auditor should obtain to 
verify that the control has not changed may vary depending on 
the circumstances, including the strength of the company’s 
program change controls.  

 A known challenge will be the AS5 requirement regarding the 
‘compilation date’, which is not explicitly available in SAP. On 
this issue, the article will provide a practical solution for SAP 
with respect to the two types of automated controls that have 
been distinguished.  

 Although the following sections are more related to SAP, they 
nevertheless give guidelines for benchmarking automated con-
trols in other ERP packages.  

 IT application controls 

 In SAP, many IT application controls have already been set up 
in the customization process (SAP transaction code  SPRO ). 
Th ese settings are usually stored in tables. For example, the 

izations that have known defi ciencies in their IT general con-
trols, especially in security and application change manage-
ment. Before a benchmarking test strategy can redeem its 
promise, organizations must have demonstrated the eff ective-
ness of their IT general controls.  

   Step 3. Defi ne rotation schedule 

 Once the baseline has been established, the benchmarking test 
strategy provides evidence for a number of years. As mentioned, 
the benchmark must be re-established after a period of time 
(AS5 item B33). Although AS5 sets no rules, three years consti-
tutes a good practice for an appropriate frequency for re-estab-
lishing baselines. It is also important to re-establish baselines 
where signifi cant changes occur within the applications. When 
signifi cant changes occur, integrating baseline activities into 
an extended scope of user-acceptance testing should only be 
considered when the application operates in a stable environ-
ment and a limited number of changes are expected after these 
signifi cant ones.  

 Rather than re-establishing all baselines every few years, it may 
make sense to adopt a rotation schedule whereby a portion of 
automated controls are tested each year, thereby spreading the 
eff ort over several years. By carefully planning and extending 
the scope of user acceptance testing, the benchmarking test 
strategy provides a sustainable and effi  cient approach. As stat-
ed previously, the UAT must be well documented and carried 
out by (IT) staff  with knowledge of process controls as well as 
of the functionality of the system. 

 Integrating baselining into the UAT process thus helps further 
reduce overall compliance costs, and facilitates early defi ciency 
identifi cation and rectifi cation. In this way, you can begin to 
reap the long-term rewards of a benchmarking test strategy 
while the applications continue to maintain their integrity over 
time. 

 Figure 3. Example of a benchmark rotation schedule. 
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recommended. The transactional SAP tables should be exclud-
ed from logging, in order to prevent excessive logging. 

Finally, the logging results for a certain period can be viewed 
using the RSTBHIST program. The program will give you a list 
of the current and previous setting, including the date of 
change. If the setting of an IT application control has not been 
changed since the last baseline, this control is suitable for 
benchmarking.

Using the SAP transport log
All transports to the production client are logged in SAP system 
tables, including the last transport (i.e. change) dates. The 
details of the changes to object classes in the transports are 
logged in the E071 SAP table. Object classes are also SAP tables, 
and enable to identify the last change dates to the settings of 
the IT application controls stored in those tables. 

In the example (see Figure 2) you will find that table T169G has 
been transported a number of times to the production system. 
The Request/Task field can be linked to the E070 table to find 
the corresponding transport date. 

The last transport of the T169G table in the example shown in 
Figure 4 was 11 July 2006. If the baseline testing for this IT 
application controls was established after this date in 2006, the 

tolerance limits for the three-way matches are stored in the 
SAP table called ‘T169G’. These settings are the current settings, 
in other words, there is no compilation date or audit trail on 
the previous settings (including dates). However, for the ‘com-
pilation date’ required by AS5, there are two practical solutions 
in SAP:

Enabling logging on the specific  
customizing table
Standard SAP does not log all changes to the SAP tables. To 
allow SAP logging of specific SAP tables, the following steps 
should be performed. 

First, the ‘REC/CLIENT ’ client setting or parameter should be 
set. Be careful when switching the REC/CLIENT in the client 
settings to Yes, because standard SAP will then log many tables 
including transactional tables. This will cause SAP to produce 
excessive logging, possibly slowing down the system and using 
considerable disk space. 

The second step to select the SAP tables for logging is very 
important. The DD09L transaction code will enable you to 
include or exclude SAP tables in the logging. Besides selecting 
the SAP tables with the settings for the IT application controls 
to benchmark in scope (in the example T169G), logging other 
critical systems tables (such as T000, T001, TCURR, etc.) is also 

Figure 4. Benchmarking IT application controls using transport logs.
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IT application control has not been changed since then. In other 
words, the setting is the same and the IT application control is 
suitable to be benchmarked for SOX purposes. 

IT-dependent manual controls

IT-dependent manual controls in SAP are mainly the standard 
or custom-built SAP reports. The manual testing part of this 
IT-dependent manual control is dependent on the integrity of 
the SAP report. The purpose of benchmarking these reports is 
to identify whether or not the report has been changed since 
the last established baseline. 

An easy way to identify the change dates of the SAP report is 
to use the TRDIR SAP table. The changes dates for all SAP 
reports and programs (including the custom-made, normally 
identified by a Z or a Y) can be found in this table (see Figure 
5). This table shows the program name (i.e. SAP Report) and the 
last change date of that report. For example Z_RSPFPAR was 
created on 16 September 2006 and changed on 18 October 2006. 
This means that the report has not been changed in 2007 or 
2008. If the baseline was established in 2007, this IT-dependent 
manual control is suitable for benchmarking. 

Another example shows that although the Z0SAP_12 report 
was created in 2002, the report was changed in 2007. This 
report is therefore not suitable for benchmarking. A new base-
line should be established first, before applying benchmarking 
in the future.

As mentioned previously, a well-executed and documented 
user-acceptance test could provide the required evidence for 
establishing baselines, which will really embed the compliance 
in the IT processes and further decrease the effort required.

Figure 5. Benchmarking IT-dependent manual controls using change logs.

Benchmarking automated 
controls can be seen as a 
step towards continuous 

monitoring using the 
upcoming GRC tooling
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The above-mentioned methods for benchmarking the auto-
mated controls in a SAP environment are only possible in a 
well-controlled IT environment with effective IT general con-
trols. However, in an environment with IT general control defi-
ciencies, the methods explained above can still give the auditor 
insight into the changes to key IT application and IT-dependent 
manual controls. This information can be used in a risk assess-
ment to choose a suitable IT management assessment or IT 
audit.

In conclusion

In the article entitled ‘Testing application controls’ by Van der 
Perk ([Perk07]) it was stated that the identification of IT controls 
in the business control frameworks is an important aspect of 
sustainable compliance. In a stable IT environment (limited IT 
general control deficiencies) using the benchmark strategy for 
automated controls, this can even lead to further reductions in 
the cost of SOX compliance. 

This article gave a practical guidance for management and audi-
tors on how to set up a benchmarking strategy for testing auto-
mated controls in their compliance testing. Organizations that 
want to embed the transparent benchmarking rotation sched-
ule using UAT for re-establishing the baseline will need to have 
an already mature IT compliance organization. 

One of the main challenges for benchmarking within a SAP 
environment is to identify the compilation dates. These com-
pilation dates are not available in SAP, but the benchmark can 
still be conducted using the different change logs in SAP, as 
mentioned in this article. Another challenge is to identify the 
SAP tables that contain the IT application control settings. 

In our opinion, the transparency needed to implement the 
benchmarking strategy can be seen as a step toward continuous 
monitoring of the effectiveness of automated controls using the 
upcoming GRC tooling.
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